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ARTICLE INFO ABSTRACT
Keywords: Heart failure (HF) is a prevalent life-threatening chronic condition requiring continuous, patient-specific
Digital twin management. Digital twin (DT) technology offers real-time patient state modeling and predictive decision
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support. However, current HF DT frameworks lack formal guarantees of safety, timing, reliability, and provide
limited coordination between edge devices and cloud analytics-Undermining clinical trust and deployment.
We present HEDA-HF, a formally verified hybrid edge—cloud DT architecture for HF management. HEDA-HF
provides design-time mathematical guarantees that all safety, liveness, and timing requirements hold across
every modeled execution scenario. Every data-driven inference, alert, and synchronization event is verified at
design-time against rigorously defined temporal properties before influencing patient care at the deployment
time, ensuring strict adherence to safety and timing constraints. HEDA-HF explicitly embeds formal verification
in the DT pipeline. The architecture is modeled as a network of timed automata and exhaustively verified in
UPPAAL against Computation Tree Logic (CTL) and Timed CTL specifications. We validate HEDA-HF across
five canonical HF-monitoring scenarios, confirming all functional properties across the full reachable state
space. Furthermore, statistical model checking shows that critical alerts meet clinically acceptable deadlines
with probability above 0.99%. By integrating mathematically proven guarantees at design time, HEDA-HF
establishes a robust foundation for trustworthy clinically dependable HF DTs.

1. Introduction subtle physiological changes can escalate into acute decompensation

within hours. Traditional management strategies — based on periodic

Heart failure (HF) is one of the most widespread and critical public
health challenges, currently affecting over 64.3 million people glob-
ally [1]. HF is a progressive clinical syndrome characterized by the
heart’s inability to maintain adequate cardiac output to meet the body’s
metabolic demands. Common symptoms include fatigue, breathless-
ness, edema, arrhythmias, and sudden weight gain—reflecting fluid
retention and declining cardiac function [2,3].

The disease often follows a nonlinear trajectory, with periods of
compensation interrupted by acute decompensation episodes. These
events may escalate rapidly and require timely intervention to pre-
vent irreversible damage or hospitalization. Subtle physiological signals
— such as elevated heart rate, reduced oxygen saturation, or minor
changes in body weight — can precede clinical deterioration by hours
to days, but are often missed by conventional care practices.

Despite advances in pharmacotherapy and device-based interven-
tions, HF continues to cause high hospital readmission rates, significant
mortality, and escalating healthcare expenditures [4]. This burden is
compounded by HF’s dynamic and unpredictable trajectory, where
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follow-ups, symptom reporting and delayed interventions — often fail
to detect deterioration early enough to prevent hospitalization [5]. This
reactive approach contributes to the persistently high morbidity and
highlights the need for continuous, real-time monitoring and decision
support tailored to each patient’s evolving condition [6]. Indeed, its
progressive and multifactorial nature requires continuous monitoring,
proactive risk stratification, and adaptive therapy adjustment. In the
long term, the telemonitoring may lead to early detection of clinical de-
terioration and early interventions that exceed the limits of traditional
care workflows and reduce hospitalization [7].

In this context, digital twin (DT) technologies offer a promising
paradigm shift for managing chronic and dynamic conditions such as
HF. A digital twin in healthcare functions as a continuously synchro-
nized virtual model of an individual patient, integrating multimodal
data from wearable sensors, electronic health records (EHRs), and
contextual sources to represent the patient’s physiological state in near
real time [8-10]. Unlike traditional static models, DTs enable proactive
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monitoring by anticipating physiological deviations and forecasting ad-
verse events based on both mechanistic and data-driven insights. In HF
care, DTs can capture and simulate evolving cardiac function, identify
early warning signs of decompensation, and support clinician decision-
making through patient-specific predictive modeling. By shifting from
reactive interventions to predictive, personalized management, digital
twins have the potential to reduce hospitalizations, optimize therapy
timing, and improve long-term outcomes.

Recent developments in digital health and artificial intelligence
have introduced new opportunities for proactive, data-driven HF man-
agement. Indeed, recent studies highlight an explosion of interest
in digital twin technologies across domains [11], underlining their
promise for real-time modeling and decision support. Among these
innovations, digital twins (DTs) have emerged as a promising paradigm
for real-time patient state representation and predictive decision sup-
port [12].

In the context of HF, a digital twin offers a powerful mecha-
nism to track patient status continuously, simulate physiological evo-
lution, and anticipate adverse outcomes before they manifest. By en-
abling personalized, dynamic models of cardiac health, DTs can bridge
the gap between episodic care and the need for constant vigilance
in chronic disease management. DT continuously integrates multi-
modal physiological, clinical, and contextual data from sources such
as wearable sensors, imaging systems, and electronic health records
(EHRs) [13]. In cardiovascular applications, DTs enable in silico ther-
apy testing, early decompensation detection, and personalized outcome
modeling [14]. For example, Gu et al. [15] developed patient-specific
twins for HF prognosis, while Koopsen et al. [16] implemented virtual
pacing simulations to optimize cardiac resynchronization therapy—
demonstrating the potential of DTs to support clinical decision-making
through real-time virtual companions.

Despite these advances, the deployment of clinically reliable and
scalable DTs for HF remains limited. Most existing frameworks operate
primarily in offline simulation mode, lacking closed-loop continuity be-
tween edge devices (e.g., wearables, home monitors) and cloud-based
analytics [17,18]. This separation restricts responsiveness and real-time
adaptability. Furthermore, current DT architectures often lack modular
design principles and fail to support runtime feedback or adaptive
control—capabilities essential for managing chronic HF [19,20]. More
critically, none of the current HF DT solutions incorporate formal verifi-
cation mechanisms to guarantee that safety and timing constraints hold
under all possible execution scenarios [21,22]. By formal verification
mechanisms, we refer to mathematically rigorous techniques — such
as model checking — that exhaustively analyze all possible system
behaviors against specified logical and temporal properties [23]. These
techniques allow us to prove, with certainty, that critical safety rules
(e.g., “an alert is never missed”) and timing guarantees (e.g., “alerts
are issued within 5 s”) always hold during operation, even in the
presence of uncertainty or system delays. In a safety-critical domain
like HF, where erroneous or delayed decisions can have life-threatening
consequences, the absence of provable correctness poses major barri-
ers to clinical adoption and regulatory approval. Formal verification
introduces a level of rigor and predictability that is essential to build
clinician trust, ensure patient safety, and support future certification
pathways for autonomous digital health systems.

Motivated by these gaps in the state of the art, we propose HEDA-
HF, a Formally Verified Hybrid Edge-Cloud DT Architecture for HF man-
agement. The formal guarantees provided by HEDA-HF are enforced
through model checking during the system design phase. They are
not enforced via runtime filters but embedded into the system logic,
ensuring that runtime behavior complies with pre-verified properties.
HEDA-HF is explicitly designed to (i) enable real-time sensing, analysis,
and feedback through tightly coordinated edge—cloud processing, and
(ii) embed formal verification as a new-class architectural layer based
on model checking of timed automata [24,25].
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In HEDA-HF, the core operations subject to verification include all
safety-critical actions that occur during patient monitoring and system
coordination—such as data acquisition, edge inference, cloud alert
generation, clinician acknowledgment, and edge—cloud synchroniza-
tion. Each of these operations is represented in the formal model
as a transition or event in a network of timed automata. By de-
sign, every data-driven inference, alert, or synchronization event is
automatically checked against rigorously defined temporal logic proper-
ties describing safety (nothing unsafe ever happens), liveness (desired
events eventually occur), and timeliness (all actions complete within
clinical deadlines) before it can influence patient care. This formal
modeling ensures that the system not only behaves as expected in test
cases, but across every possible scenario defined by its logical structure
and timing constraints.

For this purpose, HEDA-HF is formally modeled using timed au-
tomata and verified with UPPAAL — a well-established formal veri-
fication toolchain — during the design phase. This enables exhaustive
verification of Computation Tree Logic (CTL) and Timed CTL (TCTL)
properties, as well as statistical model checking under uncertainty [26].

This new approach directly addresses the shortcomings of prior
DT frameworks that relied solely on empirical tests or simulations,
enabling continuous assurance that clinical operations are provably
correct across all modeled execution paths. In summary, this paper
makes the following key contributions:

(i) Novel DT Architecture with Integrated Verification: We pro-
pose HEDA-HF, a hybrid edge—cloud DT architecture that intro-
duces a dedicated Formal Verification Layer (FVL). This layer en-
sures that every sensing, inference, alerting, and synchronization
operation undergoes logical and temporal safety checks, distin-
guishing HEDA-HF from prior HF DT frameworks that lacked
provable assurance.

(ii) Provably Correct Behavior Baseline: HEDA-HF achieves com-
plete satisfaction of a rigorously defined set of CTL/TCTL proper-
ties across the entire reachable state space of the formal system
model. This establishes a new formally proven correctness base-
line for an HF digital twin, ensuring that key safety conditions
(e.g., no missed alerts, no contradictory states) and liveness/time-
liness requirements are always met.

(iii) Quantified Reliability via Statistical Verification: Using UP-
PAAL Statistical Model Checking, we quantify HEDA-HF’s reli-
ability under uncertainty, obtaining probabilistic guarantees for
essential service-level objectives. For instance, the architecture
ensures — with probability above 99% — that clinical alerts are
delivered within the prescribed time bounds, failover mechanisms
restore operation within deadlines, and no deadlocks or data
losses occur even under stochastic conditions.

(iv) Validated Clinical Use-Case Scenarios: We formalize and verify
five canonical HF care scenarios — routine monitoring, early risk
alerting, clinician-in-the-loop adjustment, edge-device failover
recovery, and cloud synchronization conflict resolution — to
demonstrate the architecture’s operational trustworthiness across
a spectrum of realistic HF management situations.

The remainder of this paper is structured as follows. Section 2 dis-
cusses background and related work. Section 3 introduces the HEDA-HF
architecture, detailing its layered design and how formal verification
is embedded into the edge—cloud workflow. Section 4 describes the
formal modeling of HEDA-HF and our verification approach using
timed automata and model checking. Section 5 presents the verification
results and performance evaluation, demonstrating both exhaustive
property checks and statistical reliability analysis. Section 6 discusses
the implications of our findings, including architectural insights, clin-
ical relevance, and limitations. Finally, Section 7 concludes the paper
and outlines future research directions.
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2. Related work
2.1. Digital twins in heart failure and healthcare

Digital twins (DTs) are virtual patient models that integrate real-
time physiological data with predictive computational simulations to
support continuous monitoring, prognosis, and personalized therapy [8,
27-29]. Originally developed in engineering and manufacturing, DTs
have since been applied in domains such as smart industrial IoT [30-
32]. In healthcare, DTs are increasingly used to simulate treatment
strategies and predict health trajectories. Notably, blockchain-enhanced
Internet of Medical Things (IoMT) frameworks have been explored for
early anomaly detection in patient data [33], underscoring the growing
role of DT concepts in digital health. In cardiovascular medicine — and
particularly in heart failure (HF) — DTs promise to bridge continuous
sensing with adaptive management [34]. They are envisioned to mir-
ror cardiac physiology in real time, providing predictive insights for
therapy optimization and timely intervention.

Recent research has advanced DTs for cardiac modeling, risk pre-
diction, and therapy personalization. Gu et al. [15] developed patient-
specific cardiovascular twins using multimodal data from 343 HF
patients, achieving improved prognostic accuracy and model inter-
pretability = compared to standard clinical risk  scores.
Trayanova et al. [35] reviewed multiscale electrophysiological mod-
els demonstrating how patient-specific heart simulations can predict
arrhythmic risk and guide optimal therapies such as pacing or abla-
tion [14]. Similarly, Koopsen et al. [16] created a twin of the heart
to simulate biventricular pacing in HF patients, successfully predicting
individual responses to cardiac resynchronization therapy. Other efforts
have combined wearable sensor streams with closed-loop cardiovas-
cular simulations to anticipate HF decompensation events, reflecting
a growing synergy between mechanistic modeling and data-driven
analytics in cardiology.

Despite these advances, current cardiac DT systems largely remain
cloud-dependent, operating as offline or periodic simulations with lim-
ited real-time coupling to patients. They offer no formal guarantees of
safety, timing, or correctness during continuous operation. Critically,
no existing HF DT has been formally verified to ensure that: (i) patient-
specific alert thresholds are correctly and consistently applied under
all conditions; (ii) strict timing constraints (e.g., delivering an alert
within a 3-minute window of detecting deterioration) are always met;
(iii) system behavior remains fail-safe during network outages or edge—
cloud disconnections; or (iv) predictive accuracy and safety properties
hold across the physiological variability and sensor noise represented
in the model.

Coorey et al. [36] confirmed that most cardiovascular DTs are es-
sentially static digital snapshots updated only periodically, rather than
functioning as real-time, continuously coupled replicas. Extending this
concept, Iyer et al. [37] introduced “TwinCardio”, a digital-twin-based
platform for continuous cardiac monitoring using on-body sensors and
a specialized neural network (“TwinNet”) for HF classification and pre-
diction. However, even such advanced prototypes incorporate no for-
mal safeguards or mathematically verifiable mechanisms to guarantee
safe operation under asynchronous conditions or component failures.
In short, while HF DTs demonstrate strong modeling and predictive
capabilities, they lack formal assurances of behavioral correctness and
timing safety in live clinical deployments.

2.2. Formal verification in medical cyber—physical systems

Formal verification techniques, such as model checking and tempo-
ral logic reasoning, provide a mathematical foundation for establishing
system correctness and have achieved widespread success in safety-
critical cyber—physical domains [38-40]. In the medical device arena,
formal methods have begun to prove their value. For instance, Chen
et al. [41] demonstrated the use of symbolic model checking to verify
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closed-loop control logic in an intensive care unit (ICU) insulin delivery
system, ensuring that the controller maintains patient glucose within
safe limits under all modeled conditions. These works illustrate how
translating clinical knowledge and device behavior into mathematical
specifications can uncover edge-case failures and provide guarantees
unreachable by testing alone. Tools based on timed automata, such as
UppaaL [26], enable exhaustive verification of time-bounded properties
in reactive systems, and have already been applied to medical guide-
lines and device protocols. For example, Bottrighi et al. [42] and Traoré
et al. [43] used timed automata model checking to validate the tempo-
ral consistency of clinical guidelines, detecting subtle timing conflicts in
recommended care pathways. Alternative formal approaches have also
emerged: Huang et al. [44] recently applied TLA+ (Temporal Logic of
Actions) to specify and verify properties of a prototype DT, illustrating
the generality of formal methods for complex healthcare systems. In
addition, probabilistic model checking tools like PRISM have been used
to quantify reliability in medical devices, for example evaluating the
probability of pacemaker logic maintaining heart rhythm under various
failure modes [45] or computing risk metrics for implantable device
safety according to regulatory standards [46].

Despite this progress in applying formal verification to medical
devices and algorithms, no current HF digital twin leverages such
techniques. In particular, there have been no reports of heart-failure
DTs integrating model checking (deterministic or probabilistic) to guar-
antee alert correctness, timing deadlines, or safe behavior under all
possible patient and network conditions. This gap in formal assurance
is especially notable given recent calls for trustworthy Al and digital
health: the National Academies’ report on DTs explicitly highlights
Verification, Validation, and Uncertainty Quantification (VVUQ) as
pillars of trust in high-risk applications [47] and digital health sys-
tems [21]. Likewise, the biomedical community’s V3 framework for
digital health technologies emphasizes rigorous Verification of sensor
and algorithm performance, alongside analytical and clinical valida-
tion, as prerequisites for deployment [48]. In practice, this means that
without formal verification and thorough validation, clinicians cannot
fully trust DT’s recommendations—especially if uncertainty bounds are
not provided for the twin’s predictions [21]. Our work addresses the
verification component (mathematically proving system correctness) as
a foundation, recognizing that it must be complemented by broader
validation and uncertainty quantification in future clinical evaluation.

2.3. Edge—cloud architectures and reliability challenges

From another perspective, reducing latency and ensuring reliability
are major challenges for DT systems that rely on remote cloud computa-
tion [49]. Cloud-centric architectures, while computationally powerful,
introduce network latency and single points of failure—serious vulner-
abilities in time-sensitive healthcare scenarios. In industrial domains,
edge computing (processing data near its source) has proven effective
in improving real-time responsiveness and resiliency [50]. Healthcare
is beginning to follow suit: Younas et al. [51] and Garcia et al. [52]
propose hybrid edge-cloud paradigms that preprocess patient data
at the edge to enhance responsiveness and privacy, with the cloud
providing heavy analytical power. Likewise, Farivar et al. [53] devel-
oped an IoT-enabled patient monitoring system using edge-based fuzzy
logic control to adjust anesthesia in real time, demonstrating improved
reliability and timing in a critical care setting. Mohamed et al. [54]
and Kabir et al. [55] explored distributed intelligence for remote health
monitoring, where decision-making is split between on-device agents
and cloud services.

However, coordinating a distributed DT across edge and cloud
layers raises new safety questions that past works have not formally
addressed. In existing designs, there are no deterministic guarantees
that edge-level decisions will remain consistent with cloud-level ana-
lytics, or that a network disruption will trigger a safe fallback state.
For example, Krzysiak et al. [56] proposed an explainable-Al-enhanced
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hybrid DT for cardiology, but their framework provides no guarantees
of correct operation if the edge device loses connectivity to the cloud
or if the two compute layers make conflicting inferences. Overall, fault
tolerance and safety in distributed medical DT deployments remain
evaluated only empirically. Important properties — such as ensuring
that data synchronization meets timing requirements, that alerts is-
sued during connectivity losses are still valid and safe, and that edge
decisions do not diverge from cloud guidance — lack formal proof
in current architectures. These gaps indicate that simply offloading
computation to the edge, while beneficial for latency, is not sufficient
without verified coordination mechanisms in place.

2.4. Limitations of existing HF digital twin frameworks

In summary, despite promising progress in DT applications for heart
failure, current systems fall short of the reliability and responsiveness
required in safety-critical clinical deployments.

1. Absence of formal verification and trust guarantees: Exist-
ing HF DTs lack mathematically rigorous assurances on their
behavior. No prior system offers formal proof of correctness
for its sensing-to-alert pipeline, nor alignment with emerging
VVUQ/V3 credibility frameworks. This leaves their clinical out-
puts vulnerable to undetected errors or unsafe decisions in edge-
case scenarios.

2. Cloud-centric latency and reliability bottlenecks: Predomi-
nantly cloud-based architectures introduce communication de-
lays and single points of failure. Few systems support fail-safe
local operation or edge-level decision-making when connectiv-
ity degrades, risking unacceptable delays or downtime during
critical health events.

3. Static or open-loop operation: Many DTs function as offline
simulations or periodic batch updates rather than continuously
adaptive systems. Real-time reactivity to evolving patient data
or clinician input is largely absent, limiting their usefulness in
acute care or dynamic management of HF.

4. Lack of modularity and standards compliance: Current im-
plementations tend to be bespoke and monolithic, complicating
their integration into existing clinical IT ecosystems. Little at-
tention is paid to interoperability standards (e.g., HL7 FHIR:
Fast Healthcare Interoperability Resources) or modular design,
hampering collaboration, extensibility, and regulatory approval.

5. Explainability as an afterthought: While some projects have
started integrating explainable Al techniques [56], interpretabil-
ity is typically retrofitted via external tools rather than built
into the twin’s decision logic. This reactive approach limits
clinicians’ trust and the actionable insight they can gain from
twin recommendations.

These persistent gaps directly motivate the development of HEDA-
HF: a formally verified, hybrid edge—cloud DT architecture for adaptive
heart failure management. By embedding model-checking-based verifi-
cation into the sensing, inference, and synchronization pipeline, HEDA-
HF provides mathematically proven assurances of alert correctness,
timing compliance, and safe coordination between edge and cloud—
capabilities that no existing heart-failure DT currently offers. In the next
sections, we detail the design of HEDA-HF and how it addresses the
above shortcomings.

3. HEDA-HF: A Verified Hybrid Edge-Cloud Architecture for HF
Digital Twins

3.1. Motivation: Bridging the safety gap in HF digital twins

DTs are virtual counterparts of physical entities that continuously
synchronize with the real world to reflect an entity’s state in (near)
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real time. In healthcare, a patient’s DT integrates heterogeneous data
streams — physiological signals, electronic health records (EHR data),
wearable sensor readings, and contextual information — to estimate
the patient’s current status and anticipate future events. For HF, a
digital twin can serve as a real-time “virtual companion”, process-
ing multi-modal data from sensors (e.g., ECG patches, blood pressure
monitors, weight scales) to detect anomalies and predict impending
decompensation [17,57].

Most healthcare DTs today adopt layered pipelines encompassing
sensor data acquisition, edge/cloud processing, physiological modeling
(simulation) or Al inference, and clinician decision-support interfaces.
Frameworks such as TwinCardio [37] exemplify this pattern by integrat-
ing IoT-based vital sign monitoring with cardiovascular simulations and
deep neural networks for risk stratification. However, a critical limita-
tion persists across these architectures: the absence of formal verification
for correctness and safety. In practice, system reliability is typically
inferred only from pilot studies or empirical testing [58]. While such
evaluations are valuable, they cannot guarantee safe operation across
the full spectrum of runtime conditions—especially in asynchronous,
data-intensive environments where rare edge cases (sensor failures,
network delays, etc.) may arise.

To address this gap, we introduce HEDA-HF, a hybrid edge-cloud
DT architecture that embeds formal verification as a first-class compo-
nent of the system design. The objective of HEDA-HF is not solely
to enhance performance or reduce latency, but to ensure that the
DT’s behavior remains correct under all operational scenarios. This in-
cludes handling edge cases such as sensor malfunctions, intermittent
connectivity, or atypical patient responses. By explicitly incorporating
a verification layer, HEDA-HF advances beyond conventional “smart
monitoring” toward a clinically trustworthy, safety-critical tool for HF
management. In other words, HEDA-HF treats patient monitoring and
alerting with the same rigor as that applied to safety-critical control
systems, providing strong assurances that cannot be obtained through
testing alone [44].

Fig. 1 illustrates the high-level interactions among the system’s
actors and components. The patient is continuously monitored by
wearable sensors; the collected data are processed locally at the edge
and synchronized with cloud-based analytics. Clinicians are kept in the
loop to review and respond to alerts or recommendations generated
by the twin. The closed-loop nature of HEDA-HF — where sensing,
inference, decision, and clinical intervention are all interconnected —
demands rigorous validation, which motivates the introduction of a
formal verification layer overseeing these processes. To reflect this
explicitly, Fig. 1 clearly represents the role of the Formal Verification
Layer (FVL) within the HEDA-HF workflow. While the FVL operates
at design time, it conceptually governs runtime behavior by embed-
ding verified behavioral constraints into the system. These constraints
ensure that the deployed system behaves safely and predictably under
all modeled scenarios (e,g., ensuring that every edge or cloud module
adheres to provably correct logic and timing guarantees). As shown,
the FVL consumes formal models and canonical HF scenarios, applies
model checking (e.g., via UPPAAL), and outputs verification artifacts
that constrain alert generation, failover handling, and synchronization
timing. This design-time process ensures clinical safety without

3.2. Key differences from classical DT architectures

Conventional healthcare DT architectures emphasize layered data
processing, physiological modeling, and Al-driven analytics to deliver
decision support [12]. While frameworks such as TwinCardio [37] in-
tegrate these components, they generally lack rigorous mechanisms to
guarantee correct behavior under all permissible operating conditions.
Safety in prior systems is often an implicit assumption grounded in
empirical testing and clinical intuition. Even extensive simulations
cannot cover the full operational state space, leaving potential corner
cases unchecked [59]. This limitation is especially problematic in HF
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Design-Time Formal Verification
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Fig. 1. System overview of the HEDA-HF digital twin architecture.

care, where a missed alert or an erroneous recommendation can have
critical consequences.

HEDA-HF departs from the classical paradigm by introducing a
dedicated Formal Verification Layer into the DT pipeline. As illustrated
in Fig. 2, this layer acts as a design-time safety gatekeeper: every
inference, alert, or recommendation is pre-validated against formally
specified safety and timing properties before it can influence clinical
workflows. In effect, HEDA-HF interposes a verification step that en-
sures only behavior proven to be safe and correct (under formal models)
is permitted. Although illustrated as an architectural layer, the Formal
Verification Layer (FVL) operates exclusively at design time. Using
UPPAAL, we formally model and verify temporal and logical properties
of the full sensing-to-alert pipeline prior to deployment. FVL does not
act as a runtime filter, but provides enforceable contracts that constrain
downstream logic during execution.

As shown in Fig. 2, Formal Verification Layer (FVL) operates dur-
ing the design phase to validate the safety and timing behavior of
Edge/Cloud layer, the DT Core and Al& Analysis Layer. It does not
verify individual inference outcomes or predictions, but instead guar-
antees that the overall sensing—inference-alerting workflow complies
with formal safety properties under all modeled conditions. The FVL
guarantees that alerting and synchronization logic comply with safety
and timing requirements. This separation allows runtime behavior to
remain fast and adaptive, while still conforming to verified correctness
boundaries.

To further elucidate the functional structure and architectural roles
within HEDA-HF, Table 1 provides a layer-by-layer summary of the
system’s components. Each layer is described in terms of its core
function, technical capabilities, data inputs, and outputs. This modular
organization reflects HEDA-HF’s end-to-end workflow — from physio-
logical sensing and data preprocessing to formal verification, inference,
and clinician interaction — designed to meet the stringent safety and
responsiveness demands of heart failure management.

Real-time capabilities are essential in HF management due to the
narrow intervention windows during decompensation events. For ex-
ample, if fluid accumulation or arrhythmic deterioration is detected,

clinical response must occur within minutes to prevent hospitalization
or cardiac arrest [4,57]. Accordingly, HEDA-HF incorporates design-
time guarantees on alert latency, edge—cloud failover handling, and
synchronization timing to ensure that no critical information is delayed
or lost. The architecture addresses concrete technical challenges such
as variable sensor sampling rates, network instability, asynchronous
edge/cloud inference timing, and potential data drift across compute
layers. While the Formal Verification Layer guarantees workflow safety,
temporal correctness, and inter-layer consistency, it does not verify
model accuracy or medical efficacy of predictions—those are handled
through clinical validation. If edge and cloud inference results diverge
or if an alert fails verification, the system defaults to a conservative
path: alerts are held for bounded-time clinician review, conflicting
recommendations are suppressed, and escalation logic is triggered to
avoid unsafe actions. This hybrid of formal safety guarantees and
human-in-the-loop mitigation ensures resilience and trustworthiness in
safety-critical contexts.

The core innovations of HEDA-HF’s design are summarized as fol-
lows:

» Formal Verification Layer (FVL): A built-in verification mod-
ule that evaluates each significant event (e.g., sensor reading,
anomaly detection, alert issuance) against a predefined set of
logical and temporal rules, ensuring consistency and safety before
allowing progression.

Exhaustive Behavioral Coverage: Through model checking
techniques, HEDA-HF systematically explores all possible execu-
tion paths and state transitions of the twin. This exhaustive anal-
ysis can uncover failure modes or race conditions that traditional
testing might overlook, thereby improving robustness.
Temporal Logic Specifications: Key clinical requirements (for
example, “a high-severity alert must be issued within 3 min of
detecting decompensation” or “every alert eventually gets ac-
knowledged by a clinician”) are formally encoded as temporal
logic properties (CTL/TCTL). Satisfying these properties provides
provable guarantees of liveness (desired events eventually oc-
cur), safety (undesired situations never occur), and timeliness
(operations complete within deadlines).
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Classical Architecture
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(FVL).

Table 1
Functional summary of HEDA-HF architectural layers.

Layer Function Core capabilities

Inputs Outputs

Physical Layer Captures real-world physiological
and contextual data from the

patient

Wearable sensing, ambient monitoring,
real-time signal generation

ECG, BP, weight, motion, Raw sensor data

context streams

Data Preprocessing Cleans, synchronizes, and buffers
Layer raw input streams before analysis

Noise filtering, signal alignment, edge
buffering, data compression

Raw sensor streams Normalized input vectors,

preprocessed signals

Digital Twin (DT) Maintains a synchronized virtual
Core model of the patient’s health state

Data fusion, temporal state estimation,
physiological trajectory modeling

Preprocessed sensor data,
EHR, patient profile

State vector, detected
deviations, anomaly flags

Formal Verification
Layer (FVL)

Ensures design-time behavioral
correctness and timing safety
synthesis

UPPAAL model checking, CTL/TCTL
property verification, timing constraint

Formal system model, HF
scenarios, clinical timing specs

Verified safety contracts,
logical and temporal
guarantees

Al/Analysis Layer Performs predictive inference, risk

stratification, and alert generation

Anomaly detection, risk scoring,
temporal pattern analysis

DT Core outputs, historical
patterns, contextual signals

Alerts, recommendations,
escalation triggers

Application Layer Interfaces with clinicians for
decision support and oversight

tracking

Alert visualization, interaction logging,
user acknowledgment, intervention

Alerts, recommendations,
workflow logs

Clinician inputs, system
response trace, audit trail

» UPPAAL Toolchain Integration: The architecture’s formal mod-
els and properties are implemented in UPPAAL [26], a mature
model checker for timed automata. This choice enables both
design-time verification (exhaustive model checking) and on-line
simulation/monitoring capabilities, leveraging a well-established
verification toolchain.

Safety-First Design Philosophy: Every decision-making compo-
nent in HEDA-HF (e.g., the Al inference engine or alert manager)
is paired with traceability and verifiability. This means the system
is built from the ground up to be inspectable and auditable, facil-
itating future extensions like certified deployment or integration
of explainable rules alongside machine learning components.

By incorporating these features, HEDA-HF elevates DTs from purely
data-driven monitoring platforms to formally assured clinical decision-
support systems that can meet the stringent safety expectations of cardio-
vascular care. In summary, HEDA-HF is designed to not only perform
advanced HF monitoring and prediction, but to do so with a verifiable
guarantee that its outputs and behaviors remain within safe bounds
under all circumstances.

3.3. Canonical runtime scenarios and use cases

To concretize HEDA-HF’s operational behavior and lay the ground-
work for formal verification, we define a set of five canonical runtime
scenarios, denoted as S;, where i € {1,...,5}. Each scenario is described
from two perspectives: a clinical use-case perspective (i.e., what the
system is intended to do in an HF care workflow) and a formal veri-
fication perspective (i.e., what properties the system must satisfy in that
context). These scenarios cover routine monitoring, early risk escala-
tion, clinician-in-the-loop adjustments, fault tolerance, and distributed
edge—cloud consistency.

For each scenario S;, we associate a set of safety, liveness, and/or
timing properties expressed in temporal logic. Let @; = {@;.9;,.....
@i, } denote the set of CTL/TCTL properties to be verified for scenario
S;. Each @, ; formally encodes a critical requirement of that scenario
(e.g., “an alert is eventually issued if the patient begins decompensat-
ing” or “if the edge device loses connectivity, the system eventually
recovers and resynchronizes”) as a verifiable behavioral constraint
within the HEDA-HF model. Below we outline the five scenarios and
their corresponding formal property sets:
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1. Routine Monitoring and Daily Assessment (.S;): From the clini-

cal perspective, the twin continuously maintains an up-to-date
patient status using periodic vital signs and symptom reports
(e.g., daily weight measurements, heart rate, blood pressure,
patient-reported symptoms). HEDA-HF performs proactive
health assessments at regular intervals (daily or more
frequently), detecting subtle trends indicative of early HF de-
compensation [17,57]. This scenario ensures the twin can handle
long-term streaming data and remain tightly synchronized with
the patient’s status. From the formal verification perspective, .S,
is defined as follows:

* Operational focus: Stable-state tracking with periodic data
ingestion and continuous edge—cloud synchronization.
Verified property group: {Dsync_continuity» Pno_data_loss }» €NSUI-
ing no data is lost and the twin’s state is consistently
updated.

Example property:

A <> (Data_Ready = Inferencing),

which in plain terms guarantees that whenever new sensor
data is produced, it will eventually be processed by the
inference engine (no readings are permanently ignored or
stuck).

* Related components: Sensors, Edge, and Synchronization
Channel.

2. Early Risk Detection and Alerting (S,): Clinically, this scenario

covers real-time analysis of patient data streams to catch early
warning signs of HF exacerbation. If the twin’s predictive mod-
els detect a pattern suggestive of impending decompensation
(for example, a combination of rising thoracic impedance, in-
creasing resting heart rate, and patient-reported fatigue), the
system issues a time-sensitive alert for clinician review. Timely
alerts can prompt interventions before a full-blown crisis occurs.
Remote hemodynamic monitoring trials underscore the value
of such early detection—clinicians can intervene prior to overt
symptom escalation, potentially averting emergency visits or
hospitalization [57]. In HEDA-HF, any high-risk condition trig-
gers an immediate alert that must be delivered within a specified
deadline (we follow the risk prediction timing guidelines from
TwinCardio [37]). From a verification standpoint, S, includes
the following:

* Operational focus: Continuous risk monitoring with time-
bounded alert generation for early intervention.

° Veriﬁed property group: {‘ptimely_alert’qjalert_liveness}’ enforc-
ing that alerts are issued within the required time window
and that they reach the clinician.

* Example property:

AQ <1805 (Patient. Decompensating — Cloud. Alerting),

meaning “if the patient’s condition deteriorates to a de-
compensating state, then within 180 s an alert is raised in
the cloud subsystem”.

* Related components: Edge, Cloud, and Communication Net-
work.

3. Clinician-in-the-Loop Updates (S3): In this use case, clinicians ac-

tively interact with the DT system. Indeed, this scenario captures
the iterative refinement of the twin: if a clinician adjusts a
patient’s medication based on twin insights, that action updates
the twin’s simulation parameters; conversely, if the clinician
provides a correction (e.g., “this alert was not clinically signif-
icant”), the twin can learn from that input. Indeed, clinician
acknowledgments, overrides, or annotations are fed back to the
twin to refine parameters and maintain alignment with expert
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knowledge. Modern DT frameworks highlight the importance of
such bidirectional learning [60]. From a formal perspective, S3
is characterized as follows:

Operational focus: Human-in-the-loop acknowledgment,
overrides, and system state updates based on clinician
feedback.

Venﬁedproperty group: {qjack_received’ q)override_consistency }, en-
suring that every issued alert is eventually acknowledged
and that any clinician override leads to a consistent state
update (no conflicting alerts remain).

Example property:

AQ(AlertIssued — Physician.Acknowledging),

guaranteeing that for every alert generated, there will
eventually be a corresponding physician acknowledgment
action in the model (no alert goes ignored indefinitely).
Related components: Cloud, Clinician Interface, and Feed-
back_Channel.

4. Edge Disconnection and Failover (S4): This scenario addresses

resilience and fault tolerance. Clinically, it represents situa-
tions where the patient’s edge device (wearable or home gate-
way) loses connectivity or fails. HEDA-HF is designed with a
failover mechanism: if the edge cannot transmit data, the system
should detect this condition and either fall back to alternate
data sources or safely pause certain operations until reconnec-
tion, without triggering false alarms. Literature on fault-tolerant
healthcare IoT suggests using cloud back-ends to ensure conti-
nuity of service [61]. The formal verification layer can be used
here to prove properties such as “loss of edge connectivity will
eventually invoke cloud takeover” and “no critical data will be
unaccounted for during failover”. This guarantees that a single-
point failure at the edge will not compromise patient monitoring.
So, formally, S, is specified as follows:

Operational focus: Resilient operation under network dis-
ruptions or edge device failures, with safe degradation and
recovery.

Verified property group: {Ptailover trigger> Precovery_timely }» €N
suring that upon an edge disconnection the system en-
ters a known safe state and that it eventually recovers or
resynchronizes once the connection is restored.

Example property:

A[J(Edge_Disconnected = O-'Cloud_Predicting),

which guarantees that if the edge goes offline, any ongoing
cloud processing is halted (preventing stale or unsafe cloud
actions during disconnection) and the system transitions to
a safe mode.

Related components: Edge, Cloud, and Communication Net-
work.

5. Edge—Cloud Inference Conflict Resolution (Ss): In distributed in-

telligent systems, it is possible the edge and cloud components
may temporarily have differing views or analysis outcomes (for
instance, an edge AI model flags an issue while the cloud model
does not, or vice versa). Clinically, the discrepancies between
edge heuristics and cloud models are resolved via bounded-time
consensus and, if necessary, escalation to a human reviewer.
This scenario addresses how HEDA-HF resolves such inconsis-
tencies. We implement a consensus mechanism: for example,
requiring cloud confirmation for any high-severity alert that
originates from the edge, or automatically escalating to a hu-
man reviewer if edge and cloud analyses disagree significantly.
Conflict resolution protocols have been studied in IoT to ensure
consistency between local and global analyses [62]. In HEDA-
HF, a simple hierarchical approach could be: edge detections are
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forwarded to cloud for validation unless time-critical, whereas
cloud may override edge false negatives by issuing its own
alert. We formally verify that any conflict is resolved within a
bounded time and that contradictory outputs are never simul-
taneously presented. Recent work has applied formal methods
to verify synchronization in physical-digital twin systems [44]
and to prove safety properties of distributed control algorithms
in cardiac devices [63]. Following these examples, we specify
properties like “the system never issues both an ‘alarm’ and ‘no
alarm’ for the same event” (consistency) and use model checking
to validate the conflict resolution logic. Formally, S5 is described
as follows:

* Operational focus: Consistency enforcement and arbitration
when edge and cloud analyses diverge, ensuring one source
of truth for alerts.

Venﬁed property group: {d)consistency’ Darbiter > which ensure
that contradictory inferences do not lead to unchecked
operation—either an agreement is reached or a safe default
action is taken.

Example property:

A[]-(Edge.Alerting A Cloud.N ormal),

No inconsistent state where the edge raises an alert but the
cloud believes the patient is normal.
* Related components: Edge, and Cloud.

These scenarios collectively provide a thorough testbed for HEDA-
HF’s capabilities. Each scenario’s workflow is encoded in our formal
model to enable exhaustive verification, as described next. These dual
representations provide clinical context and a verification-ready for-
malization, together defining a comprehensive testbed for the HEDA-HF
architecture.

3.4. Formal verification layer: Specification and process

To provide provable guarantees about the correctness, timeliness,
and safety of HEDA-HF, we formalize the architecture’s verification
layer as an overarching supervisory module. While prior DT efforts
have emphasized personalization or performance, HEDA-HF’s distin-
guishing feature is that formal verification is embedded into its core,
ensuring all decision-making processes adhere to explicitly declared
behavioral contracts.

Unlike domain-specific components (such as the ML risk predictor
or the cardiac simulator), the Formal Verification Layer (FVL) operates
over the entire system behavior. It observes events and state transi-
tions across both edge and cloud and checks them against formally
specified safety and liveness properties. The FVL allows the proposed
architecture to incorporate formal verification as a first-class design
principle, ensuring that the system’s logic and workflows are proven
correct before deployment. By validating all possible execution paths at
design time, the architecture guarantees that no unsafe or inconsistent
behavior can arise once the system is operational.

Formally, we define the global system model for HF management
as:

Syr=(E,S,R,T,¥),
where we define each element as follows:

1. E is the set of all input events originating from the physical
or clinical environment. These include: (i) physiological sensor
readings (e.g., heart rate, ECG waveform, SpO,, blood pressure);
(ii) clinician interactions (e.g., acknowledgment of an alarm,
annotation of a teleconsultation report, override of a therapy
recommendation); and (iii) system-level triggers (e.g., timers,
network status changes, exception flags). Clinicians are thus an
active component of E, providing manual or semi-automatic
input that contributes to the system’s safety loop.

Array 30 (2026) 100738

2. S is the finite set of internal states the system can occupy,
encompassing both clinical and computational dimensions. It in-
cludes: (i) the patient’s estimated clinical condition, (ii) the edge
device’s operational mode, (iii) the cloud backend’s execution
state and (iv) the physician actions in the system. The global
system state is represented as S = (sp,sg,Sc, Spy), where sp,
sg, S¢ and sp, denotes the current patient/twin clinical state,
the edge state, the cloud service state and the clinician states
respectively.

3. R is the set of observable reactions or outputs that the system
can perform in response to events or state changes. Examples
include: (i) generating an alert notification to a clinician, (ii)
issuing a therapy recommendation or guideline-based care sug-
gestion, (iii) uploading new data or model updates to the cloud,
and (iv) adjusting internal model parameters or thresholds (twin
self-adaptation).

4. T is the set of time-bounded requirements on event-to-reaction
relationships or state transitions. These represent timing con-
straints, such as: “an urgent alert must be issued within 180 s
of detecting a critical condition”, “edge inference results must
be transmitted to cloud within 5 min”, or “if connectivity is lost,
the system must retry within 10 s”. The elements of T define the
basis for the TCTL properties we will verify.

5. ¥ is the set of formal properties that the system must satisfy
in all canonical scenarios, where: ¥ = Ule @, (expressed in
temporal logic (CTL and TCTL)). These include safety prop-
erties (nothing bad ever happens), liveness properties (some-
thing good eventually happens), reachability properties (the
system can reach certain desirable states), and explicit tim-
ing constraints derived from 7. These specifications drive the
design-time model checking process, through which all relevant
execution paths are exhaustively analyzed prior to deployment.
The verification process ensures that the modeled system satis-
fies the required safety, liveness, and timing properties under all
admissible behaviors.

We then define the Formal Verification Layer as an abstract func-
tion:

Y :Tr(Syr) — {safe, unsafe},

where:

1. Tr(Syp) is the set of all possible finite execution traces (histories
of states and events) that the HEDA-HF system may exhibit
under its operational semantics.

2. For any given execution trace = € Tr(Syp), V(x) = safe if
and only if # F ¥ (meaning the trace satisfies all the required
functional/ temporal logic properties in @®).

3. Conversely, V(x) = unsafe if z ¥ ¥, i.e., the trace violates one
or more safety/timing requirements.

In essence, V ‘“accepts” only those execution traces that conform to
every specified property, and flags any trace that shows a violation.
Importantly, the Formal Verification Layer does not perform runtime
monitoring or live intervention. Instead, it establishes verified behav-
ioral and temporal contracts during the design phase. The deployed
HEDA-HF system executes according to these pre-validated contracts,
ensuring that runtime behavior remains constrained within formally
proven safety boundaries.

To manage the complexity of verification in a distributed edge-
cloud environment, we decompose the global state space into several
interacting domains:

X=2pXZpXZcXZpy,
where:

1. Zp is the set of discrete patient-level states (as listed for sp
above).
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2. X is the set of discrete edge-layer states.
3. 2 is the set of discrete cloud-layer states.
4. Xp, is the set of discrete Physician-level states.

Each domain ¥; contains the relevant local states for that component,
including:

Patient/Twin States X, ={Stable, AtRisk, Decompensating, Inter-
vened}.

Edge Device States X, ={Idle, Sensing, Preprocessing, Inferencing,
Uploading, Disconnected}.

Cloud Service States X, ={Awaiting Data, Predicting, Alerting,
WaitAck, Updating Model, Failed}.

Physician-level States X, ={Available, Alert Received, Respond-
ing, Acknowledging}.

Transitions = € 7 define the permitted transitions between these
composite states s = (sp, g, Sc, Spy). For instance, a transition might
capture “edge finishes inferencing and uploads data” (edge state: Infer-
encing — Uploading; cloud state: Idle — UpdatingModel; patient state
may remain AtRisk). The network of such transitions is modeled as a
network of timed automata for formal analysis.

Using UPPAAL, we verify that under all possible sequences of
events, the system respects properties in @. For example, a critical
safety property might be:

AG(Critical_Alarm — AF(Clinician_Acknowledged))

meaning “on all paths (AG), if a critical alarm is raised then on all
future states (AF) eventually a clinician acknowledgment occurs”. A
timing property example in TCTL could be:

AG(DecompState <139 AlarmIssued)

meaning “whenever the patient twin enters a decompensating state,
an alarm is issued within 180 s”. Our formal verification ensures that
HEDA-HF satisfies such properties or flags the design if it does not,
allowing us to refine the logic until all properties hold.

To better illustrate how these verification steps are operationalized,
Fig. 3 summarizes the end-to-end workflow. Starting from the canonical
runtime scenarios .S,—Ss, system behaviors are abstracted into timed
automata, temporal properties are expressed in CTL/TCTL, and both
exhaustive and statistical model checking (MC/SMC) are executed in
UPPAAL.

The results of model checking — whether property satisfaction or
violation — are generated exclusively during the design phase and
incorporated into the Formal Verification Layer as verified behavioral
and temporal contracts. These contracts are subsequently embedded
into the HEDA-HF architecture and constrain runtime execution.

No live or runtime model checking is performed after deployment.
Instead, the deployed system operates according to pre-validated speci-
fications derived from offline formal analysis. Through this design-time
modeling and verification process, we obtain formal assurance that
HEDA-HF satisfies its defined safety, liveness, and timing properties
under the modeled assumptions. This rigorous validation approach
supports clinical trust and regulatory readiness while maintaining a
clear separation between design-time verification and runtime system
operation.

4. Formal verification of HEDA-HF

To ensure that the proposed HEDA-HF architecture meets rigorous
safety and timeliness criteria for heart failure (HF) monitoring, we
formally specify and verify its critical operational behaviors through
model checking. The architecture integrates a dedicated Formal Verifica-
tion Layer (FVL), conceived as a design-time assurance mechanism that
validates the correctness of runtime modules prior to deployment. This
section does not evaluate the FVL’s internal logic; rather, it presents a
formal model of the entire HEDA-HF workflow — including patients,
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sensors, edge devices, cloud services, and clinician interactions — to
verify that the integrated system preserves its behavioral guarantees
across all operational conditions.

While the FVL is structurally embedded within the architecture, its
function is confined to design-time verification. The model checking
process assumes a continuously operating runtime system and captures
real-time behaviors such as asynchronous sensing, network delays,
edge—cloud synchronization, and clinical response cycles. Under these
assumptions, all safety, liveness, and timing properties are formally
validated to ensure end-to-end reliability in realistic HF monitoring
scenarios.

The system is represented as a network of synchronized timed
automata, where each automaton models one architectural component
and its interactions. This formalization allows reasoning about both
functional correctness (e.g., every clinical alert is eventually acknowl-
edged) and real-time constraints (e.g., alerts are delivered within med-
ical deadlines). Verification is performed using the UPPAAL toolchain,
which supports both exhaustive and statistical model checking over
Computation Tree Logic (CTL) and Timed CTL (TCTL) properties. In-
deed, we describe the scope of the formal model, the modeling as-
sumptions, the construction of the timed-automata network in UPPAAL,
and the verification of the properties associated with the scenarios
{S),..., S5} defined earlier.

4.1. Modeling scope and assumptions

The formal model of HEDA-HF captures the essential components
and behaviors relevant to heart failure monitoring and alerting. To keep
the state space tractable yet realistic, we make several abstractions and
assumptions:

+ Patient Dynamics: The patient’s health state is abstracted into
four discrete modes: Stable, AtRisk, Decompensating, and Inter-
vened. Transitions between these states are governed by stochastic
parameters reflecting clinical progression (e.g., a Stable patient
can transition to AtRisk due to worsening vitals). We assume these
transitions follow a Markovian process with parameters calibrated
from clinical data (literature sources or domain expertise).
Sensor and Edge Behavior: The edge device (or wearable sen-
sor hub) periodically samples vital signs and trigger edge-side
analysis. Edge devices preprocess signals and, depending on the
inferred risk, may upload the processed data to the cloud for
further analysis. We assume sensors produce new data at a regular
interval (with an upper-bound period) and that each cycle of
edge processing must complete within a known deadline (e.g., an
inferencing deadline of 60 s as per system specification).

Cloud Analytics: The cloud component receives processed data
from the edge, performs any deeper predictive analytics (e.g.,
more complex risk models), raises alerts and coordinates with the
physician interface. We assume the cloud processing has its own
time bound (e.g., completes within 120 s per batch of data).
Clinician Interaction: A Physician actor is modeled to capture
acknowledgment of alerts or application of interventions. We
abstract the clinician’s response time as a non-deterministic delay
bounded by a reasonable limit (e.g., must acknowledge within a
few minutes). The physician acknowledges or rejects alerts with
probabilistic delays that reflect human response variability.
Communications and Synchronization Architecture: The
ecosystem communicates through synchronized channels and flag
systems that model realistic communication and interactions.
Synchronization channels capture interactions across modules
as follow: (i) dataready_ok/dataready_risk for edge to
cloud data transmission, (ii) cloud_alert for cloud-to-clinician
notifications, and (iii) Feedback_ok/ Ignore/ Ack for physi-
cian acknowledgment and feedback. Global boolean flags and
integer variables track certain conditions (e.g., a flag that the edge
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Fig. 3. Design-time verification workflow of the HEDA-HF system.

is disconnected edge_down, or counters for retry attempts). In
addition, we explicitly model failure scenarios, such as edge dis-
connection and cloud delays, and incorporate recovery transitions
(failover to cloud or edge recovery).

Timing Model: All timing in the model is captured using clocks
and timing constraints. Clock variables enforce clinically-relevant
deadlines derived from heart failure management protocols for
sensing, inference, upload, alerting, acknowledgment, failover,
and arbitration (e.g., sensing windows). Key timing assumptions
include: (i) sensors adhere to periodic sampling with bounded
jitter, (ii) edge/cloud analysis has bounded deadlines, and (iii)
clinician acknowledgments occur within hospital protocol limits.
All clocks and variables are bounded to ensure the model is
finite-state and exhaustively checkable.

These timing bounds follow clinically endorsed service-level objec-
tives (SLOs) for HF remote monitoring and alert triage, as outlined
in the ESC Heart Failure Guidelines [4] and recent telecardiology
protocols [57]. Our complete formal model is implemented in UPPAAL
for reproducibility and independent verification. The implementation
incorporates the following technical specifications:

Clock Variables and Timing Semantics:

» global_time: Master temporal reference for system-wide coor-
dination

» t_sense: Edge sensing cycle timer (bound: PERIOD = 60 s)

» inference_timer: Local Al processing deadline (bound:
MAX_INFERENCE_TIME = 60 s)

» alert_timer: End-to-end alert delivery constraint (bound:
MAX_ALERT_DELAY = 180 s)

+ connection_timer: Edge reconnection timeout (bound:
MAX_RTO = 60 s)

Clinical Parameter Constants:

- NORMAL_PERIQOD = 200 s: Monitoring interval for stable pa-
tients.

+ RISK_PERIOD = 60 s: Increased monitoring frequency for at-
risk patients.

+ CRIT_PERIOD = 20 s: Critical monitoring urgency for decom-
pensating patients.
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+ MAX_CLOUD = 60 s: Cloud processing service level agreement.
+ MAX_UPDATE = 180 s: Model update completion deadline.

These modeling choices ensure that the verification focuses on critical
HF management behaviors (monitoring, alerting, etc.) without extra-
neous complexity. The abstractions (such as discrete patient states and
fixed deadlines) are conservative with respect to safety: if a property
holds under these assumptions, it should hold in any more detailed
implementation that respects the same timing and logic constraints.
By combining these abstractions with real-time constraints, the HEDA-
HF model provides a faithful yet analyzable representation of the
closed-loop patient monitoring process.

4.2. Model specification (Timed automata)

The HEDA-HF system was implemented as a network of timed
automata using UPPAAL. Each subsystem is represented by an inde-
pendent automaton with local clocks and state variables, synchronized
via broadcast channels to capture inter-component interactions. This
modular representation reflects the distributed nature of the edge-
cloud-clinician loop. This approach enables us to rigorously capture
both functional behavior and temporal constraints, which are critical in
heart failure monitoring where late or inconsistent responses can have
severe consequences.

+ Patient Automaton X,: The Patient automaton X, cycles be-
tween Stable, AtRisk, Decompensating, and states, with stochastic
rates governing progression (Fig. 4). An Intervened state mod-
els successful physician intervention. Transition triggers include
physiological signals (normal or critical) received by sensors and
physician actions. This abstraction allows us to reason about
disease progression and medical response under time-constrained
conditions.

Edge Device Automaton X: The edge automaton X represents
the processing pipeline at the gateway or wearable device. It ex-
plicitly models Idle, Sensing, Preprocessing, Inferencing, Uploading,
and Disconnected states (Fig. 5). These capture data acquisition,
local analysis, communication with the cloud, and possible con-
nectivity interruptions. By formalizing these behaviors, we can
verify that inference and upload deadlines are respected even
under adverse network conditions.
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* Cloud Automaton X.: The cloud automaton X- models back-
end services, including AwaitingData, Predicting, Alerting, Updat-
ingModel, Failed, and Waiting For Ack states (Fig. 6). It captures
analytics, alert generation, model updates, and fault scenarios.
This abstraction is central for ensuring that cloud operations pro-
vide timely predictions and reliable alert delivery in synchrony
with the edge and patient automat.

Physician Automaton X, (Human): Clinician automaton cap-
tures acknowledgment and decision-making steps in response to
alerts. It has states such as available (no pending alerts) and
Responding (an alert is being addressed) (Fig. 7).. Upon enter-
ing Responding, a bounded delay is introduced (representing
the clinician reviewing the alert and responding, e.g., within
120 s). When the physician acknowledges the alert (or pro-
vides an intervention), a synchronization transitions the system
(e.g., clearing the alert and possibly causing the Patient au-
tomaton to transition to an Intervened state if treatment was
given).

11

This formal specification provides a rigorous foundation for express-
ing and verifying system-level properties in temporal logic. Together,
these automata form the basis of our UPPAAL model, enabling the
verification of safety, liveness, and time-bounded properties across
distributed components.

To create a realistic ecosystem, we also include a simplified Sensor
automaton that handles periodic data generation. This ensures the
closed-loop interactions (patient — sensor — edge) are represented,
even if at an abstract level. The Sensor automaton abstracts periodic
data acquisition and transmission delays. Although simplified, these
components are essential for modeling closed-loop interactions and
ensuring that the system reflects all critical stakeholders.

5. Experimental evaluation and results

To emulate real-time operation, we designed all experiments using
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incrementally replayed sensor data streams with clinically inspired tim-
ing intervals. Instead of batch processing, the formal verification mod-
els simulate event-driven behavior, where data arrives asynchronously
and triggers system responses under bounded delays.

We adopted a comprehensive verification workflow combining clas-
sical model checking for functional properties (e.g., safety, liveness, and
bounded timing) and statistical model checking (SMC) for performance-
related analysis. These experiments simulate runtime behavior under
UPPAAL using timed automata models derived from the FVL specifica-
tion. What is verified are the behavioral contracts that the FVL enforces
by design—such as the maximum allowable delay between data ac-
quisition and alert generation. While the FVL itself does not operate
dynamically at runtime, these verified guarantees are embedded into
the system logic and govern its runtime correctness.

5.1. Qualitative properties specification
Using the scenario-driven requirements, we formally specified a set

of key properties P,,i € [1,12] in UPPAAL to capture the HEDA-HF’s
essential safety, liveness, robustness, and timeliness and fault-tolerance
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requirements. Each property P, is expressed in Computation Tree Logic
(CTL) or Timed CTL (TCTL), providing a precise formal guarantee
over all possible system behaviors (i.e., providing a precise yes/no
criterion that can be exhaustively verified over the model’s state space).
The qualitative properties P,—P,, correspond directly to the combined
requirements from all scenarios (@,-®;). Each P, encodes one or more
functional/temporal constraints property derived from .S; through their
formal mapping.

Table 2 lists the full set of verified properties. For each property, we
provide a natural-language description, classification (safety, liveness,
robustness, or reliability-related), give the formal CTL/TCTL specifica-
tion, and report the verification result. These properties span critical
safety conditions (e.g., absence of deadlock or contradictory states),
liveness guarantees (required events eventually occur), time-bounded
performance (operations complete within deadlines), and robustness
under fault conditions. Together, they encode the clinical requirements
for HEDA-HF’s correctness and responsiveness.

Each of the 12 formally verified properties (P,—P;,) was mapped to
one or more of the five canonical runtime scenarios (S;-S5), ensuring
complete behavioral coverage of HEDA-HF. Scenario .S, (routine mon-
itoring) is supported by safety and timeliness properties (P, Py, Py,
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Formally verified properties of the HEDA-HF model, with CTL/TCTL specifications, informal descriptions, category, and verifica-
tion result. All properties were validated as satisfied in the UPPAAL model.

ID Formal specification & Description Category Result

P Al]~deadlock. Safety Satisfied
System never freezes or halts (no deadlocks), ensuring continuous
operation.

P, A[]~(Patient.Stable A Patient. Decompensating) Safety Satisfied
No contradictory patient states can occur (the patient cannot be (Consistency)
both stable and decompensating simultaneously).

Py A[l(Patient.Stable => —Cloud.Alerting). Safety Satisfied
No false alarm is raised when the patient is stable.

P, A <> (Patient.Decompensating = alert_sent). Liveness Satisfied
If the patient decompensates, eventually an alert is sent.

Py A <> (alert_sent => Physician.Responding). Liveness Satisfied
Every issued alert is eventually acknowledged by a physician (no
alert is ignored indefinitely).

Py A <> (Sensor.DataReady = Edge.Inferencing). Liveness Satisfied
Sensor measurements are eventually processed by the Al engine.

P, A <> (Edge.Inferencing => AI.Uploading). Liveness Satisfied
Inference results are eventually uploaded to the cloud.

P A <> (Cloud.Predicting => Analyse_end). Liveness Satisfied
Cloud prediction always completes, producing a result.

P, A[l(Sensor.Sensing => t,,, < PERIOD). Timeliness Satisfied
The sensor produces a new reading within each sampling period
(sensor never misses its periodic measurement).

Py All(Edge.Inferencing = tpyee < Tyax INFERENCETIME)- Timeliness Satisfied
Edge AI inference completes before its deadline MAX_INFERENCE TIME
(edge processing meets its worst-case time bound).

P, A[l(Cloud.Predicting => cloud_timer < MAX_CLOU D). Timeliness Satisfied
Cloud analytics (predictive computations) finish within the allocated
cloud processing bound cloud,imer.

Py, All(Edge.Disconnected => {)—Cloud.Predicting). Robustness Satisfied

Network failure handling: if the edge disconnects abruptly, any

(Fault Tolerance)

ongoing cloud prediction is eventually halted or reset, ensuring

graceful recovery from network faults.

Py, P,,) verifying continuous sensing and periodic edge/cloud updates.
Scenario S, (early risk detection) is backed by correctness and live-
ness properties (P, P,, Ps, P;), ensuring timely alerts and predictive
analysis. Scenario S5 (clinician-in-the-loop) maps to Ps;, guaranteeing
that every alert is acknowledged. Scenario S, (edge disconnection) is
governed by P),, verifying safe failover and recovery. Finally, S5 (edge—
cloud conflict resolution) aligns with P,, ensuring consistency in patient
state interpretation. This mapping confirms that HEDA-HF’s operational
logic is fully covered by formally verifiable guarantees under all clinical
contexts.

To illustrate how these formally verified properties align with and
reinforce the architectural pipeline, Fig. 8 provides a stage-wise break-
down of functional assurances. At the Patient stage, properties ensure
consistent state representation and that decompensation triggers alert-
ing; at the Sensor stage, they prevent data loss and enforce periodic
acquisition; at the Edge, they ensure inference meets deadlines and
results propagate to the cloud; at the Cloud, they guarantee deter-
ministic completion within time bounds; and at the Physician stage,
they ensure escalation and acknowledgment. System-wide properties
additionally enforce deadlock-freedom and reliable failover under edge
faults, ensuring that every step of HEDA-HF’s workflow is governed.

Using UPPAAL’s exhaustive model checking engine, we confirmed
that all properties P,—P;, hold on the HEDA-HF model. In other words,
the verifier found no counterexample or violation for any specified
requirement. Specifically, P|—P; ensure safety (no deadlocks, no con-
tradictory patient states, and no spurious alerts), P,—P; ensure liveness
(critical events like deterioration and alerts eventually occur and prop-
agate to completion), Py—P;; enforce timeliness (sensor readings, edge
inferences, and cloud analyses all meet their deadlines), and P;, ensures
robustness (the system tolerates edge disconnections by safely pausing
cloud actions). The exhaustive state-space exploration revealed no
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violations of these properties; in other words, no unsafe or unexpected
states were encountered outside the specified bounds. These results
mean that, for the idealized model we constructed, every possible
execution sequence of HEDA-HF is guaranteed to respect the defined
safety, liveness, and timing constraints. Practically, this implies the
twin will not miss a true HF deterioration, will not raise false alarms
during stability, will operate within its time limits, and will handle
network or device failures gracefully. This level of assurance is a
significant step toward making DTs clinically dependable and regulatorily
sound.

5.2. Statistical Model Checking (SMC) and performance analysis

While the qualitative verification guarantees correctness over all
behaviors in an absolute sense, we further evaluate HEDA-HF’s per-
formance and reliability under uncertainty using UPPAAL SMC. This
involves introducing probabilistic behavior into the model and run-
ning repeated randomized simulations to capture real-world variability
and then statistically checking performance properties that correspond
to clinically meaningful service-level objectives (SLOs), such as alert
timeliness, failover continuity, and physician acknowledgment.

Stochastic instrumentation (Model semantics)

We enriched the HEDA-HF model with probabilistic semantics for
SMC by assigning random distributions to transitions and using UP-
PAAL’s modeling primitives for probability. Specifically, we use ex-
ponential distributions (commonly used for modeling time-to-event in
reactive systems) for timing of certain actions to reflect variability.
Each periodic process (sensing, processing, etc.) is given an exponential
delay with diminishing probability of longer delays; in our model we
ensure it cannot exceed the hard bound. For example, if PERIOD is
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Fig. 8. End-to-end clinical workflow and mapping of design-time verified properties.

60 s, we might model the sensing interval as an exponential distribution
with mean, say, 30 s (so it almost always triggers a reading by 60 s, with
diminishing probability of longer delays but never exceeding the hard
bound). Branching probabilities are introduced for non-deterministic
choices. Indeed, event-level uncertainty is added with branching proba-
bility labels. Concretely, we introduced parameters like P, ;. prign pisk =
0.15 (15% chance that a given cycle detects a high-risk condition at
sensing) vs. normal condition (85%), P, sician accepr = 0-90 (90% chance
a physician acknowledgment to an alert), and with MAX_RETRIES =
3 for model updates.

In summary, the model for SMC retains the same structure and hard
guarantees, but adds distributional information to simulate realistic
operation variability.

Experimental protocol and estimation

All estimates are obtained with UPPAAL SMC'’s sequential hypothe-
sis testing and Monte-Carlo simulation. For probabilities. We executed
SMC queries in UPPAAL by running a large number of simulations
(up to 10° runs for certain queries to get tight confidence intervals)
and using sequential hypothesis testing to estimate probabilities. we
report point estimates with 95% confidence; for mean/percentile la-
tencies, we report descriptive statistics consistent with the SMC output
(we use the same seeds and bounds across experiments to ensure
comparability). Acceptance criteria are derived from clinical SLOs:
(i) alerts delivered within 180 s with probability >0.99, (ii) failover
within 60 s with probability >0.99, (iii) deadlock probability ~0, (iv)
physician acknowledgment eventually occurs (Probability distribution
of acknowledgment times (we ensure eventually 100% are acknowl-
edged; we look at within 120 s as a metric)), and (v) model updates
complete within 180 s with probability >0.99. These criteria mirror the
requirements encoded in the formal properties but now treated in a
probabilistic sense.

SMC Query Formulation: With the probabilistic model in place, we
posed a series of SMC queries to evaluate how the system performs
under uncertainty. These queries correspond to clinically relevant ques-
tions about system reliability and efficiency.

Table 3 presents a summary of representative SMC queries formu-
lated to assess whether the HEDA-HF architecture fulfills key service-
level objectives (SLOs) under conditions of uncertainty. The results
provide quantitative evidence of the system’s reliability, timeliness, and
robustness across a range of clinically meaningful scenarios.

While HEDA-HF introduces a formally verified framework for heart
failure monitoring, this does not imply that prior digital twin solutions
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are inapplicable or ineffective. Existing works have made substantial
contributions to physiological modeling, Al-based prediction, and re-
mote patient monitoring. The HEDA-HF architecture is intended to
complement these efforts by integrating formal design-time guarantees
for timing, behavioral correctness, and coordination—areas that remain
underexplored in earlier designs.

The analysis reflects formal validation of simulated runtime behav-
ior based on design-phase system models, rather than a qualitative
assessment of architectural limitations or performance of deployed
systems.

Result interpretation

We interpret some of the key findings from Table 3 to shed light on
HEDA-HF’s performance:

Timeliness and Performance (Q1-Q2): Fig. 9 plots the cumulative
distribution of alert delivery times, confirming that alerts are almost
always delivered well before the 180 s bound. In fact, HEDA-HF meets
the 3-minute alert requirement with ~99% probability, and the average
alert delivery time is around 114 s (with a tight 95% CI of +4 s). The ex-
pected worst-case alert delay observed in extensive simulations is about
108 s, which provides a comfortable safety margin (40% faster than
the requirement). These results demonstrate that the alerting subsystem
consistently satisfies the clinical SLO for notification timeliness, even
under variable conditions, ensuring rapid response to early warning
signs of HF deterioration.

Edge—Cloud Throughput and Latency (Q;-Q,4 Qg): HEDA-HF’s dis-
tributed data pipeline exhibits sustained throughput with low latency.
For example, as query Qs shows, sensor data uploads from the edge
to cloud complete within 300 s with ~97% probability (and aver-
age 104 s). Cloud predictions (Q,) always finished within the 60 s
bound in our simulations (observed probability 100%), typically taking
only 28 s on average. Fig. 10 illustrates the distribution of edge-to-cloud
upload times, indicating that the system rarely experiences significant
backlogs. Moreover, the sensor cadence query (Qg) confirms that in
95% of cycles, new data arrived within the expected 60 s period (with
an average period of 38 s, well under the maximum). This implies
that HEDA-HF maintains continuous data flow without accumulating
delays—no noticeable buffering or slow-down occurs across cycles,
which is crucial for real-time monitoring.

In addition, Fig. 11 illustrates the statistical verification of the
sensing cadence associated with property Qg in Table 3. This SMC query
evaluates whether sensor data become available within each 60 s cycle
under stochastic timing variability. The histogram of inter-arrival times
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Evaluation of service-level objectives (SLOs) through probabilistic model checking using UPPAAL, SMC for the HEDA-HF architecture. The table reports formal
property specifications, informal descriptions, target thresholds, and measured outcomes with 95% confidence intervals.

D Category Formal property & Description Measured result (95% CI) SLO target Req. Met
Q1 Timeliness Pri 150 (O Cloud.Alerting) Mean alert time 114.2 +4.4 s; Alert <180 s Yes
Checks whether alerts are issued within 180 s Pr(alert < 180) ~ 0.99
after patient decompensation.
Q2 Performance (Alert E| cunx st peLAY; 1001 (MAX  alert_timer) Mean alert delay 108.2+0.04 s Max alert sending < Yes
bound) Measures the expected maximum alert timer 180 s
before alert emission.
Q3 Liveness Pri <300 (O AIL.Uploading) Mean 1042+ 11.8 s; Upload <300 s Yes
(Edge—Cloud) Verifies that sensed data are uploaded from Pr(upload < 300) ~ 0.97
the edge to the cloud within 300 s.
Q4 Liveness (Prediction Pr; cuax cLoup((Q Cloud.Predicting) Mean 28.3 +10.1 s; Predict <60 s Yes
availability) Ensures that cloud predictions are produced Pr(predict < 60) ~ 1.0
within 60 s.
Q5 Robustness (Edge Pri quax rro1(Q Edge.Inferencing) Mean 42.6 +3.0 s; Recover <60 s Yes
recovery) Confirms that the edge device recovers and Pr(recover < 60) ~ 1.0
resumes inferencing within 60 s after failure.
Q6 Timeliness (Early Pr; g0 +1(Q Cloud.Alerting) Mean 48.9 + 8.9 s; early alerts Alert <60 s Yes
alerts) Evaluates how often alerts are raised within ~ 6%
the first minute.
Q7 Reliability Pr quux ack peLay (O Physician. Acknowled ge) Mean 96.2+7.1 s; Ack <120 s Yes
(Acknowledgment) Checks whether physicians acknowledge alerts Pr(ack < 120) ~ 1.0
within 120 s.
Q8 Robustness (Sensing Pr cpearon1(Q Sensor.DataReady) Mean 384 +2.5 s; Cycle = 60 s Yes
cadence) Verifies that sensors deliver data once per 60 s Pr(ready < 60) ~ 0.95
cycle.
Cumulative Probability Distribution
0,
0,
0,
0,
0,
2 o .
5 3 cumulative
©
R 0, = average
&
0,
0,
0,
25 37 49 61 73 85 97 109 121 133 145 157

run duration in time
Parameters: a=0.05, €=0.05, bucket width=9.5939, bucket count=16
Runs: 387 in total, 249 (64.341%) displayed, 138 (35.659%) remaining

Span of displayed sample: [25.9, 179.4]
Mean estimate of displayed sample: 112 + 4.424 (95% CI)

Fig. 9. Cumulative distribution (CDF) of alert delivery times in scenario S, (early risk detection).

provides a distributional view of this probabilistic verification. The
observed mean data readiness time of approximately 38.4 s remains
well below the 60 s bound, and even the slowest 5% of cycles satisfy the
60 s timing requirement. These results indicate stable and predictable
sensing throughput, confirming that stochastic variability remains con-
sistent with the formally specified design-time timing constraint and
ensuring continuous synchronization between the patient state and its
digital twin representation.

The probability density distribution remains concentrated around
the nominal sampling period despite stochastic variability, indicat-
ing consistent sensing behavior. This regularity supports continuous
synchronization between the physical patient state and its DT represen-
tation while remaining within the formally specified timing bounds.
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Robustness and Reliability (Qs—Q,): HEDA-HF proved highly reli-
able in handling edge failures and ensuring alerts are acknowledged.
Query Qs shows that if the edge disconnects, it resumes operation
(inferencing) typically within 42.6 + 3 s and virtually always by <60 s
(the bound), confirming strong fault tolerance. This means temporary
outages have minimal impact on the continuity of care. Query O,
indicates physicians acknowledge alerts within 120 s essentially 100%
of the time in our model. The average acknowledgment consistently
occur within 96 + 7 s, fully closing the feedback loop before the 120 s
deadline. These results speak to the system’s robustness: even when
things go wrong (network drop, etc.), HEDA-HF recovers quickly and
maintains its safety guarantees (no unacknowledged critical alerts).
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Fig. 10. Cumulative distribution of data upload completion times from edge to cloud (scenario S,/.S,).
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Fig. 11. Statistical verification of sensing cadence (Property Qg). Histogram of sensor data inter-arrival times obtained via UPPAAL (SMC). The observed
distribution is evaluated against the formally specified timing constraint of 60 s, demonstrating probabilistic compliance with the design-time bound.

These outcomes attest to the resilience of the architecture and its
dependable human-in-the-loop behavior under stochastic variability.

Overall, the statistical model-checking analysis shows that HEDA-
HF not only preserves logical correctness but also achieves high-
confidence probabilistic guarantees of timeliness, robustness, and reli-
ability. The verified properties confirm that the digital-twin pipeline
remains responsive and safe under realistic timing fluctuations, making
it suitable for deployment in real-time clinical monitoring contexts.

6. Discussion
The proposed HEDA-HF architecture represents a significant ad-

vance in DT engineering for heart failure (HF) management. It ad-
dresses several longstanding limitations in the field by embedding

formal verification, probabilistic performance analysis, and domain-specific
design into a unified, modular, and hybrid edge-cloud system.

Unlike prior HF DT systems—often cloud-centric, simulation-based,
or empirically evaluated. HEDA-HF rigorously guarantees correctness,
responsiveness, and safety across all reachable execution paths.
Through the use of UPPAAL model checking and temporal logic (CTL/
TCTL), the system is verified for critical properties such as deadlock-
freedom, mutual exclusion, and time-bounded alert propagation. Statis-
tical Model Checking (SMC) complements this with reliability metrics
under uncertainty: alerts are delivered within 180 s with probability
0.99, edge-to-cloud uploads complete within 300 s with probabil-
ity 0.97, and clinician acknowledgments occur within 96 + 7 s.
These results confirm that HEDA-HF robustly satisfies its predefined
service-level objectives (SLOs) even under stochastic timing and com-
munication variability.
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Comparison of HEDA-HF with representative prior DT studies in HF and healthcare.

Work Domain DT scope Arch. Type Real-time fidelity Verification approach Evaluation

[64] General HC System Edge Yes Not reported Conceptual

[56] CVD Patient Hybrid Yes Not reported Conceptual

[65] HF Organ Cloud No Not reported Simulation

[15] HF Patient Cloud No Empirical validation Clinical

[66] HF Organ Cloud No Empirical validation Clinical

[16] HF Organ Cloud No Empirical validation Simulation

[67] General HC System Hybrid Yes Empirical validation Clinical

Our work HF System Hybrid Yes Model checking (MC Formally verified

+ SMC) at design time

From an architectural standpoint, HEDA-HF’s hybrid deployment
balances latency and resilience: time-critical sensing and inference
occur at the edge, while the cloud handles advanced analytics and
long-term model adaptation. Verified handshaking and failover pro-
tocols ensure continuous operation — even under network interrup-
tions — without compromising temporal consistency or data integrity.
This edge-cloud coordination resolves the performance bottlenecks and
failure risks observed in earlier cloud-only or batch-mode DTs.

Further, HEDA-HF follows a modular design with clearly defined
interfaces between sensing, inference, cloud analysis, and verification
components. This enhances scalability, maintainability, and interoper-
ability (e.g., with HL7 FHIR standards), allowing components like AI
risk models or clinician dashboards to be replaced or upgraded inde-
pendently. Notably, the Formal Verification Layer acts as a plug-in su-
pervisory module, showcasing how safety assurance can be retrofitted
into existing DT pipelines.

Crucially, HEDA-HF is tailored to HF-specific clinical workflows.
Its formal properties and timing constraints are derived from estab-
lished HF guidelines, including alert response windows, physiological
thresholds for decompensation, and physician-in-the-loop intervention
models. Unlike generic DT frameworks, HEDA-HF encodes domain
knowledge across five canonical HF scenarios—ensuring alignment
with real-world patient care pathways.

As summarized in Table 4, HEDA-HF is, to the best of our knowl-
edge, the only reported architecture that simultaneously combines
heart-failure specificity, hybrid edge-cloud deployment, real-time op-
eration, and formally verified correctness. While prior systems pro-
vide valuable contributions — such as Al-driven risk prediction or
HF-tailored simulation models — they do not integrate mathemati-
cally grounded verification with real-time distributed coordination, and
therefore do not provide formal behavioral guarantees. Table 4 presents
a structured comparison of representative digital twin architectures
across domain specificity, architectural type (edge, cloud, or hybrid),
real-time support, verification approach, and evaluation level. The tax-
onomy adopted for the “Verification Approach” column distinguishes
three methodological categories: “Not reported”, indicating that no ex-
plicit correctness or formal verification method is described; “Empirical
validation”, referring to evaluation through simulation studies, proto-
type implementations, or clinical experiments without exhaustive state-
space guarantees; and ‘“Model checking (MC + SMC)”, denoting the
application of formal verification techniques, including temporal logic-
based exhaustive analysis (CTL/TCTL) and statistical model checking
under stochastic assumptions at design time. The “Evaluation” col-
umn further differentiates whether system claims are supported by
conceptual design, simulation-based analysis, clinical validation, or
formal verification outcomes. This structured articulation clarifies the
methodological distinction between empirical performance assessment
and mathematically grounded correctness assurance, highlighting the
architectural and verification completeness of HEDA-HF.

Despite its strengths, HEDA-HF has limitations that must be ac-
knowledged, particularly regarding real-world implementation at this
development stage. Formal verification introduces computational over-
head at design time, which may pose challenges when scaling to more

17

complex physiological models or larger patient cohorts. Incremen-
tal verification or compositional techniques (e.g., assume-guarantee
reasoning) may be required as the system evolves.

In addition, the current model abstracts heart failure progression
into discrete, formally specified states. While this abstraction enables
rigorous verification, real-world HF management is characterized by
substantial patient heterogeneity influenced by comorbidities, medica-
tion adherence, lifestyle factors, and socioeconomic conditions. Future
deployment will therefore require patient-specific calibration mech-
anisms and integration with longitudinal clinical datasets to ensure
personalization beyond the present formal abstraction.

Sensor reliability and variability in home-monitoring environments
also represent practical constraints. Wearable devices may experience
signal artifacts, intermittent connectivity, battery limitations, or in-
consistent usage. Although HEDA-HF verifies behavior under bounded
timing and failure assumptions, real-world deviations may necessitate
complementary runtime monitoring mechanisms capable of detecting
divergences from the verified model (e.g., arising from hardware faults
or unmodeled network behavior). Such monitors would act as runtime
sentinels while preserving the design-time verification foundation.

Regulatory and certification pathways for Al-enabled digital twins
extend beyond architectural correctness. While formal verification
strengthens safety assurance, clinical deployment additionally requires
prospective validation studies, usability evaluation, cybersecurity com-
pliance, and alignment with medical device regulatory frameworks.
Similarly, hybrid edge—cloud deployment may face infrastructure con-
straints in settings with limited or unstable connectivity, potentially
affecting synchronization guarantees despite formally verified failover
logic.

Finally, integration into routine clinical workflows remains a critical
deployment challenge. Interoperability with heterogeneous EHR sys-
tems, data-governance constraints, and clinician adoption — including
mitigation of alert fatigue — must be addressed before large-scale im-
plementation. Although the architecture is FHIR-compatible in design,
real-world integration requires institutional alignment and health IT
coordination.

While HEDA-HF does not implement a dedicated trust quantification
framework, it ensures operational reliability through formally verified
system behavior and carefully designed safety boundaries. The Formal
Verification Layer guarantees timing, workflow safety, and edge—cloud
coordination under all modeled conditions. In scenarios where those
guarantees may be violated — such as inference divergence, unex-
pected delays, or partial failures — the architecture defaults to a
conservative mitigation path: alerts are deferred to clinician review,
edge or cloud components reinitialize via failover logic, and unsafe
actions are blocked by design. Every alert or recommendation is issued
with traceable metadata, allowing clinician oversight and accountabil-
ity. This architecture not only strengthens operational reliability but
also aligns with emerging ethical frameworks for trustworthy Al in
medicine, which emphasize transparency, human agency, and auditable
automation as essential principles in clinical systems [12]. Thus, even
though the AI inference itself is not verified for medical accuracy, its
integration into the clinical loop is bounded by formally guaranteed
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timing and behavioral safeguards, supporting robust and auditable
decision-making.

In summary, HEDA-HF establishes a rigorously verified architec-
tural foundation for heart failure digital twins. By embedding formal
methods and probabilistic guarantees into a modular, domain-aligned
architecture, it demonstrates that real-time intelligent decision support
can be both responsive and trustworthy. Future work will focus on
personalization, large-scale clinical validation, adaptive runtime moni-
toring, and deeper integration with healthcare infrastructures to further
bridge the gap between formal assurance and bedside deployment.

7. Conclusion

This paper presented HEDA-HF, a formally verified hybrid edge-
cloud digital twin (DT) architecture for heart failure (HF) management.
Building on a systematic analysis of existing cardiovascular DT systems,
we identified a critical lack of verifiability, safety guarantees, and tem-
poral assurance in current approaches. To overcome these challenges,
HEDA-HF introduces a formally grounded design methodology that
unites temporal logic specification, modular timed-automata modeling,
and exhaustive UPPAAL-based verification.

The novelty of HEDA-HF lies in four foundational contributions: (i)
it introduces a verification-first digital twin architecture with an embedded
Formal Verification Layer (FVL) that enforces temporal safety contracts;
(ii) it achieves complete satisfaction of functional/temporal set rigorously
defined CTL/TCTL properties across the full reachable execution space,
marking the first formally proven correctness baseline in HF digital
twins; (iii) it integrates UPPAAL Statistical Model Checking to deliver
probabilistic guarantees with >0.99 confidence for clinically mandated
service-level objectives; and (iv) it formalizes and verifies five canonical
clinical runtime scenarios, covering continuous monitoring, early escala-
tion, physician-in-the-loop response, edge disconnection fallback, and
cloud arbitration, thereby demonstrating operational trustworthiness
under both deterministic and stochastic uncertainty. Collectively, these
contributions establish HEDA-HF as the first DT architecture in the HF
domain to transition from empirical validation to provable correctness,
marking a pivotal step toward certifiable medical Al

Future developments will focus on extending HEDA-HF with ex-
plainable Al layers to complement formal guarantees with clinician-facing
interpretability, deploying the architecture in real-world HF monitoring
testbeds to assess usability and regulatory readiness, and exploring patient-
specific formal models and adaptive runtime assurance mechanisms to
maintain provable safety as system parameters evolve over time.

A key future direction will also involve integrating lightweight
runtime monitors to detect deviations from the verified model, en-
abling real-time safety enforcement and anomaly detection during
deployment. This will help bridge the gap between static design-time
verification and dynamic runtime variability in clinical settings.

Ultimately, HEDA-HF sets a new benchmark for verifiable, adap-
tive, and deployable DT systems. By elevating formal verification to
a first-class design principle rather than an afterthought, it advances
the clinical trust, regulatory readiness, and technological reliability of
next-generation Al-driven healthcare platforms.
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Appendix. Statistical model checking parameters and robustness
analysis

This appendix summarizes the stochastic parameters used in the
Statistical Model Checking (SMC) analysis described in Section 5.2.
For transparency and reproducibility, we report the exponential rate
parameters and discrete branching probabilities encoded in the UP-
PAAL model, together with their engineering rationale and a concise
qualitative sensitivity note.

UPPAAL SMC follows the standard stochastic timed-automata se-
mantics, in which enabled stochastic transitions race according to
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Stochastic parameters used in the UPPAAL SMC instrumentation of HEDA-HF. For exponential delays, 4 denotes the rate (mean delay 1/4). Probabilities are

expressed as percentages.

Parameter (Model) Distribution/Value Engineering/Modeling rationale Qualitative sensitivity note
STABLE_TO_RISK_RATE Exp(4 = ﬁ) Daily-scale transition from stable to at-risk Alters frequency of risk episodes but does not affect
state (abstracted disease progression). bounded alert deadlines.
RISK_TO_CRITICAL_RATE Exp(4 = %) Escalation to critical state within a bounded Changes incidence rate of critical events; per-event
clinical horizon. timing guarantees remain enforced.
CRITICAL_TO_STABLE_RATE Exp(4 = %) Recovery transition after intervention. Affects residence time in critical state without relaxing
safety constraints.
RECOVERY_RATE Exp(4 = ﬁ) Post-alert stabilization abstraction. Impacts mean recovery duration; hard timing bounds
: remain unchanged.
SIMPLE_INFERENCE_RATE Exp(4 = %) Fast edge processing for single-signal Mean latency varies with 4 but remains below
' inference. model-enforced limits.
COMPLEX_INFERENCE_RATE Exp(4 = %) Multi-signal inference pipeline latency. Shifts expected inference time without violating
bounded inference constraints.
CLOUD_PROCESSING_RATE Exp(4 = é) Cloud analytics processing delay in hybrid Influences average upload-to-prediction delay;
DT setting. deadline contracts remain active.
ACK_PROCESSING_RATE Exp(4 = 2.0) Transition upon clinician acknowledgment. Minor impact on end-to-end latency; acknowledgment
bound explicitly verified.
IMMEDIATE_ALERT_RATE Exp(4 = 1.0) Urgent alert emission abstraction. Affects mean alert latency only; maximum delay is
bounded in verification queries.
URGENT_RESPONSE_RATE Exp(4 = %) Modeled clinician response for urgent alerts. Changes distribution of acknowledgment times but not
liveness guarantees.
ROUTINE_RESPONSE_RATE Exp(4 = ﬁ) Routine follow-up response abstraction. Impacts non-urgent paths only; safety invariants
unaffected.
P_EDGE_LOW_RISK 15% Probability of low-risk detection branch. Alters alert frequency but not workflow correctness.
P_EDGE_HIGH_RISK 85% Complementary high-risk branch probability. Same as above; structural properties preserved.
P_PHYSICIAN_ACCEPT 90% Modeled clinician acceptance probability. Affects acknowledgment path prevalence without
altering bounded handling.
P_PHYSICIAN_REJECT 10% Complementary rejection probability. No impact on safety/liveness guarantees.

exponential delays with rate A (expected delay 1/4), and discrete
alternatives are selected according to declared probabilities. No cus-
tom sampling algorithms or modified statistical configurations
were introduced beyond the default UPPAAL SMC setup. The se-
lected stochastic parameters reflect common abstractions for latency
and event processes in distributed cyber—physical systems. Exponential
distributions model memoryless service and escalation delays, while
discrete probabilities capture branching behavior such as risk detection
and clinician response (see Table A.5).

Sensitivity analysis indicates that moderate variations (approxi-
mately +20%) in exponential rates or branching probabilities primarily
shift mean latencies and event frequencies without compromising for-
mally verified safety, liveness, or deadlock-freedom properties. The
architecture’s guarantees rely on explicit bounded clocks and pre-
verified design-time contracts; therefore, even under degraded network
or processing conditions within the modeled ranges, hard deadline
constraints and fail-safe behaviors remain enforced. Consequently, the
qualitative conclusions regarding robustness and workflow correctness
are stable under reasonable parameter perturbations.
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