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Abstract
The recent publication of the “Browser in theMiddle” attack has demonstrated an effective way to compromise a good number
of variants of Multifactor Authentication and to control the information flow between the victim an the accessed service.
That attack was mainly aimed at the victim use of a desktop browser to access a service. The present paper shows how that
attack may be extended to involve the mobile environment and how, thanks to that enhancement, the attack may also gain
the persistence attribute. The new attack is named MobileApp-in-the-Middle (MAitM). Again, as in BitM, no installation of
malware on the victim’s platform is needed with MAitM.

Keywords Browser in the middle · Man in the Middle (MitM) · Web-based Trojan malware · Mobile malware · Phishing ·
Cyber attack · Advanced persistent threat · Multi-factor authentication

1 Introduction

The publication of the “Browser in theMiddle” (BitM) attack
[1] has aroused some interest in cybersecurity circles and
even among the generic public [2–6]. The present research
work aims at proving that the technique used for that attack
can be refined so as to be also utilized in the mobile envi-
ronment, where it can also be enhanced with the persistence
attribute.

It is worth noting that very recently (January 2023) the
BitM attack technique has also been accepted and acknowl-
edged by MITRE on CAPEC list (CAPEC ID-701) as an
attack pattern which is reported to stand as an high typi-
cal severity with medium likelyhood of success. The present
researchwork aims at proving that the technique used for that
attack can be refined so as to be also utilized in the mobile
environment, where it can also be enhanced with the persis-
tence attribute.

We maintain that, when properly combined with other
current technologies, such technique can represent a serious
threat in a few of the current technological contexts in which
we live and operate. At the base of the attack is a complete
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reversal of the classic attack paradigm. In the classic case
the attacker aims at compromising the security of a target
system. Within the new paradigm, the victim is lured into
visiting the attacker’s system and led to use it in the belief
it is his/her system. By the definition of an APT (Advanced
Persistent Threat) [7–9] we also believe the attack technique
here introduced can be a component of a set of tools and
techniques used to engineer an APT.

In the following a novel attack scenario and a threat model
will be analyzed. A PoC for the Android platform and a
description of how an attacker could violate in a persistent
and unnoticedway the confidentiality, integrity and availabil-
ity of a mobile user’s data will be given. The threat model is
a variation of the BitM attack technique which will be called
“MobileApp-in-the-Middle” (MAitM). Any mobile applica-
tion in the market is a potential target for such a technique.

In order to accomplish the PoC (Proof of Concept), the
BitM platform has been extended by the introduction of a
maliciousProgressiveWebApplication (PWA) [10] designed
on purpose and of a reverse proxy named ngrok [11] which is
able to expose on the Internet the web server included in the
attacker platform. To improve the victim’s navigation expe-
rience, a malicious mobile device, which will be unwittingly
accessed by the victim, had also to be added to the platform.

The attack could be launched through one of the many
phishing techniques described in literature [12, 13], then
made a persistent one through the PWA technology [10].
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1.1 Progressive web application

In these days a web browser is much more than a tool to view
web pages. It has turned into an environment which is able to
run other applications. Along the years, browsers’ vendors
tried to standardize the technology by which the browsers
give access to their applications, in order to make the access
more and more easy and secure and to integrate cloud ser-
vices and physical devices.With such perspective in mind, in
2015 Google introduced a new browser-centric technology,
the Progressive Web Applications. Progressive Web Appli-
cations (PWA) [14, 15] are a new type of Web applications
aiming at providing native app-like browsing experiences
evenwhen a browser is offline.Aprogressiveweb application
(PWA) is a piece of software delivered through the web, built
using common web technologies including HTML5, CSS
and JavaScript together with push notifications [16], caches
[17], and service workers [18, 19]. It is intended to work on
anyplatform that uses a standards-compliant browser, includ-
ing desktop and mobile devices. Since PWAs are ultimately
a type of webpage or website, they do not require separate
bundling or distribution. Developers can just publish the web
application online, ensure that it meets the minimum "instal-
lability requirements" [20] intended to guarantee an adequate
level of security, and users will be able to add the application
to their home screen. As a matter of fact they do not require
the access to the user’s platform official online app store (i.e.
Apple App Store, Google Play, Microsoft Store or Samsung
Galaxy Store) and are in fact a way to get around the mobile
devices vendors verifications. PWAs are a rather recent trend
and researchers are now busy studying their impact on secu-
rity and privacy [21, 22]. The present research work will
demonstrate how the PWA technology on the Android OS,
combined with the BitM attack technique, may be exploited
in a dishonest way by an attacker, even when the PWA secu-
rity requirements are met. The described threat model will
exploit the PWA technology tomake the attack persistent and
unnoticed.

2 MAitM attack scenario

An overview of the MobileApp-in-the-Middle (MAitM)
threat model will be provided in the present section. The
basic idea is to lure the victim by a phishing technique into
installing a malicious PWA into his/her device. The mali-
cious PWA will allow the victim to unwittingly navigate the
mobile application installed as usual, from the OS official
store, but actually resident on the BitM attack platform (now
renamed MAitM), which in turn will be connected to the
services offered by the originally intended target.

The code needed to allow the victim the installation of
the malicious PWA is hosted on the MAitM attacker plat-

Fig. 1 MobileApp-in-the-Middle (MAitM)

form. It must respect the security requirements imposed by
Google otherwise it will not run on the victim platform. Such
code will redirect the victim in a totally transparent way to
the attacker platform mobile application. The purpose of the
interposition is to intercept, to record and to manipulate any
data exchange between the victim and the service provider
in a persistent way through the official service application.

Figure1 illustrates the basic concept.
The involved parties are:

• The attacker: a computer criminal aiming at violating the
victim’s privacy and security together with confidential-
ity, integrity and availability of the data exchanged by
two end-points. The attacker sets up and controls a mali-
cious MAitM attack platform which allows the victim to
access the target, that is a transparent mobile application
located in the same attack platform.

• The victim: an user lured by phishing techniques into
accessing the malicious server (hosting a mobile appli-
cation and the installation code for the malicious PWA)
setup by the attacker. The victimwill be induced to install
the malicious PWA on his/her own device.

• The target: a mobile application able to provide sensi-
tive and/or valuable services, both accessed through an
authentication mechanism (e.g. a mobile banking app,
mobile Microsoft Office 365, etc.) or not (e.g. Google
mobile browser). Exactly as it was with BitM, the present
technique allows bypassing many of the multifactor
authentication mechanisms implemented by vendors. In
order to be able to operate freely and to avoid potential
legal problems with more sensitive services (e.g. Internet
banking), during the entire experimentation conducted
for the present research work, the mobile Microsoft
Office 365 app was chosen.

The following steps summarize the MAitM attack tech-
nique 2:
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Fig. 2 Persistent
MobileApp-in-the-Middle
(MitM) attack scenario

1© The attacker sets up a web site containing a link point-
ing to a Microsoft Word document. In order to be allowed to
read it, the victim is offered the installation of the malicious
PWA, actually hosted on the MAitM attack platform.

2© After completing the malicious PWA installation, the
victim will be unwittingly connected to the malicious server
where the real mobile application (the mobile Microsoft
Office 365 app in our experimentation) is transparently resid-
ing, together with a number of programs (e.g.web proxy,
sniffer, keylogger, etc.) the attacker will use to intercept,
record and manipulate the data exchanged by the victim and
the target mobile application server.

3©ThemaliciousPWAinstallation causes a fakeMicrosoft
Office 365 app icon to appear on the victim mobile device
screen so that, in the future, no phishing attempt is needed.
The iconwill be tappedwhenever the victimwishes to access
the desired service.

4© Through the malicious PWA, the victim is redirected
to the target mobile application in a totally transparent way.
At this point the victim will be able to use all the services
he/she could access as if the target mobile application were
really installed on his/her mobile device (plus the fraudulent
ones the rogue server is now able to offer in addition). All
the victim’s operations may now be intercepted and therefore
recorded and manipulated by the attacker in a persistent and
hidden way, no matter which security protocols the mobile
application has set up.

3 Malicious PWA andMAitM platform
architecture and implementation

The following section will provide a detailed description of
the techniques used. The MAitM platform architecture is

based on a desktop computer and a mobile phone, like the
one we adopted in the past for another research work, the
Mobile Session Fixation Attack in Micropayment Systems
[23]

The basic idea is to serve the victim a PWA which will
transparently allow the victim to execute amobile application
located on the attacker phone, with the belief the application
is actually installed on his/her phone (while it is not) as it
looks and behaves exactly as the desired mobile application.
It may be useful to rephrase the concept: the purpose of the
attack platform is to lure the victim into navigating by his/her
phone a mobile application installed on another, malicious,
mobile phone in a fully transparent way, so that the victim
security and privacy are totally compromised (Fig. 2).

The starting point to mount the attack was a modification
of the 4th section of [1], titled “BitM platform architecture
and implementation”. Figure3 draws on Fig. 5 in that paper
to describe the MAitM architecture, by labelling with “new”
the functional blocks which have been added to the original
BitM design.

In the following a description of the blocks will be given:

• PWA code: it is the code needed to implement the Mali-
cious Progressive Web Application. To install a PWA
and to allow the access to a web site through it, certain
requirements imposed byGoogle must bemet. Therefore
the malicious PWA code hosted on the MAitM attack
platform includes the following files:

– manifest.json: a web manifest, with the correct fields
filled in [24]

– serviceWorker.js: a javascript file, registered to allow
the app to work offline (this is required only by
Chrome for Android currently) [25]
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Fig. 3 Persistent MobileApp-in-the-Middle (MitM) attack scenario

– mobile app icon: an icon to represent the app on the
device (the mobile Microsoft Office 365 app, in our
case)

• ngrok [11]: a further security requirement imposed by
Google to allow the installation of the PWA on the vic-
tim’s device is the use of theHTTPSprotocol to access the
web site by the PWA. To this purpose the piece of soft-
ware called ngrok was used. ngrok is a cross-platform
application that, with minimal effort, enables developers
to expose a local development server to the Internet with
a valid SSL certificate.

• ScreenCopy (Scrcpy) [26]: This application provides dis-
play and control of Android-based devices connected via

USB or over TCP/IP. This program is used to export
the physical device (a mobile phone in our case) on
the MAitM attack platform through an USB connection.
By its services, the victim can be directed to unwit-
tingly operate with any mobile application installed on
the mobile phone included in the attacker platform.

• LineageOS [27]: an Android-based operating system
installed on the USB-connected malicious mobile phone,
the fundamental element of the attack platform. Lin-
eageOS was chosen for its being fully customizable and
because it allows root access. On the malicious mobile
phone running it, the mobile application to be exposed to
the victim could be installed (throughGoogle PlayStore).
Being the OS administrators also allows the installation
of a number of malicious programs (e.g. LokiBoard-
Android-Keylogger [28]), the removal of the OS status
bar and the full control of the mobile device.

4 Experimental results

In this section the results of an experiment executed by the
mobile Microsoft Office 365 app [29] will be reported. The
same experiment may be tried with any mobile application
installable on Android. The scenario is the one described in
the “MAitM attack scenario” section.

The testbed was set up as follows:

• Victim’s mobile phone: a phone with the following spec-
ifications OnePlus 7, Android Oxygen OS 11, Display
6.41” 2340x1080.

• Attacker’s platform: the attack platform is set up and
equipped with the software described in Sect. 3. The
attack platform hardware is the following: Computer
laptop ThinkPad with processor Intel Core i7 7th Gen,
16 Gb RAM, GNU_Linux Distro Ubuntu 20.04, con-
nected through an USB cable to the following mobile
phone: Mobile Phone OnePlus 7 Pro, LineageOS 17.1-
20210207-NIGHTLY-guacamole, Display 6.67”
3120x1440.

• Mobile application target: mobile Microsoft Office 365
application. It is assumed the victim owns an active
account allowing the full use of the selected mobile
application. Although Microsoft Office 365 was selected
on account of being a very popular application and of
allowing fast and easy tests, it must be stressed the
method here introduced applies exactly in the same way
to any cloud web application based on a two-factor
authentication procedure (Internet banking apps, Tele-
gram, Gmail, Facebook, Twitter, etc.). The victim is
redirected through social engineering techniques (for
example through phishing techniques) to a website (es.
https://wastasy.eu.ngrok.io) containing a link to a word
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Fig. 4 Victim’s mobile phone view: malicious PWA ready to be
installed

document and a malicious PWA ready to be installed
Fig. 4.

Any click on this screen will trigger the following pro-
posal to install the Office application Fig. 5, which is silently
assumed to be needed to read the document. A click on
“Install” will eventually cause both the download and exe-
cution of the PWA on the victim’s phone and the addition of
the “Office” icon on the victim’s Home screen.

Fig. 5 Victim’s mobile phone view: download and execution of the
malicious PWA

Once the installation of the PWA is completed, the victim
will be able to proceed entering the credentials for the use of
the Microsoft Office 365 mobile app (see Figs. 6a, b).

Once again it is important to emphasize that, while the
device in the figures is the victim’s, the shown keyboard is
actually on theMAitMattack platform and the authentication
control is managed by the attacker remote mobile app and
not by the browser.

The following reports what happens at the same time on
the MAitM attack platform Fig. 7.
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Fig. 6 Victim’s mobile phone
view

(a) Victim’s e-mail (b) Victim’s password

The malicious PWA is permanently installed on the vic-
tim’s mobile phone (see the “Office” icon) and will always
point to the MAitM platform Fig. 8.

At this point, the attacker will not only have gained
the victim’s credentials (through a mobile application, i.e.
LokiBoard-Android-Keylogger, installed on the malicious
mobile phone), but he/she will also be able to control the
victim in real-time whenever the victim accesses the remote
mobile app through the installed icon (that is, intercept,
record and manipulate the data exchange between the victim
and the remote accessed service). As it was with the Browser
in the Middle attack [1], in the experiment here described,
a Passive and Server-Side MAitM attack was carried on
by installing a keylogger mobile application (LokiBoard-
Android-Keylogger) on the attacker mobile phone. As the
simple example here documented demonstrates, it is pos-
sible to carry on a successful attack without exploiting a
zero-day or any other known vulnerability at the two end-

points (the victim mobile phone and the mobile Microsoft
Office 365) or in the communication channel. Besides, the
attack was entirely conducted by a remote location, simply
by an improper use of known technologies.

5 Mobile browser in themobile browser
attack (MBitMB)

Because of its general use to access many different services,
a particular mobile application, the mobile browser Google
Chrome, is particularly interesting to be “exported” in the
same fashion seen for the mobile Microsoft Office app, from
the attacker platform to the victim’s phone, so that, whenever
the victim launches his/her own browser, he/she is in fact
using the remote attacker browser app.

In this section, a demonstration of how such result can be
obtained will be given. To provide a better representation of
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Fig. 7 MobileApp in the Middle (MAitM) attack platform

Fig. 8 Malicious PWA is permanently installed on the victim’s mobile
phone

the differences between the use of the victim native browser
and the use of the one hosted on the attacker remote platform,
the victim device has been connected through an USB cable

to a PCand theweb sites remote debug procedure forAndroid
devices has been run [30].

Following are the results of the performed experimenta-
tions. Figure9 reports the results of the debug procedure for
a normal use of the victim’s native browser.

In the following Fig. 10 the results of the same debug pro-
cedure are shown when the victim is using the local mobile
browser to actually display what is in the attacker remote
mobile browser (without realizing it).

The debugger allows to verify the true URL displayed by
the victim. In the first case it will be the address returned by
an authentic Google search. In the second case, the address is
that of theMAitM attack platform, as exposed on the Internet
by the ngrok program.

Also to be noted is the page source code displayed by the
debugger. In the first case it is the expected HTML code for
the results of a Google search. In the second case it consists
of the simple iframe tag that has been used to incorporate
the screen of the mobile phone connected to the attacker
platform.

The last particularworth noting is the different appearence
of the keyboard. In the first case (Fig. 11), the keyboard is not
shown as the debugger shows the web page and the keyboard
is not part of it (being displayed by the operating system). In
the second case (Fig. 12) the keyboard is shown because the
entire viewof the screen on themobile phone connected to the
attacker platform is exported through VNC (thus including
the keyboard seen on that screen).
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Fig. 9 Remote debugging of the web site: https://www.google.it

6 Physical attacks

An important implication of the threat so far described is
worth mentioning. While some type of phishing technique
was needed to lure the victim into installing the PWA point-
ing to the attacker platform, whoever has a physical access to
a device, even for a short time, could be able to directly install
the same PWA on it, thus again pointing to the attacker plat-
form where every malicious action above described can be
performed. No test was performed on this potentiality within
the present experimentation but it is quite easy to imagine it
can represent a very serious problem in automotive or indus-
trial environments.

7 About theMAitM attack andmulti factor
authentication countermeasures

Because of its invisibility and persistence, the attack so far
described lends itself rather easily to the design of an APT.
As of this writing, it can be claimed that most of the apps
available for Android devices may bemanipulated in order to
engineer a MAitM attack. While exploring MAitM counter-
measures, the most obvious recommendation for the generic

user is the urge to pay the utmost attention to the sites he
visits and to the proposed installations of applications.

It should also be observed that some mobile applications
are more resilient than others for this type of attacks.

This may be true for applications relying on some type of
multifactor authentication.

Nowadays user accounts that need identity verification can
choose among agreat number ofMulti-FactorAuthentication
(MFA/2FA)methods [31–33].Multi-factor Authentication is
a method of account access control which a user can pass
successfully accomplishing various authentication stages.
Instead of being asked for just a single piece of informa-
tion, like a password, users are required to provide additional
information which makes it more difficult for an intruder to
fake the identity of the actual user. Such additional infor-
mation (i.e. factor) can entail the use of secondary devices,
fingerprints, biometric authentication, security tokens etc.

Authentication factors can be classified in this three cate-
gories [34–36]:

1. Knowledge factor: something that the user knows, e.g., a
username and a password;

2. Possession factor: something the user has, e.g., a hardware
token (as a security token);
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Fig. 10 Remote debugging of the web site: https://wastasy.eu.ngrok.io

3. Inherence factor: something verifying who the user is,
e.g., fingerprints

Multi-factor authentication can be performed in various
ways - the most common of them being the use of login
credential with some additional information. Another differ-
ent trend in authentication methods includes the analysis of
usage patterns of input data to determine the authenticity of
the user identity, like, for example, the time taken by user
to input his details, or the pressure performed by the user’s
finger.

Here is a list of the most common options available today:

• SMS OTP passcode;
• Email Link;
• Push Notification;
• Hardware or Software OTP Token;
• QR Code;
• U2F/WebAuthn Security Key;
• Biometrics (Fingerprinting, FaceRecognition, andmore).

After a short description of each of the above MFA meth-
ods, the next section will make clear in a synopsis (Table 1)

which of these methods is bypassable by the MAitM tech-
nique.

SMS OTP passcode
One-Time Password sent to the legitimate user’s mobile
device via an SMSmessage is one of the oldest forms of 2FA
[33, 37–40]. In this scheme, the onetime code is generated on
the server side whenever a user tries to login into his account
with username and password and is sent via SMSover the cel-
lular network to the user’s registered mobile phone number.
Authentication occurs when the server recognizes that the
user enters in the correct code for login. The user can receive
the OTP either as a text message or via an automated call
using text-to speech conversion. Additionally, OTP validity
is also restricted to a very short period of time and will expire
automatically. There is no additional software or hardware
requirement in authentication systems that use SMS based
OTPs to authenticate or authorize a valid user. As a matter
of fact, this is the simplest way of delivering OTPs as SMS
enabled devices are available to anyone using the Internet
these days. This simple and widely used mechanism for pro-
viding Multistep authentication scheme in fact very popular
in banking and credit-debit card transactions.
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Fig. 11 Remote debugging of the web site: https://www.google.it without keyboard

Email link
Email link is an email message that contains a link user must
click to authenticate into the application [33, 41]. Email link
is a convenient way to verify identity and, again, it does
not require any additional hardware or software. However,
confirmation links sent by email cannot be considered a
strong MFA method. An email link is just another instance
of the Knowledge Factor. If a malicious actor knows the
password to your email account, the authentication is com-
promised. And, as a matter of fact, many users choose the
same password for different services. Many are not even
aware credentials for a service are a different thing than cre-
dentials for another service (it is very common, for example,
seeing users registering for a cloud service using their email
address and then choosing the same email password), which
makes compromising their email accounts much easier.
Push notification
MFA via push notifications utilizes smartphone notifications
to assert authentication [33, 42, 43]. This puts this kind of
MFA in the category of “something you have,” as the users
will need to have their smartphone with them to utilize push
notifications as a second factor. After inputting their user-
name and password, end users simply need to unlock their

phone and then press a button to either approve or deny the
access request by a simple interaction.

Hardware or software OTP token
Hardware OTP Token [33] is a physical token which is given
to the computer user. It generates and displays One Time
unique Passwords (OTPs) that last for very limited time span.
While this authentication mechanism provides an extra layer
of security, hardware tokens can be physically stolen from the
legitimate owners. Also, the usermay not immediately report
the theft of the security token. This will give the intruder a
span of time to breach the protected system. However this
could only occur if the unique username and password of
account is known to the thief. Ever since mobile apps gen-
erating OTPs have emerged, Hardware OTP Tokens have
become less and less popular in favor of software tokens that
perform the same task.
QR code
The QR Code authentication method is a type of OTP in
which the one-time password is aQR code that the user needs
to scan using his/her phone [44]. Notable examples of ser-
vices that use this kind ofMFA areWhatsApp, Telegram and
Google Authenticator. It resembles the same mechanism of
a software token where an application generates an OTP, but
in this case the OTP is encoded in a QR code and is auto-
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Fig. 12 Remote debugging of the web site: https://wastasy.eu.ngrok.io with keyboard

Table 1 MAitM attack feasibility

MFA method MAitM attack feasibility

SMS OTP passcode Yes, always

Email Link Yes, always

Push notification Yes, always

Hardware OTP Token Yes, always

Software OTP Token Yes, always

QR Code Yes, depending on MFA implementation

U2F/WebAuthn No

Biometrics Yes, depending on MFA implementation

matically acquired by the user’s mobile device camera. In
order to successfully authenticate, the device that frames the
QR code with its camera must be a device that was already
registered and marked as owned by the legitimate user. It is
therefore a type of “possession factor”.

U2F/WebAuthn security key
U2F/WebAuthn Security Keys [33, 45] are hardware tokens
you plug into the computer to confirmyour identity and hence
it is again a kind of “possession factor”. It usually consists
in plugging a physical key dongle into a USB port of the
computer used to perform login. After that, the end user has

to either tap or touch such key to authenticate into the appli-
cation.

Biometrics (fingerprinting, face recognition, and more)
Biometric authentication is a method for verifying the users’
identity asking them to prove who they are. Such proof must
be provided through so called “inherence factors”, such as
their fingerprint, facial features, iris structure, voice, or typing
behavior [33]. These factors contain a large number of unique
data points that are really hard to replicate. Because of this,
many organizations regard biometric authentication as one
of the strongest, if not the strongest, method for verifying
users’ identities. Biometrics is also very convenient as you
always have your identifying tracts with you. No password
needs to be remembered and no personal device needs to be
carried around in order to authenticate. Many services and
platforms offer biometrics on mobile devices, for example
fingerprinting or facial recognition are supported on both
Android and iOS devices. U2F/WebAuthn Security Keys can
use biometric authentication too.

7.1 MAitM effectiveness assessment

All of the above listed methods are more secure than
passwords, but some are more secure than others. Each
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authenticationmethod comeswith a unique set of advantages
and drawbacks.

More generally, it is possible to establish a criterion to
determine whether a MFA method adopted by the target ser-
vice is vulnerable to a BitM/MAitM attack. The criterion
may be stated as follows:

• LET S be a set of N devices (desktop, notebook, smart-
phone, tablet) in the hands of a legitimate owner;

• LET all N devices in the set be able to act as a terminal
to log in the target service.;

• LET them also be able to act as an accessory device to
complete the MFA (e.g. the second factor).

• IF the legitimate owner can access the account by a device
D in S which is able to provide to the owner only: a) a
webview of the web browser with all the functionalities
of a basic web navigation (navigate back and forward,
address bar, refresh); b) a keyboard; c) a pointing device
(mouse, touchscreen);

• AND IF during the MFA procedure the remaining N-1
devices in the set S, possibly involved in the procedure,
DO NOT require a physical connection (USB, Ethernet,
Wifi, Bluetooth, etc.) to D to successfully complete the
MFA,

• THEN the account is vulnerable to the BitM/MAitM
attack.

Based on such criterion and on practical experimentations,
Table 1 showswhichof the describedMFAmethods are prone
to be bypassed by MAitM technique.

To conclude, we believe that the existence of the above
described threat, should induce the vendors to reconsider the
entire PWA installation process and the authentication meth-
ods implemented.

8 Limits and constraints

It can be easily seen that, as it is proposed here, the attack
is mainly effective when addressed to a specific target. It
should also be noted that the limitations and constraints of
the MAitM attack are the same as those described in Section
9 of the previous BitM article [1].

9 Conclusion and future work

A trend to merge different virtual environments (desktop,
mobile, cloud, browser) into a single environment, func-
tionally indistinguishable by the final user, can be currently
observed. On the other hand this very trend could encourage
the development of criminal attacks exploiting the potential

confusion generated among the users about what is under
his/her control and what is not.

The present research work aimed at showing how a care-
ful integration of different technologies may allow a reversal
of the classic attack model: attracting the victim into a
well-crafted fraudulent environment totally controlled by
the attacker instead of manipulating the user or the ser-
vice provider systems. It also demonstrated how the defence
mechanisms of PWAs can be thwarted, together with some
multifactor authentication methods and the browser’s cross-
origin mechanisms [46], resulting in the confusion of the
victim about the system he/she is actually using.

Similar attack models can be mounted for desktop, server,
mobile, industrial and automotive contexts. In conclusion we
cannot but express the hope the browser, perhaps today’s
most important door for accessing the external world, will
be further fortified.
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