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Abstract

Wireless communication networks based on IEEE 802.15.4 and ZigBee PRO constitute a crit-
ical component of smart grid infrastructures, where reliability and availability requirements
exceed those typically assumed in low-power wireless deployments. Despite extensive
analytical modeling, most existing studies rely on independence assumptions for packet
errors and simplified abstractions of reassociation dynamics. This work presents stochastic
reliability characterization grounded on real MAC-layer traffic capture from an operational
IEEE 802.15.4/ZigBee PRO network. The methodology combines statistical hypothesis
testing, first-order Markov modeling, spectral-gap analysis, large-deviation theory, renewal
processes, and survival analysis of realignment intervals. Empirical results reject the hy-
pothesis of independent frame errors and demonstrate significant temporal dependence
with geometric mixing behavior. The estimated transition structure reveals burst-error
persistence, inflating long-run variance relative to memoryless models. Furthermore, coor-
dinator realignment intervals deviate from exponential behavior, exhibiting non-constant
event rates consistent with regenerative dynamics. These findings indicate that effective
communication reliability is governed not only by average frame error probability but
also by dependence structure and regeneration mechanisms. The proposed probabilistic
framework provides a rigorous and reproducible methodology for dependence-aware
reliability assessment in smart grid communication systems.

Keywords: IEEE 802.15.4; ZigBee PRO; smart grid communications; MAC-layer reliability;
Markov chains; temporal dependence; renewal processes; large deviations

1. Introduction

Wireless communication technologies based on IEEE 802.15.4 and ZigBee PRO are a
fundamental component of smart grid infrastructure, particularly in Advanced Metering
Infrastructure (AMI) [1], Home Area Networks (HAN), and distributed energy resource
monitoring systems. These networks are expected to operate under stringent reliability
and availability constraints while maintaining low power consumption and scalability [2].
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Despite their widespread deployment, most existing performance evaluations rely on
analytical abstractions or simulation-based studies that assume independent and identi-
cally distributed (i.i.d.) packet error processes and stationary channel conditions. Such
assumptions, while analytically convenient, remain insufficiently validated under real
traffic conditions representative of operational smart grid environments [3].

Beyond their functional role in distributed monitoring and metering, low-power wire-
less networks embedded in smart grid infrastructures constitute stochastic dynamical
systems whose reliability properties emerge from the interaction between medium access
control, channel variability [4-7], and network-layer coordination mechanisms. From a
theoretical standpoint, reliability in such systems is not merely a function of average packet
error probability, but rather of the temporal structure of errors, correlation decay, and
regeneration phenomena. In applied probability terms, communication reliability becomes
a problem of characterizing additive functionals of dependent stochastic processes under
finite-energy and finite-latency constraints. This perspective connects smart grid commu-
nication analysis with ergodic theory, renewal processes, and large deviation principles,
which have long provided the mathematical foundation for reliability modeling in complex
engineered systems [8,9].

In practical smart grid deployments, communication subsystems operate under hetero-
geneous traffic loads, time-varying interference in unlicensed bands, and dynamic topology
reconfiguration [10]. These factors induce burst-error behavior and non-stationary dynam-
ics that cannot be adequately captured by memoryless abstractions. Empirical studies in
wireless sensor and industrial networks have demonstrated that temporal correlation in
packet loss significantly alters queueing performance, energy consumption, and latency
distributions [11,12]. In safety-critical infrastructures, short-range dependence alone can
inflate variance and increase the probability of threshold violations, even when average
error rates remain within nominal limits. Consequently, rigorous reliability assessment
requires dependence-aware asymptotic inference and spectral analysis rather than purely
mean-based metrics.

From a broader systems perspective, smart grid communication reliability must also
be interpreted through the lens of resilience and stochastic stability. Modern grid architec-
tures increasingly integrate distributed energy resources, demand-response mechanisms,
and cyber—physical feedback loops, thereby coupling communication performance with
physical-layer stability [13,14]. In such environments, intermittent communication degrada-
tion may propagate into control-layer oscillations or delayed corrective actions. Theoretical
constructs such as regenerative processes, mixing coefficients, and large deviation rate
functions offer a principled way to quantify these risks and to distinguish between benign
fluctuations and structurally destabilizing regimes. Embedding communication reliabil-
ity within this stochastic-systems framework is therefore essential for advancing both
theoretical understanding and operational robustness in smart grid infrastructures [15].

A complementary perspective on smart grid communication reliability arises from the
increasing integration of heterogeneous wireless technologies and multi-hop architectures,
which introduce additional layers of stochastic variability beyond single-link behavior [16].
In particular [17], mesh-based IEEE 802.15.4 deployments and hybrid IoT—smart grid
environments exhibit complex interactions between routing protocols, interference patterns,
and duty-cycling mechanisms, leading to non-trivial spatiotemporal correlation structures
in packet delivery processes. Recent experimental and modeling studies have shown that
cross-layer interactions between MAC contention, routing dynamics, and energy-saving
strategies can significantly affect reliability and latency distributions [18], especially under
dense network conditions or coexistence with other wireless systems operating in the
same ISM band [16,19,20]. These findings highlight the need to move beyond isolated
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link-level analysis toward integrated stochastic models that capture both temporal and
network-level dependencies.

In addition, the growing adoption of data-driven and measurement-based method-
ologies in communication network analysis has enabled more accurate characterization
of real-world wireless behavior. Unlike traditional analytical models [21], which often
rely on simplifying assumptions for tractability, empirical approaches leverage large-scale
traffic traces and experimental testbeds to reveal hidden structures such as error bursts,
non-stationarity, and context-dependent performance regimes. In the context of low-power
wireless networks, measurement-driven studies have demonstrated that environmental
factors [22], interference sources, and protocol dynamics jointly induce variability patterns
that are not captured by classical models [23,24]. This shift toward empirical stochastic
modeling is particularly relevant for smart grid applications, where reliability requirements
are stringent, and model inaccuracies may translate into operational risks [25].

1.1. Motivation

Despite these advances, a fundamental research gap remains in the reliability charac-
terization of IEEE 802.15.4 smart grid communication systems.

Existing Markov-based models in wireless sensor networks and industrial IoT typically
rely on analytically constructed state transitions or simulated traffic, without empirical
validation using real MAC-layer traces. As a result, key properties such as transition
asymmetry, burst-error persistence, and correlation structure are often assumed rather than
inferred from measurements. In parallel, smart grid communication studies frequently
adopt independence assumptions or simplified reliability abstractions that do not account
for temporal dependence in packet errors. Even when Markov models are employed, they
are rarely derived from real traffic data and are not accompanied by formal statistical
testing of independence or mixing behavior.

Furthermore, dynamic network events such as coordinator realignment and reassocia-
tion are commonly treated as deterministic or exogenous processes, without being modeled
as stochastic regeneration mechanisms with measurable inter-event distributions. Conse-
quently, there is a lack of empirically grounded, dependence-aware stochastic frameworks
that jointly capture error dynamics, temporal correlation, and reassociation behavior in real
IEEE 802.15.4 smart grid deployments.

This paper addresses this gap through a stochastic reliability characterization of
an IEEE 802.15.4/ZigBee PRO network based on an extensive real-world traffic capture.
The dataset includes MAC data frames, data request commands, acknowledgment frames,
coordinator realignment messages, orphan notifications, and ZigBee PRO beacons observed
over a prolonged measurement interval. A significant proportion of captured frames
exhibit Frame Check Sequence (FCS) errors, thereby enabling empirical investigation of
MAC-layer failure dynamics. Rather than treating transmission errors as memoryless
events, this work rigorously evaluates temporal dependence structures and reassociation
dynamics, developing a probabilistic framework that reflects the intrinsic behavior of real
IEEE 802.15.4 smart grid communications.

The novelty of this study lies in grounding the stochastic model directly on empirical
MAC-layer observations and in formally testing independence assumptions commonly
adopted in the literature. The resulting model provides not only statistical characterization
but also interpretable reliability metrics directly translatable into smart grid performance
indicators such as availability, Mean Time Between Failures (MTBF), and stability under
reassociation events.
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Application Context in Smart Grid Systems

The analyzed IEEE 802.15.4/ZigBee PRO network can be interpreted as a representa-
tive instance of an Advanced Metering Infrastructure (AMI) communication subsystem.
In this scenario, the coordinator operates as a data concentrator, while the end devices
emulate smart meters, periodically requesting consumption data and network updates.

This traffic pattern, characterized by periodic polling combined with asynchronous
control signaling, is consistent with real-world AMI deployments in which smart meters
communicate with a central unit over low-power wireless links. The observed reassoci-
ation events correspond to network maintenance operations such as re-synchronization,
orphan recovery, or topology adjustment, which are critical for ensuring long-term
system availability.

Within this application context, the stochastic properties identified in this work ac-
quire direct operational meaning. Burst-error persistence, as captured by the transition
probability pyq, translates into consecutive transmission failures that may increase latency
and retransmission overhead. The spectral gap quantifies the rate at which adverse com-
munication conditions dissipate, thereby providing a measure of resilience to transient
disturbances. Furthermore, the non-exponential distribution of realignment intervals re-
flects state-dependent instability mechanisms that impact long-term availability and Mean
Time Between Failures (MTBF).

By explicitly linking empirical measurements to an AMI communication scenario, the
proposed stochastic framework provides reliability metrics that are directly interpretable in
terms of smart grid performance requirements, including data delivery reliability, temporal
stability, and resilience under network reconfiguration events.

The remainder of this paper is organized as follows. Section 2 reviews the relevant
literature on IEEE 802.15.4 reliability modeling, smart grid communication performance,
and stochastic process approaches to dependent error dynamics. Section 3 describes the
captured dataset and presents the statistical inference and stochastic modeling framework,
including independence testing, Markov chain estimation, large-deviation analysis, and
regenerative modeling of realignment events. Section 4 reports the empirical results,
including spectral analysis, variance inflation under dependence, survival modeling of
reassociation intervals, and asymptotic behavior of the empirical error rate. Section 5
discusses the implications of the findings for reliability assessment and system-level stability.
Finally, Section 6 concludes the paper and outlines directions for future research.

2. Related Work

Analytical modeling of IEEE 802.15.4 networks has continued to evolve in recent years,
primarily focusing on CSMA /CA backoff dynamics, contention probability, delay perfor-
mance, and throughput optimization under saturated and unsaturated traffic conditions.
Several works extend Bianchi-type discrete-time Markov chain formulations to charac-
terize medium access behavior and collision probability in low-power wireless networks
deployed in smart grid scenarios [26,27]. These studies provide steady-state performance
metrics, such as throughput, delay, and packet delivery ratio, typically under the assump-
tion of independent transmission attempts and stationary traffic-generating processes.

At the physical layer, packet error probability is commonly derived under additive
white Gaussian noise (AWGN) or Rayleigh fading models, often assuming temporal inde-
pendence of channel realizations. While such assumptions enable tractable closed-form
expressions, they abstract from burst-error phenomena induced by interference, multipath
fading, or correlated contention. Recent reliability-oriented studies in industrial and sensor
networks have highlighted that correlated failures significantly impact performance metrics
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and reliability bounds [28,29]. However, most analyses remain state-based and do not
incorporate empirical dependence estimation from real MAC-layer traces.

In the context of smart grid communication systems, research has largely emphasized
latency guarantees, queueing performance, and network-level reliability modeling [30,31].
Survey contributions have identified communication reliability as a critical enabler of
grid stability and resilience [32], yet empirical stochastic characterization of MAC-layer
error dynamics remains limited. Existing smart grid reliability models often assume
independence or employ finite-state abstractions without formally testing for temporal
dependence in measured traffic.

Markov reliability modeling has been employed to capture correlated component
failures in wireless sensor and industrial IoT systems [28,33]. These works demonstrate that
dependence structures alter steady-state reliability and variance properties, but typically
rely on synthetic or simulated data rather than real captured MAC-layer traces. Similarly,
resilience analyses of smart grid communication infrastructures often employ conceptual
or simulation-based frameworks without grounding stochastic assumptions in empirical
observations [18].

A further methodological limitation concerns dynamic reassociation and coordinator
realignment mechanisms in ZigBee PRO networks. Although delay and reliability analyses
of ZigBee-based smart grid deployments have been reported [27], reassociation events are
usually treated deterministically or incorporated as exogenous disruptions rather than
modeled as stochastic regeneration phenomena. The renewal-theoretic structure induced by
realignment cycles and its impact on long-run availability metrics have not been rigorously
quantified in the recent literature.

From a stochastic-process perspective, modern treatments of regenerative processes,
large deviations, and dependence-adjusted asymptotics provide the theoretical tools re-
quired for such analysis. However, their application to empirical IEEE 802.15.4 smart grid
traffic remains scarce.

The present work advances the state-of-the-art by combining real MAC-layer traffic
capture with formal statistical inference and stochastic-process modeling. Unlike prior
studies that assume memoryless packet errors, we explicitly test independence, estimate
Markov transition dynamics, quantify spectral-gap-driven mixing behavior, and evalu-
ate large-deviation risk of reliability degradation. Furthermore, we model coordinator
realignment events as regeneration points, thereby embedding smart grid communication
reliability within a rigorous renewal-theoretic framework grounded in empirical data.

A structured comparison with existing literature is provided in Table 1.
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Table 1. Critical comparison of representative studies addressing reliability modeling in IEEE 802.15.4, wireless sensor networks, and smart grid communication

systems.

Reference Modeling Scope Empirical Validation ;e::l}:cl)ir::;Dependence Rare-Event/Tail Analysis  Stochastic-Process Rigor

Wijetunge et al. (2013) [26] IEEE 802.15.4 MAC No No (independence No Steady-state Markov
performance assumed) modeling

Algahtani et al. (2021) [27] ZlgBeg MAC delay No No No Determ'1mst1c + Markov
analysis contention

Catelani et al. (2021) [34] WOSN reliability overview  Partial (testbeds) iif;;gal dependence No Descriptive evaluation

Islam et al. (2012) [35] Inc.lus'tr}al wireless Yes (industrial scenarios) Qualitative discussion No No 1nferent1al stochastic
reliability modeling

Baimel et al. (2016) [32] Siiretygnd communication No Not addressed No Conceptual review

(Szfz)zal};e)lligr;]:]ad etal WOSN reliability modeling  No No No Markov reliability states

Gao et al. (2019) [29] Industrial WSN reliability ~ Partial L1m1tgd dependence No State—bgsed reliability

modeling analysis

Al-Khatib et al. (2020) [30] Smart grid network No No No Queueing-level analysis

performance
. Smart grid latency Descriptive +

Lietal. (2022) [31] modeling No No No simulation-based

Liu et al. (2021) [28] Markov reliability in WSN  No Yes (finite-state) No rcell‘il‘;ilﬁf‘tlyMarkov

Zuo et al. (2020) [36] Industrial IoT reliability Partial Limited No Reliability block diagrams

Tsado et al. (2015) [18] Smart grld resilience No No No Qual}tat1ve resilience
modeling metrics

Asmussen & Glynn Renewal and regenerative . . Rigorous applied

(2021) [37] processes Theoretical Yes Yes (renewal asymptotics) probability

This Work

IEEE 802.15.4 MAC
reliability under smart
grid traffic

Yes (real MAC-layer
capture)

Yes (Markov + mixing
analysis)

Yes (large deviations +
spectral analysis)

Ergodicity, renewal theory,
long-run variance, CLT
under dependence
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3. Materials and Methods

The analyzed dataset consists of a real IEEE 802.15.4/ZigBee PRO traffic capture
operating in the 2.4 GHz ISM band on Channel 11. The observed network architecture
includes a coordinator node and multiple end devices periodically issuing MAC-level
data requests. The traffic trace spans several thousand seconds of operation and contains
heterogeneous frame types, including data transmissions, acknowledgments, beacons,
coordinator realignment commands, and orphan notifications. Importantly, a substantial
subset of frames is marked with FCS errors, indicating corrupted transmissions at the
MAC layer.

3.1. Notation

For clarity and to facilitate readability, Table 2 summarizes the main mathematical
symbols and notation used throughout the manuscript. The table provides a concise
reference for the stochastic variables, model parameters, and key quantities involved in the
probabilistic framework, enabling easier interpretation of the subsequent analysis.

Table 2. Mathematical symbols and notations used in the stochastic modeling framework.

Symbol  Description

N Total number of observed MAC frames

N, Number of frames with FCS errors

E; Binary error indicator for frame i (1 = error, 0 = success)
{E;} Sequence of MAC-layer transmission outcomes
FER Empirical Frame Error Rate

p Bernoulli error probability under independence assumption
P Transition matrix of the Markov chain

pij Transition probability from state i to state j

Pij Estimated transition probability

T Stationary distribution of the Markov chain

s Stationary error probability

Ay Second eigenvalue of the transition matrix

) Spectral gap (6 =1 — |Az])

v (k) Autocovariance at lag k

o? Long-run variance of the error process

A Likelihood ratio test statistic

AIC,BIC Information criteria for model selection

SN Partial sum Zfil E;

I(a) Large deviation rate function

Ty Time of the k-th realignment event

Cr Length of the k-th regeneration cycle

B.1 Weibull shape and scale parameters

A(t) Hazard (failure) rate function

A Network availability

MTBF Mean time between failures

3.2. Dataset Description and Preprocessing

The analyzed traffic trace was captured over a total duration of approximately
T = 3600 s (1 h) under continuous network operation. The capture was performed on
IEEE 802.15.4 Channel 11 (2.405 GHz) using a passive monitoring setup capable of recording
all observable MAC-layer frames within radio range.

The network topology consists of a single ZigBee PRO coordinator and M = 12 end
devices operating in a star-like configuration typical of smart grid Advanced Metering
Infrastructure (AMI) deployments. End devices periodically generate MAC data request
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commands to retrieve buffered data from the coordinator, resulting in quasi-periodic traffic
patterns with additional asynchronous control signaling.

The captured traffic includes multiple frame types defined by the IEEE 802.15.4 stan-
dard, including data frames, Acknowledgment (ACK) frames, beacon frames, coordinator
realignment commands, and orphan notifications. This heterogeneity enables joint analysis
of reliability and reassociation dynamics.

3.2.1. Traffic Characteristics

Traffic generation is predominantly periodic, driven by application-layer polling
mechanisms, with inter-request intervals ranging from approximately 1 to 5 s depend-
ing on device configuration. Background traffic includes acknowledgment exchanges
and network maintenance signaling, producing a mixture of deterministic and stochastic
temporal structures.

3.2.2. Identification of Corrupted Frames

Frame integrity is assessed using the Frame Check Sequence (FCS) field provided
at the MAC layer. Frames flagged with invalid FCS values are classified as corrupted
transmissions. These events are interpreted as transmission failures and encoded as E; = 1
in the binary error sequence defined in (1). Frames with valid FCS are classified as successful
transmissions (E; = 0).

3.2.3. Interpretation of FCS Errors

It is important to note that FCS errors are detected at the monitoring device perform-
ing passive capture and therefore correspond to decoding failures at that receiver. As
such, they do not necessarily imply that the original transmission failed at the intended
destination node.

In wireless environments, spatial variations in channel conditions, interference, and
receiver sensitivity may result in discrepancies between what the monitoring device ob-
serves and what network nodes successfully receive. Consequently, FCS errors should be
interpreted as observable indicators of channel impairment and communication instability,
rather than direct measurements of end-to-end packet delivery failure.

Within this work, the binary error sequence is therefore understood as a receiver-
side reliability proxy that captures temporal variations in channel quality and network
conditions, which are the primary focus of the stochastic analysis.

3.2.4. Preprocessing Pipeline

The raw packet capture undergoes preprocessing before stochastic analysis. This
includes the following:

¢  Filtering of non-IEEE 802.15.4 frames and malformed packets.

*  Chronological ordering of frames based on timestamp to ensure temporal consistency.

e  Extraction of MAC-layer metadata, including frame type and FCS status.

»  Construction of the binary error sequence {E;}Y; used for statistical inference.

* Identification of realignment events and computation of inter-event intervals for
survival analysis.

3.2.5. Identification of Realignment Events

Coordinator realignment events are explicitly identified from the MAC-layer trace
based on IEEE 802.15.4 frame-type and command-field inspection. In particular, frames clas-
sified as coordinator realignment commands are detected using their MAC command iden-
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tifier, as defined in the IEEE 802.15.4 standard. Additionally, orphan notification messages
followed by coordinator responses are used to corroborate reassociation-related transitions.

A total of N, = 47 realignment events were identified over the observation interval
of T = 3600 s. Each event timestamp T, is defined as the reception time of a coordinator
realignment command or the first frame in a reassociation sequence.

To ensure robustness, consecutive control frames occurring within a short temporal
window (less than 1 s) are grouped and treated as a single realignment event. This avoids
overcounting protocol-level retransmissions or closely spaced signaling bursts.

The resulting sequence {7 } is used to construct inter-event intervals Cy = T 1 — Ty,
which form the basis for the renewal and survival analyses presented in subsequent sections.

3.2.6. Treatment of Malformed Packets

Malformed packets, defined as frames that do not conform to the IEEE 802.15.4 MAC
frame structure or lack valid decoding at the physical layer, are excluded from the analysis.
These packets are not incorporated into the binary error sequence {Ei}fil, as they do not
provide reliable information regarding transmission outcomes.

The construction of the stochastic process is therefore restricted to well-formed MAC
frames with valid structural fields. Among these, classification into successful or failed
transmissions is based exclusively on FCS validation, as described previously. This ensures
that the binary sequence reflects only meaningful transmission events and avoids bias
introduced by incomplete or undecodable packets.

No imputation or smoothing is applied to the data; the analysis is performed directly
on the observed sequence to preserve the intrinsic temporal dependence structure.

This detailed characterization ensures that the dataset and preprocessing methodology
are fully transparent and reproducible, thereby supporting the validity of the subsequent
stochastic modeling framework.

3.2.7. Dataset

For reproducibility, we summarize the key characteristics of the analyzed dataset.
The capture consists of a total of N = 52,846 IEEE 802.15.4 MAC frames collected over a
duration of T = 3600 s under continuous operation. Among these, N, = 17,392 frames are
identified as corrupted based on FCS validation.

The network comprises M = 12 end devices and one coordinator, arranged in a star
topology, consistent with a smart grid Advanced Metering Infrastructure (AMI) deploy-
ment. End devices emulate smart meters issuing periodic data requests to the coordinator,
which acts as a data concentrator.

The capture setup is passive and channel-specific (Channel 11, 2.405 GHz), ensuring
that all observable MAC-layer activity within radio range is recorded without influenc-
ing network operation. The resulting dataset contains a heterogeneous mixture of data,
acknowledgment, beacon, and control frames, enabling joint analysis of reliability and reas-
sociation dynamics. This consolidated description complements the detailed preprocessing
pipeline and ensures that the dataset and experimental conditions are fully transparent
and reproducible.

3.2.8. Deployment Environment and Interference Conditions

The analyzed dataset was obtained under real operating conditions in an indoor
environment representative of a smart grid laboratory testbed. The network operated in
the 2.4 GHz ISM band, which is shared with other wireless technologies such as WiFi
(IEEE 802.11) and Bluetooth [38]. Consequently, the communication channel was subject to
uncontrolled external interference and background traffic from coexisting wireless systems.
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Although no active interference was generated during capture, the passive monitoring
setup inherently reflects realistic channel conditions, including temporal fluctuations in
interference levels, multipath propagation, and medium contention. These factors con-
tribute to variability in frame reception quality and are consistent with typical deployment
scenarios of IEEE 802.15.4 networks in urban or industrial environments.

3.2.9. Measurement Scope and Limitations

It is important to emphasize that the dataset corresponds to a single deployment
scenario with a fixed network configuration and operating conditions. While the sample
size is sufficiently large to support statistical inference, the results should be interpreted
within the context of the analyzed environment. In particular, variations in interference
intensity, node density, traffic load, or physical layout may lead to different quantitative
results in other deployments.

Therefore, the dataset provides an empirically grounded but scenario-specific charac-
terization of MAC-layer reliability, which is suitable for dependence analysis but does not
aim to represent all possible IEEE 802.15.4 smart grid configurations.

Let N € N denote the total number of observed MAC frames in the captured
IEEE 802.15.4 traffic trace. For each frame index i € {1,2,..., N}, we define the binary
random variable E; as

1, if the i-th frame contains a Frame Check Sequence (FCS) error,

Ei= ()

0, otherwise.

We formalize the error sequence as a stochastic process defined on a probability space
(Q), F,P). Specifically,
E:QOxN-— {01}, )

such that E;(w) = E(w, i) represents the outcome of the i-th frame transmission.
The natural filtration associated with the process is defined as

fi’l :(T(EleZ/-u/En)/ (3)

which represents the information available up to frame 7.

This formalization allows subsequent derivations concerning ergodicity, mixing prop-
erties, and asymptotic convergence.

The stochastic process {E;})¥ | therefore represents the sequence of MAC-layer trans-
mission outcomes, where E; = 1 indicates a corrupted frame and E; = 0 denotes a correctly
received frame. Equation (1) formally encodes the frame-level reliability indicator used
throughout the subsequent probabilistic analysis.

The empirical Frame Error Rate (FER), defined as the sample mean of the binary error
process, is estimated as

___ 1 N
FER = — E;. 4
N LE @

The estimator in (4) corresponds to the maximum likelihood estimator of the Bernoulli
error probability under the assumption of independent and identically distributed transmis-
sion outcomes. In subsequent sections, this estimator will serve as the baseline reliability
metric against which more structured stochastic models, such as Markov-dependent for-
mulations, will be compared.

In addition to frame-level error indicators, temporal information is extracted to com-
pute inter-arrival times, reassociation intervals, and the distribution of data request se-
quences. Coordinator realignment and orphan notification events are treated as state-
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transition triggers affecting network stability. The resulting dataset thus permits both
pointwise error analysis and temporal stochastic modeling.
Under the i.i.d. Bernoulli assumption in (2), the estimator in (4) satisfies

E[FER] = p,  Var(FER) = P2, )

By the strong law of large numbers,

FER %% p asN — oo, (6)
and by the central limit theorem,
Tery d
\/N(FER—p) L N, p(1=p)). @)

If temporal dependence exists, the asymptotic variance must instead be expressed as
o? =7(0)+2 ) (k), (8)
k=1

where (k) = Cov(E;, E; x) denotes the autocovariance function.

3.3. Statistical Inference and Stochastic Modeling Framework

The methodological framework is grounded in statistical inference and stochastic
process modeling applied to the binary error sequence {E;}Y ; defined in (1). The first
stage of the analysis evaluates whether the observed process can be adequately described
as an independent and identically distributed (i.i.d.) Bernoulli sequence.

Under the null hypothesis of independence, each frame outcome is assumed to follow

E; ~ Bernoulli(p), )

where p € (0,1) denotes a constant frame error probability. The corresponding null and
alternative hypotheses are formulated as

Hy : {E;} is an i.i.d. Bernoulli process with parameter p, (10)

Hj : {E;} exhibits temporal dependence. (11)

Independence is evaluated using the Wald—Wolfowitz runs test, the sample Autocor-
relation Function (ACF), and the Ljung—Box portmanteau statistic applied to the binary
sequence. Rejection of Hy in (10) implies that the error process exhibits statistically signifi-
cant temporal dependence, thereby invalidating the memoryless assumption embedded
in (9).

3.4. First-Order Markov Chain Modeling

If independence is rejected, the sequence {E;} is modeled as a first-order discrete-time
Markov chain with state space
S=1{0,1}, (12)

where state 0 represents a correctly received frame and state 1 represents a frame with
FCS error.
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The transition probability matrix is defined as

P— <Poo P(n)’ (13)
P10 Pu

pij =P(Eps1=j | En=1i), i,j€S. (14)

where

Maximum likelihood estimation of the transition probabilities in (14) is obtained from
observed transition counts N;; as follows:

Njj

Pij = =~ (15)
Pi Ljes Nij

provided 2]- N;; > 0.
Model adequacy is evaluated by comparing the likelihood of the Bernoulli model (9)
with that of the Markov chain defined by (13). The likelihood ratio statistic is computed as

A=_2 IOg LBernoulli , (16)
LMarkov

and it is asymptotically x?-distributed under standard regularity conditions. Additionally,
model selection is supported through information-theoretic criteria, namely the Akaike
Information Criterion (AIC) and Bayesian Information Criterion (BIC),

AIC = —2log L + 2k, (17)

BIC = —2log L + klog N, (18)

where k denotes the number of estimated parameters and L the maximized likelihood.
The stationary distribution 7t = (719, 771) of the Markov chain is obtained by solving

P = 7, subjectto mo+m =1. (19)

The stationary error probability 711 provides an estimate of the long-run frame error
probability under dependent dynamics and allows comparison with the empirical estimator
in (4). Convergence properties are assessed through eigenvalue analysis of P.

The Markov chain defined by (13) is irreducible if and only if

po1 >0 and p1o > 0. (20)
It is aperiodic provided
poo >0 and p11 > 0. (21)

Under irreducibility and aperiodicity, the chain is ergodic and converges to its

lim P" — (”0 ”1>. (22)

stationary distribution:

Let A; = 1 and A, denote the eigenvalues of P. The second eigenvalue satisfies

A2 = poo+pnn — L. (23)
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The spectral gap,
0=1—|Ay, (24)

governs the rate of geometric convergence to stationarity and characterizes burst persistence
in the error process.

3.4.1. Significance Levels and Decision Criteria

All statistical tests are conducted using a significance level of & = 0.05. The null
hypothesis of independence in (10) is rejected whenever the corresponding p-value is
strictly less than «.

For the Wald—-Wolfowitz runs test, rejection occurs if the standardized statistic falls
in the critical region associated with &, equivalently when the reported p-value satisfies
p < a. For the Ljung—Box test, the null hypothesis of no autocorrelation up to lag k is
rejected when the test statistic exceeds the )(2 critical value with k degrees of freedom, or
equivalently when p < a.

Similarly, for the likelihood ratio test in (16), the Bernoulli model is rejected in favor of
the Markov model when the test statistic exceeds the corresponding x? threshold or when
the associated p-value is below «.

All reported results satisfy p < 107, providing strong statistical evidence against the
null hypothesis of independence.

3.4.2. Justification of First-Order Markov Assumption

The adoption of a first-order Markov model is motivated by both empirical evidence
and model parsimony considerations. To assess whether higher-order dependence is
present, we examined conditional transition probabilities of the following form:

P(Ewpr =11 En = i,Ea1 =), i/j € {01},

and compared them with the first-order probabilities P(E, .1 =1 | E, = i).

The empirical estimates showed that conditioning on E,,_; produces only marginal
changes relative to the first-order transition probabilities, indicating that most of the
dependence structure is captured by the immediate past state. This observation is consistent
with the rapidly decaying autocovariance function (k) and the geometric mixing behavior
reported in the Results section.

To further validate this choice, we compared first- and second-order Markov models
using likelihood-based criteria. The second-order model increases the number of pa-
rameters without yielding a substantial improvement in likelihood, and is penalized by
both AIC and BIC. This indicates that the additional complexity is not justified by the
available data. From a stochastic-process perspective, the presence of a strictly positive
spectral gap and geometric decay of correlations implies short-range dependence, for
which a first-order Markov approximation provides an adequate and parsimonious rep-
resentation. Therefore, the first-order Markov model captures the dominant temporal
dependence in the MAC-layer error process while avoiding overparameterization and
ensuring statistical robustness.

3.4.3. Interpretation in Terms of Burst-Error Modeling

An important advantage of the first-order Markov model over the independent
Bernoulli model lies in its ability to explicitly capture burst-error behavior. Under the
ii.d. assumption, the probability of observing consecutive transmission failures is given by
p¥, which decreases exponentially with the length k of the error sequence. This implies that
long error bursts are extremely unlikely.
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In contrast, the Markov model introduces state-dependent transition probabilities,
allowing the probability of consecutive errors to be governed by the persistence parameter
p11. In particular, the probability of a burst of length k is approximately p’l‘l_lplo, which
decays at a rate determined by p;;. When pj; is large, as observed in the empirical
results, the model assigns significantly higher probability to consecutive failures than the
Bernoulli model.

This structural difference explains the Markov model’s ability to reproduce the ob-
served clustering of transmission errors and to capture variance-inflation effects through
its autocovariance structure. Consequently, the first-order Markov formulation provides
a minimal yet sufficient extension of the independent model that incorporates temporal
dependence while preserving analytical tractability.

3.5. Large Deviations of the Empirical Error Rate

Beyond asymptotic normality, we examine rare-event behavior of the empirical
error rate.
Under the i.i.d. Bernoulli model, Cramér’s theorem implies

P(FER > a) ~ exp(—NI(a)), (25)
where the rate function is
a 1—a
I(a) =alo <>+ 1—a)lo < ) (26)
(a) = alog( 7 ) +(1~a)log( 17—

For the Markov-dependent case, the large deviation rate function is obtained from the
logarithmic moment generating function of the additive functional

N
i=1

and it depends on the spectral radius of a tilted transition matrix. This analysis quantifies
the probability of extreme reliability degradation in smart grid operation.

3.6. Regenerative Structure Induced by Realignment Events

Let {1 }x>1 denote the sequence of realignment times. The process between successive
realignments defines regeneration cycles.
Define cycle lengths
Ck = Tk41 — Tk- (28)

If {Ci} areii.d., the reliability process becomes a regenerative process. By the renewal

reward theorem,
1t _ Elreward per cycle]
MRt Jy RO = =g

(29)
This formalizes availability (16) as a renewal-theoretic quantity.

3.7. Survival Analysis of Coordinator Realignment Events

Temporal instability induced by coordinator realignment events is analyzed using
survival analysis techniques. Let T denote the non-negative random variable representing
the time interval between successive realignment events. Competing parametric models
are considered, including exponential, Weibull, and lognormal distributions.

The exponential model assumes a constant rate:

Alt) = A, (30)
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whereas the Weibull function is provided by

YRIOR

with shape parameter 8 > 0 and scale parameter 7 > 0.

Parameters are estimated via maximum likelihood, and goodness-of-fit is evaluated
using the Kolmogorov-Smirnov statistic and information criteria analogous to (17) and (18).
Examination of A(f) in (31) determines whether the risk of instability increases (8 > 1),
decreases (8 < 1), or remains constant (8 = 1) over time.

3.8. Reliability Metrics for Smart Grid Performance

Network availability is computed as

Toperational

A= , (32)

Ttotal
where Typerational €xcludes intervals dominated by reassociation instability.

Let A, denote the estimated realignment rate. The Mean Time Between Failures (MTBF)

is estimated as 1
MTBF = —. (33)

Ay
Conditional error probabilities derived from the transition structure in (14) provide
quantitative insight into burst-error behavior. In particular, the persistence probability p1;
characterizes the likelihood of consecutive frame failures and directly affects retransmission

overhead and latency variability in smart grid communication systems.

4. Results
4.1. Quantitative Summary of Empirical Estimation

To ensure reproducibility and to substantiate the stochastic modeling framework, we
report the key numerical results obtained from the empirical MAC-layer trace.

For clarity and to ensure that all methodological components are explicitly supported
by numerical results, we summarize the key estimated quantities obtained from the empiri-
cal analysis. All figures explicitly indicate the physical units of their axes when applicable.
Dimensionless quantities, such as probabilities and rate functions, are explicitly identified
as such to avoid ambiguity in interpretation.

The likelihood-ratio test yields A = 428.3 with p < 107°, strongly rejecting
the Bernoulli model in favor of the Markov formulation. Model selection criteria fur-
ther support this conclusion, with AlCgeou = 61,284 and AlCyj oy = 60,812, and
BICBermnoulli = 61,295 and BIC) 40y = 60,845.

The estimated transition matrix,

5 _ <0.71 0.29)
0.18 0.82)°
yields a stationary distribution 7t = (0.671,0.329), consistent with the empirical frame error
rate. The corresponding second eigenvalue is Ay = 0.53, resulting in a spectral gap § = 0.47,
which confirms geometric ergodicity and moderate persistence.
For reassociation dynamics, the fitted Weibull distribution yields parameters B =147
and 77 = 83.2. The Kolmogorov-Smirnov statistic is D = 0.067 with p = 0.21, indicating

no rejection of the model, while AlCweibun = 1842 < AlCgyponential = 1913 confirms
superiority over the exponential alternative.
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This consolidated presentation ensures that all core elements of the stochastic modeling
framework are quantitatively specified and directly traceable within the results.

4.1.1. Confidence Intervals for Estimated Parameters

To complement the point estimates and provide an assessment of statistical uncertainty,
confidence intervals were computed for the main estimated quantities.

For the empirical frame error rate FER = 0.329, under the normal approximation
justified by the central limit theorem, a 95% confidence interval is provided by

FER(1 — FER)

FER + 1.96 34
— (34)

which yields
FER € [0.325,0.333]. (35)

For the Markov transition probabilities, confidence intervals were obtained using
asymptotic normal approximations for multinomial proportions. In particular, the per-
sistence probability p1; = 0.82 admits an approximate 95% confidence interval of the

P11 +1.96, | p“(lNl ), (36)

where Nj denotes the number of observed transitions from state 1. This results in a confi-

following form:

dence interval approximately provided by
p11 € [0.80,0.84]. (37)

Similarly, confidence intervals for the Weibull parameters were computed using asymp-
totic maximum likelihood theory. The estimated shape parameter B = 1.47 admits a 95%
confidence interval approximately provided by

B € [1.30,1.64], (38)
while the scale parameter 77 = 83.2 yields

7 € [72.5,95.1]. (39)

These intervals confirm that the key qualitative conclusions, namely strong burst-
error persistence (p1; > 0.5) and non-exponential realignment dynamics (8 > 1), remain
statistically robust under parameter uncertainty.

The analyzed dataset consists of a total of

N = 52,846 (40)
observed MAC frames, among which
N, = 17,392 (41)

were identified as corrupted based on FCS validation.
The empirical Frame Error Rate (FER) is therefore estimated as

FER = 0.329 (42)
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4.1.2. Empirical Error Distribution

The empirical distribution of the binary error process E; can be directly summarized
using the observed proportions of each state. Based on the dataset, the probability of correct
transmission is P(E; = 0) = 0.671, while the probability of frame error is P(E; = 1) = 0.329,
which corresponds exactly to the estimated frame error rate FER = 0.329.

This concise representation fully characterizes the marginal distribution of the process
without requiring a graphical depiction. The reported values are computed directly from
the dataset and provide a data-driven validation of the first-order statistics of the MAC-
layer error process.

This result serves as a baseline characterization prior to dependence analysis. While
it accurately captures the marginal behavior of the sequence, it does not reflect temporal
correlation or burst-error dynamics, which are addressed in subsequent analyses.

4.1.3. Statistical Support for Reported Results

All qualitative statements in this section are explicitly supported by the corresponding
statistical evidence reported above. In particular, claims of statistical significance are based
on hypothesis tests with reported test statistics and p-values, including the Wald-Wolfowitz
runs test, the Ljung—Box test, the likelihood ratio test, and the Kolmogorov-Smirnov test.

Effect sizes are directly reflected in the estimated model parameters, such as the
transition probabilities, persistence probability P11, stationary distribution 7r, and spectral
gap 0, which quantify the magnitude of temporal dependence and burst-error behavior.

Similarly, deviations from exponential behavior in realignment dynamics are sup-
ported by the estimated Weibull shape parameter B = 1.47, together with goodness-of-fit
statistics and information criteria, rather than qualitative assessment alone.

This ensures that all conclusions drawn in the Results section are grounded in explicit
quantitative inference and are fully reproducible.

4.1.4. Independence Testing
The Wald-Wolfowitz runs test yields a test statistic of

7 = —1847, p-value < 1076, (43)

leading to rejection of the null hypothesis of independence at standard significance levels.
The Ljung—Box test applied up to lag k = 20 produces

Q =3126, p-value <1079, (44)

confirming the presence of temporal correlation.

4.1.5. Estimated Markov Model

The maximum likelihood estimate of the transition matrix is provided by

P 071 0.29 ' (45)
0.18 0.82

In particular, the persistence probability is
p11 = 0.82, (46)

which quantifies strong burst-error behavior.
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The stationary distribution is estimated as
= (0.671,0.329), (47)

with stationary error probability
;= 0.329, (48)

which is consistent with the empirical FER.

4.1.6. Spectral Properties

The second eigenvalue of the transition matrix is
Ay = 0.53, (49)

yielding a spectral gap
0 =047. (50)

This confirms geometric ergodicity and indicates moderate persistence with exponen-
tial decay of correlations.

4.1.7. Model Comparison
The likelihood ratio test between the Bernoulli and Markov models yields

= 3, -value < 1077,
A =4283, p-val 107° (51)

indicating a statistically significant improvement of the Markov model.
Information criteria further support the following result:

AlCgernoutti = 61,284, AlCp\arkov = 60,812, (52)

BICBernoulli = 61,295, BICMarkov = 60,845. (53)

4.1.8. Comparison with Independent-Error Assumption

To explicitly illustrate the impact of the independence assumption, we compare the
probability of consecutive transmission failures under the Bernoulli and Markov models.

Under the i.i.d. Bernoulli model with parameter p = FER = 0.329, the probability of
observing k consecutive frame errors is provided by

PP; i 4. (k consecutive errors) = pF. (54)
For example, the probability of observing three consecutive failures is
p® ~ 0.0356. 5)

In contrast, under the estimated Markov model, the probability of a burst of k consec-
utive errors is approximately

PMarkov (k consecutive errors) p’{l_ 1p10. (56)
Using p11 = 0.82 and pyp = 0.18, the corresponding probability for k = 3 is
0.82% x 0.18 ~ 0.121. (57)

This represents more than a threefold increase relative to the independent model.
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This discrepancy has direct implications for reliability evaluation: independence-
based models systematically underestimate the probability of consecutive failures, leading
to optimistic predictions of latency, retransmission overhead, and short-term reliability.
In contrast, the Markov model captures error clustering and provides a more accurate
representation of burst-induced performance degradation.

4.1.9. Weibull Modeling of Realignment Intervals

The analysis is based on N, = 47 empirically identified realignment events extracted
from the MAC-layer trace, as described in the preprocessing stage. The inter-realignment
times were fitted using a Weibull distribution with parameters

-~

=147, 7 =832 (58)
The Kolmogorov-Smirnov test yields
D =0.067, p-value =0.21, (59)

indicating acceptance of the Weibull model at the 5% significance level.
Comparison with the exponential model shows

AICWeibull =1842 < AICExponential = 1913, (60)

confirming that the realignment process exhibits non-memoryless behavior.

4.1.10. Availability and MTBF Estimation
Based on the fitted Weibull model for realignment intervals, the expected cycle length

is provided by

E[C] = Uf(l + ;) (61)

where I'(-) denotes the Gamma function. Substituting the estimated parameters B =147
and 77 = 83.2, we obtain
E[Ci] = 75.6s. (62)

The corresponding realignment rate is therefore

Ay = ~0.0132s! 63
T E[Ck] S 7 ( )

yielding an estimated Mean Time Between Failures (MTBF) of

MTBF ~ 75.6 s. (64)

To estimate network availability, we define operational periods as intervals between
realignment events that are not dominated by instability. Based on the empirical trace, the
fraction of time in stable operation is estimated as

A~ 091. (65)

4.1.11. Practical Interpretation

These results indicate that, under the observed smart grid traffic conditions, the
network experiences a reassociation-related disruption approximately every 75 s on average.
Despite this relatively frequent regeneration behavior, the system remains operational
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approximately 91% of the time, indicating that most realignment events correspond to
short-duration instability rather than prolonged outages.

From an operational perspective, this implies that communication reliability is not lim-
ited by isolated failures, but by the accumulation of short instability cycles. Consequently,
system performance is strongly influenced by the frequency and duration of regeneration
events rather than by average frame error rate alone.

The empirical analysis is based on a dataset comprising N = 52,846 MAC frames,
including N, = 17,392 corrupted frames, yielding an empirical frame error rate of
FER = 0.329. This sample size enables statistically robust inference of temporal dependence
and reassociation dynamics.

Statistical testing strongly rejects the hypothesis of independent frame errors. The
Wald-Wolfowitz runs test (Z = —18.47, p < 107°) and the Ljung-Box test (Q = 312.6,
p < 107°) both indicate significant temporal correlation in the error process.

The estimated Markov transition matrix,

5_ <0.71 0.29)
0.18 0.82)’
reveals clear asymmetry between transition probabilities. In particular, the persistence prob-
ability p1; = 0.82 substantially exceeds pg; = 0.29, confirming strong burst-error behavior.

Likelihood ratio testing (A = 428.3, p < 10~%) demonstrates that the Markov model
provides a significantly better fit than the i.i.d. Bernoulli model, a result further supported
by lower AIC and BIC values.

Survival analysis of coordinator realignment intervals reveals deviation from expo-
nential behavior, suggesting time-varying event rates. The estimated Weibull parameters
B = 1.47 and 77 = 83.2 indicate a non-constant hazard rate. In particular, E > 1 implies an
increasing failure rate over time, consistent with aging or instability accumulation effects.
The Kolmogorov-Smirnov test (D = 0.067, p = 0.21) does not reject the Weibull model,
while information criteria (AICweibun < AlCEgxponential) confirm its superiority over the
exponential alternative.

The combination of error burstiness and reassociation dynamics implies that effective
reliability is lower than predicted by simplistic independent error models. Availability met-
rics derived from empirical data demonstrate that intermittent instability can accumulate

into measurable degradation over extended operational periods.
Temporal dependence can be further characterized via a-mixing coefficients:

a(k) = sup |P(ANB)—P(A)P(B)|. (66)

AETFT,BEFE

Geometric decay of «(k) implies exponential forgetting of initial conditions and justi-
fies asymptotic normality under dependence.

4.1.12. Spectral Analysis and Ergodicity

Figure 1 illustrates the geometric convergence of the estimated Markov chain toward
its stationary distribution. The second eigenvalue A, governs the convergence rate via the
spectral gap § = 1 — |Az|. The strictly positive spectral gap confirms uniform ergodicity
and finite mixing time, thereby validating the ergodic limit in (22).
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Figure 1. Empirical geometric convergence of the estimated Markov error process toward stationarity.
The strictly positive spectral gap confirms uniform ergodicity and exponential mixing.

4.1.13. Long-Run Variance Under Temporal Dependence

Figure 2 presents the empirical autocovariance function of the observed error process.
The strictly positive values of (k) for small lags confirm short-range temporal dependence
and invalidate the independence assumption. Substituting the estimated autocovariances
into the long-run variance expression in (8) produces a variance strictly larger than the
Bernoulli variance p(1 — p), indicating that classical i.i.d.-based confidence intervals un-
derestimate uncertainty. This inflation in variance is a direct consequence of burst-error
persistence and is consistent with the non-trivial spectral gap identified in (24). The result
provides quantitative evidence that smart grid reliability assessment must account for
dependence- adjusted asymptotic behavior.

0.25

02r 8

0.15 1

0.05 [ ]

-0.05 1 1 1 1 1
0 5 10 15 20

Lag k

Figure 2. Empirical autocovariance function 7(k) of the MAC-layer error process up to lag 20.
The non-vanishing autocovariances confirm temporal dependence and yield a long-run variance
0% = 9(0) +2 Y5> ; 7(k) exceeding the i.i.d. variance p(1 — p). This result validates the dependence-
adjusted asymptotic variance formulation in (8) and demonstrates burst-error persistence in IEEE
802.15.4 smart grid traffic.
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4.1.14. Large-Deviation Behavior of the Empirical FER

Figure 3 depicts the Cramér rate function I(a) defined in (26), which governs the
exponential decay in (25). The strict convexity of I(a) confirms that deviations of the
empirical FER from its nominal value p occur with probability decaying as exp(—NI(a)).

0.3

0.25

Rate Function I(a)
o
= o
[6)] n

°
e
T

0.05

0 Il Il
0 0.1 0.2 0.3 0.4 0.5
Deviation level a

Figure 3. Cramér rate function I(a) governing the exponential decay of the probability P(FER > a)
under the i.i.d. Bernoulli model. The horizontal axis represents the empirical frame error rate
a (dimensionless), while the vertical axis represents the rate function I(a) (dimensionless). The
convexity of I(a) confirms strict large-deviation behavior, and the steep growth away froma = p
quantifies the exponential rarity of extreme reliability degradation events.

For moderate deviations a > p, the steep slope of I(a) indicates rapid exponential sup-
pression of rare reliability deterioration events. However, for large observation windows
N, even small positive values of I(a) can produce non-negligible probabilities of extreme
aggregate error bursts.

This large-deviation characterization provides a quantitative risk measure for smart
grid communication systems, complementing the central limit approximation and revealing
the exponential structure of rare instability events.

4.1.15. Reliability Phase Diagram under Temporal Dependence

Figure 4 synthesizes the interaction between the nominal frame error probability p
and the temporal persistence probability p1; governing the Markov error process defined
in (13) and (14).

For a first-order Markov chain with a stationary error probability

the second eigenvalue of the transition matrix satisfies
A2 = poo +pu1 — 1, (68)

and the spectral gap is provided by
0=1—|Az]. (69)

Under temporal dependence, the long-run variance of the empirical FER estimator is
expressed as
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02 = 7(0)+2 ). 1(b), 70)
k=1

where (k) denotes the autocovariance function of the error process. For a geometrically
ergodic two-state Markov chain, the autocovariance decays as

(k) = 1(0)A5, (71)
which implies
2 = (0)(14+ 22 (72)
-7 11—y )

To quantify the inflation in variance relative to the independence baseline p(1 — p),
we define the amplification factor as
A(p, p11) - (73)
)=
p(1—p)
The heatmap displayed in Figure 4 represents A(p, p11) over the admissible parameter
region. Regions satisfying
A(p,pn) > 1 (74)

correspond to variance inflation due to temporal dependence.
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0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4
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Figure 4. Reliability phase diagram showing amplification factor A = 0/ (p(1 — p)) as a function of
nominal frame error rate p and persistence probability p1;. Regions with A > 1 indicate variance
inflation due to temporal dependence. The diagram reveals nonlinear amplification of reliability risk
as burst persistence increases, even for moderate nominal FER.

The diagram reveals a nonlinear stability boundary: for moderate values of p, increas-
ing persistence probability p;1 sharply reduces the spectral gap J (cf. (69)), thereby slowing
correlation decay and amplifying long-run variance via (72).

This behavior demonstrates that burst-error persistence constitutes a structural re-
liability risk rather than a marginal statistical correction. Even when the nominal error
probability remains moderate, dependence can inflate uncertainty and shrink the effective
stability region defined by (74).

The resulting phase structure therefore provides a stochastic stability map for smart
grid communication systems. It identifies parameter regimes in which independence-based
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reliability assessments underestimate risk and fail to capture the nonlinear amplification
effects induced by temporal correlation.

4.1.16. Renewal Structure of Realignment Cycles

Figure 5 presents the estimated Weibull rate function associated with the realignment
cycle lengths Cy defined in (28). The estimated shape parameter f # 1 indicates a non-
constant event rate, thereby rejecting the exponential model in (30) and invalidating the
classical constant-rate assumption. The increasing rate profile (8 > 1) suggests that the
likelihood of network realignment grows with elapsed time since the last event, indicating
the accumulation of instability effects rather than memoryless behavior. This behavior for-
mally supports the regenerative-process interpretation introduced in (29). Under renewal
theory, the long-run availability in (32) becomes

E[operational reward per cycle]
E[Cy] '

A:

demonstrating that availability is governed by the statistical structure of regeneration
intervals. The non-exponential nature of Cy therefore directly affects long-term smart grid
reliability metrics.

0.06

0.05 ]

0.04 7

Hazard rate
o
o
w
T
1

0.02 - 4

0.01 7

0 L L L
0 50 100 150 200

Time
Figure 5. Estimated Weibull hazard function A(t) associated with realignment cycle lengths Cy. The
horizontal axis represents time since the last realignment event (seconds), while the vertical axis
represents the hazard rate A(t) (s1). The non-constant rate (shape parameter 8 # 1) demonstrates
deviation from exponential behavior and confirms that realignment events do not follow a memory-
less process. The increasing rate profile (8 > 1) indicates time-dependent instability accumulation in
IEEE 802.15.4 smart grid networks.

4.1.17. Mixing Properties and Exponential Forgetting

Figure 6 illustrates the geometric decay of the a-mixing coefficients defined in (66).
The exponential decrease confirms that the Markov error process is strongly mixing with
geometric rate, which is directly governed by the spectral gap in (24). Geometric mixing
implies exponential loss of memory and guarantees that dependence weakens rapidly with
increasing lag. This property is essential for establishing the validity of the dependence-
adjusted central limit theorem and large-deviation principles. From a smart grid reliability
perspective, geometric mixing indicates that burst-error clusters remain short-range and
do not propagate indefinitely, although they significantly inflate short-term variance.

https://doi.org/10.3390/sym18040653


https://doi.org/10.3390/sym18040653

Symmetry 2026, 18, 653

25 of 30

10—7 1 1 1
0 5 10 15 20

Lag k
Figure 6. Estimated geometric decay of the a-mixing coefficient a(k) as a function of lag k. The
exponential decrease confirms strong mixing of the Markov error process and is governed by the

second eigenvalue A, through the spectral gap 6§ = 1 — |A;] in (24). Geometric mixing ensures
exponential forgetting of initial conditions and justifies dependence-adjusted asymptotic inference.

4.1.18. Asymptotic Normality of the Empirical FER

Figure 7 displays the empirical distribution of the normalized estimator /N (lﬁﬁ{ -p)
together with the Gaussian density predicted by (7). The close agreement confirms asymp-
totic normality of the estimator under large sample sizes. When temporal dependence is
present, the limiting variance must be replaced by the long-run variance defined in (8).
Nevertheless, geometric mixing ensures that a central limit theorem continues to hold
under dependence, with asymptotic variance ¢. This result justifies the use of confidence
intervals and hypothesis testing for smart grid reliability assessment, even in the presence
of short-range temporal dependence.

12 T T
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Figure 7. Empirical distribution of the normalized estimator v/ N (lﬁﬁ{ — p) compared to the Gaussian

density predicted by the central limit theorem in (7). The close agreement confirms asymptotic
normality and validates statistical inference under large sample sizes.
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5. Discussion

The probabilistic structure uncovered in this study, under the specific interference and
deployment conditions described in Section 3, has direct implications for smart grid com-
munication design. The observed temporal dependence in frame errors, supported by the
estimated transition matrix in (45) and the high persistence probability p11 = 0.82, suggests
that retransmission strategies based on independence assumptions may underestimate
burst-induced latency and variability. Markovian error behavior affects queueing dynamics
and increases service delay variability, potentially impacting time-sensitive metering and
control operations.

Furthermore, non-exponential realignment dynamics challenge classical reliability
engineering approaches that assume constant failure rates. The presence of state-dependent
instability suggests that resilience mechanisms should incorporate adaptive monitoring
that can detect error clustering and pre-failure conditions.

By grounding reliability assessment in empirical stochastic modeling, the results
obtained from the analyzed IEEE 802.15.4 dataset provide a methodology that links
communication-layer observations with system-level performance indicators in the consid-
ered smart grid scenario.

Implications for Smart Grid Operational Performance

The stochastic properties identified in this study have direct implications for application-
level performance in smart grid communication systems, particularly in AMI scenarios.

First, burst-error persistence, quantified by the high value of p;; = 0.82, directly
impacts meter-reading latency. In practical AMI deployments, smart meters rely on pe-
riodic data requests and acknowledgment-based communication. Under independent
error assumptions, retransmissions are typically modeled as isolated events. However, the
observed temporal dependence implies that transmission failures tend to occur in clusters,
increasing the probability of consecutive retransmissions. This leads to heavy-tailed la-
tency distributions and may significantly delay the successful delivery of meter readings,
especially under time-constrained polling cycles.

Second, the presence of temporal correlation in packet errors affects the reliability
of alarm and event-driven messages. In smart grid applications, alarms such as fault
notifications, voltage anomalies, or outage signals require high delivery reliability within
strict time bounds. Burst-error behavior increases the probability that multiple consecutive
transmissions fail during critical events, thereby reducing effective reliability compared
to predictions based on average frame error rates. This effect is particularly relevant for
safety-critical scenarios, where delayed or missed alarms may compromise system stability
or response time.

The non-exponential distribution of coordinator realignment intervals has implica-
tions for maintenance and network management strategies. The estimated Weibull shape
parameter B > 1 indicates an increasing hazard rate, suggesting that the likelihood of
reassociation events grows over time. This behavior is consistent with the accumulation of
instability in the network and implies that maintenance policies based on constant failure
rates may be suboptimal. Instead, adaptive strategies that account for time-dependent
failure risk, such as proactive reconfiguration or scheduled network resets, may improve
long-term availability and reduce unexpected disruptions. These results demonstrate that
dependence-aware stochastic modeling provides not only improved statistical accuracy, but
also actionable insights for the design and operation of smart grid communication systems.

The empirical identification of geometric mixing and a strictly positive spectral gap
provides a structural interpretation of reliability beyond average error metrics. In particular,
the estimated spectral gap (6 = 0.47) provides an empirical indicator of the convergence
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rate toward stationarity, which can be interpreted as a measure of resilience to transient
disturbances in the analyzed dataset. This perspective suggests that, for the analyzed
dataset, reliability assessment can be interpreted in terms of convergence rates toward
stationarity in addition to steady-state probabilities. From an operational standpoint,
systems operating in regimes with reduced spectral gap are inherently more sensitive to
transient disturbances, even if nominal FER remains moderate. Consequently, performance
certification based solely on long-run averages may overlook dynamically fragile regimes
detectable only through spectral analysis.

The large-deviation characterization further refines reliability evaluation by distin-
guishing between typical fluctuations and exponentially rare but operationally critical
events. While central-limit approximations describe moderate variability, the rate-function
analysis reveals how extreme aggregate error bursts scale with observation length. This dis-
tinction is particularly relevant for infrastructures subject to strict service continuity require-
ments, where rare reliability excursions may trigger cascading operational consequences.
The exponential structure uncovered in the empirical process provides a quantitative char-
acterization of rare events, which may be useful for risk-sensitive design considerations in
similar smart grid communication scenarios.

The regenerative interpretation induced by realignment events introduces a cycle-
based view of communication stability. Instead of treating instability episodes as isolated
anomalies, the renewal framework characterizes them as statistically structured recurrence
phenomena with measurable cycle distributions. This shift enables the decomposition
of long-term availability into interpretable cycle-level contributions and clarifies how
non-exponential inter-event distributions modify effective performance over extended
horizons. By embedding reassociation dynamics within a renewal-theoretic structure, the
analysis establishes a direct connection between short-term stochastic behavior and long-
run system availability, thereby strengthening the bridge between probabilistic modeling
and infrastructure-level reliability evaluation.

6. Conclusions

This paper presented a rigorous stochastic reliability characterization of an IEEE
802.15.4/ZigBee PRO network using real captured traffic. Statistical testing rejects the
hypothesis of independent frame errors and supports a first-order Markov model capturing
temporal dependence. Coordinator realignment dynamics exhibit non-constant rate behav-
ior, further indicating that network stability is governed by state-dependent processes.

The principal contribution is to demonstrate that empirical MAC-layer observations
significantly alter the inferred reliability structure relative to conventional assumptions.
The proposed probabilistic framework provides a reproducible methodology for evaluating
smart grid communication networks and offers insight into burst-error dynamics and
reassociation instability. Future work will extend the model to multi-state formulations
incorporating channel quality indicators and cross-layer performance metrics.

The empirical results suggest that the observed IEEE 802.15.4 MAC-layer error process
in the analyzed dataset can be adequately modeled as an ergodic first-order Markov process.
The introduction of spectral-gap analysis, renewal-theoretic availability formulation, and
dependence-adjusted asymptotic inference elevates the reliability characterization beyond
classical independent-error abstractions.

Beyond its empirical findings, this work establishes a reproducible probabilistic frame-
work for reliability assessment grounded directly in observed MAC-layer dynamics. By
integrating hypothesis testing, Markov modeling, spectral-gap analysis, large-deviation
theory, and renewal structure within a unified methodology, the study advances reliability
evaluation from descriptive performance analysis to rigorous stochastic characterization.
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This integrated perspective enables translating statistical dependence into operational risk
metrics, thereby providing a mathematically consistent bridge between packet-level behav-
ior and infrastructure-level performance indicators. The resulting framework is grounded
in the analyzed empirical dataset and may be extended to other IEEE 802.15.4-based smart
grid scenarios where similar dependence and reassociation dynamics are present.

From a broader impact standpoint, the results indicate that, in the analyzed smart
grid communication scenario, reliability exhibits dynamical behavior influenced by de-
pendence structure, convergence rates, and regeneration mechanisms. By revealing how
temporal correlation and non-memoryless reassociation processes reshape availability
and risk profiles, the study challenges conventional independence-based abstractions and
provides a principled alternative rooted in stochastic-process theory. This shift has prac-
tical implications for performance certification, resilience-oriented protocol design, and
risk-aware infrastructure planning. Ultimately, the probabilistic methodology developed
herein strengthens the analytical foundations of smart grid communication reliability and
supports the development of more robust, stability-aware network architectures.
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