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Abstract

(1) Background: Phishing remains a pervasive and economically damaging cyberthreat.
The dominant detection paradigm has moved toward deep neural and transformer-based
classifiers, a literature that reports high accuracy and that does not, in general, expose a
per-decision justification, whereas interpretability and auditability are increasingly required
in regulated environments; no comparison against transformer-scale detectors is made in
this paper. This work asks how far a fully interpretable detector can close the accuracy gap
to an opaque text classifier while preserving per-decision explanations, and what such a
detector returns that accuracy alone does not measure. (2) Methods: HIEF, an interpretable
evidence-fusion framework, is presented. Each email is represented by eighteen human-
readable signals: fourteen structural and linguistic cues and four lexical aggregates derived
from a published sparse log-odds lexicon. The signals are fused by three transparent layers,
namely an Li-regularized logistic model, a shallow interaction-rule tree, and a calibrated
Dempster—Shafer stage that reports belief, disbelief and ignorance masses together with an
order-invariant global conflict coefficient derived in closed form. A logistic meta-learner
fitted on out-of-fold component scores integrates the three layers. The evidential layer
uses a type-aware calibration in which discrete signals are calibrated on their attainable
values and continuous signals by isotonic regression. Evaluation uses 38,908 public emails,
38,512 of them after exact-duplicate removal, with near-duplicate control, group-aware
partitioning, ten repeated splits, a source-held-out protocol, a two-class cross-source test
set, a component ablation and a human audit of 100 messages annotated independently by
two evaluators. (3) Results: Under group-aware partitioning, HIEF attains an F; of 0.855
and the strongest term frequency-inverse document frequency (TF-IDF) baseline 0.954; a
compact character n-gram neural reference model, evaluated over the same ten partitions,
attains 0.973. The linear layer alone attains 0.872, so the two fusion layers do not improve
accuracy over it, and the paired difference of 0.017 excludes zero. Type-aware calibration
raises the evidential layer from 0.771 to 0.780 and more than halves its partition-to-partition
standard deviation, but does not make it competitive; the weakness, therefore, lies in the
fusion formulation rather than in the binning. What the evidential layer does supply is a
decomposable account of decision uncertainty: the ignorance mass separates errors from
correct decisions, 0.265 against 0.175. The human audit reaches an inter-annotator Cohen’s
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kappa of 0.950 over the five categories before adjudication, and shows that the permissive
corpus label agrees with human phishing judgment at a Cohen’s kappa between 0.18 and
0.21, against 0.70 to 0.77 for the automatic strict rule; the audited block is annotated by
two of the authors and its human positives are confined to the advance-fee family, so the
audit is a bounded comparison of label assignments and not an independent annotation
study. (4) Conclusions: HIEF is positioned as an uncertainty and explanation framework
rather than as an accuracy-improving fusion method, since the measured accuracy cost of
the fusion layers is not compensated by an accuracy gain. Quantifying how much of the
performance reported on these widely used corpora is attributable to template leakage and
to label permissiveness is a contribution independent of the detector itself. Cross-source
operation has not been demonstrated: specificity falls to 0.041 on an unseen collection, so
all evaluation reported here is proof-of-concept and no operational deployment claim is
made. The Spanish-language evaluation rests on a small and entirely positive subset and is
reported as preliminary.

Keywords: phishing detection; interpretable machine learning; Dempster—Shafer evidence
fusion; uncertainty decomposition; email security; explainable Al; log-odds lexicon; label
validity; data leakage

1. Introduction

Phishing is a social-engineering attack delivered predominantly through electronic
mail, in which an adversary impersonates a trusted entity to induce a victim to disclose con-
fidential information or to execute malicious content. Unlike attacks that exploit software
vulnerabilities, phishing targets human cognition and, therefore, does not require advanced
technical capability on the part of the attacker, which makes it both highly accessible and
difficult to eliminate [1,2]. The scale of the problem has grown sharply: annual phishing
reports remained below 200,000 from 2013 through 2019, surpassed 500,000 by the end of
2020, and exceeded 1.5 million by 2023 [3].

The associated economic impact is severe. The Verizon Data Breach Investigations
Report attributes the large majority of confirmed breaches to a human element, of which
phishing is the dominant vector [4]. The IBM/Ponemon Cost of a Data Breach Report
places the global average cost of a breach in 2022 at USD 4.35 million [5], and the Internet
Crime Complaint Center of the Federal Bureau of Investigation reports adjusted losses
from business email compromise in the billions of dollars for the same period [6]. The three
quantities are cited separately because each comes from a different source.

Contemporary mail providers filter the overwhelming majority of malicious messages.
The operator of the largest consumer mail service reports that its automated defenses stop
more than 99.9 percent of spam, phishing and malware, corresponding to nearly fifteen
billion unwanted messages per day [7]. This is a vendor-reported operational statistic
rather than an independently audited measurement, and it is used here only to motivate
the existence of a residual risk surface. The residual fraction that evades filtering reaches
end users without any accompanying indication of risk. This observation motivates a
complementary line of defense: lightweight, on-device or gateway-level detectors that
not only classify a message but also communicate why it was flagged. In high-stakes or
regulated environments, the ability to justify an automated security decision in human-
readable terms is increasingly a governance requirement rather than a design preference.
An opaque classifier that emits only a probability provides no basis for an analyst to audit,
contest, or learn from its output.
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Phishing is not a monolithic phenomenon, and the heterogeneity of its subtypes is
part of what makes detection difficult. Mass-distributed campaigns cast a wide net with
generic lures, whereas spear-phishing targets specific individuals with personalized context,
and business-email-compromise attacks impersonate executives or vendors to authorize
fraudulent transfers. Advance-fee fraud, of which the Nigerian-letter genre is the canonical
example, relies on a narrative of unexpected wealth and urgency. These subtypes differ
in their surface features. Some are lexically florid and easily separable, while others are
terse and structurally indistinguishable from legitimate correspondence. A detector that
depends on a single class of signal will, therefore, perform unevenly across subtypes.
Part of the design rationale adopted here is that fusing heterogeneous signals provides
robustness across this spectrum. Transparent fusion additionally allows an analyst to see
which subtype a given decision corresponds to.

The dominant research trend has moved in the opposite direction. State-of-the-art
phishing detectors increasingly rely on deep neural architectures and large pre-trained
language models that achieve excellent benchmark accuracy at the cost of interpretability,
substantial computational demand, and a dependence on large labeled corpora [8,9]. This
creates a practical tension. On one hand, simple text classifiers built on term-frequency rep-
resentations already attain near-perfect benchmark scores. On the other hand, neither these
nor their deep-learning successors expose the reasoning behind an individual decision.

This work addresses two questions. The first is how far can a fully interpretable
detector close the accuracy gap to an opaque text classifier, while preserving per-decision
explanations? The second follows from the answer to the first: if the interpretable detector
does not win on accuracy, what does it return that an accuracy comparison does not mea-
sure? Both questions are answered with HIEF, an interpretable evidence-fusion framework.
The central design principle adopted here is that interpretability and competitive accuracy
are not mutually exclusive if (i) hand-engineered signals are augmented with a small and
auditable lexical representation rather than a high-dimensional opaque one, and (ii) these
signals are combined through fusion operators that are themselves transparent and that
explicitly represent uncertainty. The evidence reported below supports the first half of that
principle and not the second: the compact lexical representation buys accuracy, whereas the
two fusion layers do not. HIEF is, therefore, presented as an uncertainty and explanation
framework, and the accuracy of its linear layer is reported as the operative accuracy of
the approach.

A second contribution is reported here as a finding of equal standing, and it concerns
the benchmark rather than the detector. The public corpora on which phishing detectors
are conventionally benchmarked contain large families of templated campaigns, forwarded
threads and mailing-list traffic, and their distributed labels pool unsolicited commercial mail
with credential phishing. When a message and its near-duplicate fall on opposite sides of a
stratified split, the resulting scores measure memorization of templates rather than detection
of phishing. Template leakage is quantified here at 0.084 F; points for the interpretable
detector and 0.034 for the strongest opaque baseline. A human audit of 100 messages,
annotated independently by two evaluators, further shows that the distributed label agrees
with human phishing judgment at a Cohen’s kappa between 0.18 and 0.21. Because an
auditable lexicon makes the responsible tokens visible, an interpretable detector is a usable
instrument for diagnosing both problems, and it is usable for that purpose whether or not
it wins an accuracy comparison.

The contributions of this paper are the following:

1.  The arbitrary, hand-assigned weights of a conventional heuristic phishing scorer are
replaced by statistically learned weights obtained from an L;-regularized logistic
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model. The fitted model yields sparse, sign-interpretable coefficients with bootstrap
confidence intervals.

2. A compact, published lexical representation is introduced: four human-readable
aggregate features computed from a sparse log-odds lexicon. These features recover a
substantial part of the discriminative power of a 20,000-dimensional term frequency-
inverse document frequency (TF-IDF) vector while remaining fully auditable token
by token.

3. Phishing detection is formulated as an evidence-fusion problem, and a calibrated,
continuous Dempster-Shafer stage is developed under a type-aware calibration in
which discrete signals are calibrated on their attainable values and continuous signals
by isotonic regression. A global conflict coefficient is derived in closed form; it is
provably invariant to the order in which sources are combined, whereas the pairwise-
sum measure used in earlier formulations is not (Proposition 1).

4.  The two fusion layers are evaluated against the linear layer on quantities other than
F;, namely the decomposition of decision uncertainty into an ignorance mass and
a conflict mass, the separation of those quantities between correct and incorrect
decisions, and selective risk under a coverage constraint. The accuracy comparison
and the uncertainty comparison are reported together, including where the fusion
layers lose.

5. The validity of the benchmark itself is quantified: the contribution of template leakage
to reported performance, the contribution of corpus-exclusive vocabulary, the collapse
of specificity under a genuine source shift, and the agreement between the distributed
label, an automatic strict phishing rule and independent human annotation of 100 mes-
sages by two evaluators.

The remainder of the paper is organized as follows. Section 2 reviews related work.
Section 3 describes the corpora and preprocessing. Section 4 presents the HIEF algorithm
in full. Section 5 details the experimental protocol. Section 6 reports results. Section 7
discusses implications and limitations, and Section 8 concludes.

2. Related Work
2.1. Rule-Based and Heuristic Detectors

Early phishing detection relied on hand-crafted rules over message headers, URLs,
and body content [2,10,11]. Such systems are transparent and computationally inexpensive,
and they remain widely deployed in production mail gateways. Their principal weakness
is brittleness: weights and thresholds are typically set by expert judgment rather than
learned, and the signals are treated as independent and additive, which fails to capture
the conjunctions of weak indicators that characterize many attacks. Subsequent feature-
selection studies refined which signals carry the most discriminative power [12,13]. HIEF
retains the transparency of this tradition while addressing both weaknesses through learned
weights and non-additive fusion.

2.2. Classical Machine Learning

A large body of work applies classical learners to bag-of-words or TF-IDF represen-
tations of email text [9,10,14-16]. These methods are strong baselines and, as confirmed
below, attain very high benchmark accuracy. Semantic and clustering-based feature con-
structions have also been explored to move beyond raw term frequencies [17,18]. However,
a TF-IDF model with tens of thousands of dimensions is not interpretable in any practical
sense. Although each coefficient is individually inspectable, the decision for a given mes-
sage is distributed across hundreds of sparse activations, and the representation overfits
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corpus-specific vocabulary. The lexical aggregates proposed here deliberately compress
this representation into four human-readable quantities backed by a published lexicon.

2.3. Deep Learning and Neural Models

Recent approaches employ convolutional and recurrent networks and, more recently,
transformer-based language models fine-tuned for phishing detection [8,19,20], and large-
scale studies have characterized enterprise-level lateral phishing that evades conventional
filters [21]. This literature is described here as context and not as a comparison. No pre-
trained transformer was fine-tuned in this study, so no measured claim is made about
the accuracy, the parameter count, the latency or the memory footprint of transformer-
scale detectors relative to HIEF, and no such comparison appears in the motivation, in the
contributions, or in the conclusions of this paper. Table 1 positions the families of the
literature against one another qualitatively, on properties reported by the cited work itself
rather than measured here, and no number anywhere in this paper is derived from it.
The neural comparison that is reported is confined to a model that was actually trained here
under the identical protocol: a compact character n-gram multilayer perceptron trained
from scratch on this corpus, described in Section 5.2. Section 7.8 records the absence of a
pre-trained transformer baseline as a limitation of the study.

2.4. Evidence Theory in Security

The Dempster—Shafer theory of evidence provides a principled framework for combin-
ing uncertain and possibly conflicting sources of information [22-24]. It has been applied
to intrusion detection and sensor fusion, where the explicit representation of ignorance
is valuable, and neural-network classifiers grounded in evidence theory have also been
proposed [25]. Its application to interpretable phishing detection, in which each linguis-
tic or structural signal is treated as an evidential source with a calibrated reliability, is
comparatively underexplored and is a methodological focus of this paper.

Table 1. Qualitative positioning of HIEF against representative families of prior work along four axes:
whether the weights are learned, whether a per-decision explanation is available, whether uncertainty
is modelled, and the size of the representation. The entries for the prior families are properties
reported by the cited work, not quantities measured in this study; in particular, the representation
size of the deep and transformer family is not a measurement made here, and no number in this
paper is derived from this table.

Approach Learned Per-Decision Uncertainty Repr.
Weights  Explanation Modeled Size
Hand-crafted rules [10,11] no partial no small
Classical ML (TF-IDF) [14,15] yes no no large
Deep/transformer [8,19] yes no no very large
Evidence-theoretic [25] partial partial yes varies
HIEF (this work) yes full yes compact

The appeal of evidence theory in this context is that it distinguishes between the
absence of evidence and evidence of absence. A classical probabilistic score must commit
all of its mass to one of two hypotheses, and it, therefore, cannot express the state in
which there is little basis on which to judge a message at all. That state is both common
and operationally important, since it identifies the messages that should be escalated
to human review. By retaining a mass on the full frame of discernment, the Dempster—
Shafer formulation represents this ignorance explicitly. Furthermore, the conflict coefficient
produced by Dempster’s rule of combination provides a built-in diagnostic of disagreement
among signals, which has no direct analog in an additive score. Both properties are
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exploited here. The residual ignorance mass and the accumulated conflict become first-class,
inspectable outputs of the detector rather than internal quantities discarded at decision time.

2.5. Interpretability and Explainable Al

The growing emphasis on accountable automated decision-making has renewed
interest in models that are interpretable by construction rather than explained post hoc
through methods such as LIME [26] and SHAP [27], which approximate an opaque model’s
local behavior after the fact [28,29]. The distinction drawn in the methodological literature
is adopted here, between transparency, which is a structural property of a model and can be
established by inspection, and explanation usefulness, which is a property of an interaction
between an explanation and a reader and can only be established empirically [30,31]. This
paper establishes the former and measures explanation stability; it does not establish
the latter.

2.6. Positioning of the Present Work

The literature can be read as occupying two poles. At one pole are transparent
but representationally impoverished rule systems; at the other are accurate but opaque
statistical and neural models. Comparatively little work attempts to occupy the middle
ground deliberately, retaining the auditability of the former while importing enough of the
representational power of the latter to be competitive. The closest conceptual neighbors are
interpretable-by-design classifiers and evidence-theoretic fusion, but their combination for
phishing detection, with a published lexicon that makes the lexical contribution auditable
and a calibrated evidential layer that represents uncertainty, does not appear to have been
studied. This paper characterizes that middle ground precisely, including a measured
accounting of what it costs in accuracy and what it returns in transparency.

Table 1 situates HIEF against representative prior approaches along the axes that this
paper argues are decisive.

3. Materials
3.1. Corpora

The evaluation corpus is constructed from three publicly available email collections
that are widely used in the phishing- and spam-detection literature. All three are taken
from a single public compilation [32], which redistributes each collection as a parsed
comma-separated file. The three files do not carry the same fields. The Enron file retains
subject, body and label only, whereas the SpamAssassin and advance-fee fraud files ad-
ditionally retain a sender, a recipient and a date; the consequence for the sender-derived
signals is stated in Section 3.2. The primary source of each collection is cited separately
below. The Enron material is the Enron—-Spam derivative [33,34], in which the legitimate
messages are genuine corporate correspondence and the malicious messages were collected
independently and pooled with them; they are not injected into mailboxes in any sense that
preserves conversational context. The SpamAssassin collection contributes a mixture of
legitimate (ham) and unsolicited or malicious messages with header metadata. Its non-ham
categories are unsolicited commercial mail rather than phishing as such. The Nigerian
Fraud collection consists entirely of advance-fee fraud messages and supplies the attack
family used in the external protocol of Section 5.1.2.

After parsing and removing records with missing or non-binary labels, the combined
corpus comprises 38,908 messages: 19,026 labeled phishing or malicious and 19,882 labeled
legitimate. Table 2 summarizes the composition.
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Table 2. Composition of the evaluation corpus after parsing and label cleaning.
Collection Phishing Legitimate Total Role
Enron-Spam 13,976 15,791 29,767 train/val/test
SpamAssassin 1718 4091 5809 train/val/test
Nigerian Fraud 3332 0 3332 train/val/test; unseen in the external protocol
Total 19,026 19,882 38,908 —

3.1.1. Provenance of the Collections and Definition of the Positive Class

Unsolicited commercial mail, malware-bearing mail and credential phishing are dis-
tinct phenomena, and pooling them under a single positive label risks training a classifier
that separates registers rather than intent. Table 3 documents, for each collection, the source
file, the original class labels as distributed, the mapping rule and the number of records
removed at each cleaning step, so that the final corpus can be reconstructed exactly.

Table 3. Provenance, label mapping and cleaning of every source collection. Counts are those
obtained by re-running the released pipeline.

Collection Source File Original Classes — Mapping Phish. Legit.
Enron-Spam Enron.csv 1 — malicious; 0 — legitimate 13,976 15,791
SpamAssassin  SpamAssasin.csv 1 — malicious; 0 — legitimate 1718 4091
Nigerian Fraud Nigerian_Fraud.csv all — advance-fee fraud 3332 0
Records with a valid binary label 19,026 19,882
Exact duplicates removed (normalized SHA-256 of subject 4 body) 396

Records entering the experiments 38,512
Near-duplicates grouped rather than removed (Section 5.1.1) 27,125 groups

Provenance and period of each collection. The Enron material is the Enron-Spam derivative of Metsis et al.,
whose legitimate messages are drawn from the Enron corpus described by Klimt and Yang; the distributed file
retains only subject, body and label, so no message-level timestamps are available. The SpamAssassin file retains
a parseable date header for 5727 of its 5809 records; excluding malformed headers, the central 98 percent of those
dates fall between July 2001 and December 2002, and 95 percent of the collection is dated 2002. The Nigerian
Fraud file retains a parseable date header for 2850 of its 3332 records; excluding malformed headers, the central
98 percent fall between December 2001 and August 2007. The SHA-256 digest, record count and label distribution
of each source file are recorded in the released archive. The three files were obtained on 12 January 2026 from the
public compilation released by Alam [32].

3.1.2. Re-Evaluation Under a Strict Phishing Definition

The pipeline is repeated under a strict target. A message is positive if and only if
it carries an explicit deceptive claim about the identity of its sender or about the nature
of the transaction it solicits, which covers credential phishing, advance-fee fraud and
payload delivery under a false pretext. Messages carrying a positive label but no such
claim, predominantly pharmaceutical and commercial spam, are removed from the corpus
rather than relabeled, since their correct treatment in a phishing-specific system is out
of scope. The rule is applied automatically from a published marker list released with
the code, and it operates on the 38,512 records that remain after exact-duplicate removal
rather than on the 38,908 records carrying a valid binary label. It removes 14,322 originally
positive records and leaves 24,190 messages, of which 4627 are positive and 19,563 negative.
A reader who subtracts 14,322 directly from the 19,026 positives of Table 2 should, therefore,
expect a discrepancy of 77 positive and 319 negative records; these are the exact duplicates
itemized in Table 3.

Unless stated otherwise, every result reported in Sections 6 and 7 uses the permissive
label of Table 3, which is the label under which the prior literature on these collections
reports its scores and is, therefore, the only basis on which the numbers reported here
are comparable to published ones. Section 3.1.3 measures how far that label departs from
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human phishing judgment, and the departure is large; the permissive numbers are retained
for comparability and are read throughout as measurements of a permissive benchmark
rather than as estimates of phishing detection.

Table 4 reports headline results under both definitions. Performance under the strict
definition is higher for both model families, because the retained positives are the lexically
florid ones. HIEF attains an F; of 0.946 against 0.985 for the strongest opaque baseline,
the mean of three group-aware partitions, seeds 42 to 44.

Table 4. Headline results under the permissive label of Table 3 and under the strict phishing definition
of Section 3.1.2. All values use group-aware partitioning. The permissive column is the mean over
ten group-aware partitions, seeds 42 to 51; the strict column is the mean over three, seeds 42 to 44.
AUC-PR denotes the area under the precision-recall curve.

Permissive Label Strict Phishing Label
Model F AUC-PR F AUC-PR
HIEF (full) 0.855 0.945 0.946 0.983
SVM-TFIDF 0.954 0.996 0.985 0.999

3.1.3. Human Audit of the Label

An automatic rule built from lexical markers can reproduce the very lexical biases
that the classifier later exploits, so the strict rule cannot validate itself. A human audit
was, therefore, conducted. Two evaluators annotated independently, each from a blind
sheet carrying only the message identifier, the subject and a body excerpt, in an order
randomized independently for each evaluator; the distributed label, the source collection
and the automatic strict assignment were withheld. Both applied the same five-category
codebook, which is released with the archive: credential phishing, advance-fee fraud,
malware or payload delivery, unsolicited commercial mail, and legitimate. The first three
categories constitute the strict positive class.

The audit covers 100 messages, and how those 100 were reached is stated exactly rather
than described as a fresh draw. A stratified random sample of 400 messages was prepared
first, and in an initial pass each evaluator worked through the head of an independently
randomized sheet, covering 45 and 57 messages with an overlap of only six. Agreement
cannot be estimated on six messages, so a block of 100 was then fixed: the 96 messages
covered in the initial pass, plus four drawn at random from the remainder of the 400. Both
evaluators completed that block in full, each in a fresh randomized order, with their own
earlier answers carried in and revisable; the second evaluator never saw the answers of the
first. The block is, therefore, a subset of the stratified sample that is unrelated to message
content, but it is not independent of the initial pass, and it is reported as such. Of the
100 messages, 78 come from the Enron collection, 14 from SpamAssassin and 8 from the
advance-fee collection, and 58 carry a positive distributed label.

The two evaluators are authors of this paper. No independent annotator was available
to us, and that is stated here rather than left to inference: the evaluators are not blind to the
design of the automatic strict rule the audit is used to assess, which bounds the exercise
and is recorded among the limitations. Both worked from blind sheets and neither saw
the other’s answers, so the inter-annotator agreement reported below is unaffected by that
dependence; the comparison against the strict rule is.

Agreement over the five categories is 0.970 raw and 0.950 by Cohen’s kappa [35].
On the distinction that the strict definition actually turns on, deceptive against non-
deceptive, agreement is 0.980 raw and 0.912 by Cohen’s kappa. Three messages are an-
notated differently. Two lie on the boundary between advance-fee fraud and unsolicited
commercial mail, and both are unsolicited offers of extraordinary return conditioned on
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a small initial outlay, which is precisely where the deception criterion is genuinely con-
testable; the third lies on the boundary between unsolicited commercial mail and legitimate
mail. The three were not adjudicated. Every quantity that depends on them is reported
instead as an interval whose endpoints are the two possible resolutions, one favoring each
evaluator, so that no unreported adjudication decision stands behind any number in this
paper. The three cases are released in data/label_audit_disagreements.csv.

Table 5 compares the two automatic assignments against the human one, and the
result is the principal reason the permissive label is not read as a phishing label in this paper.
The distributed label marks 58 of the 100 messages as positive, of which the evaluators judge
only 12 to 14 to carry a deceptive claim; its agreement with human judgment is a Cohen’s
kappa between 0.180 and 0.211 at a precision between 0.207 and 0.241. The automatic
strict rule is far closer to the human annotation, at a kappa between 0.700 and 0.772 and
an accuracy between 0.930 and 0.950, though its precision of 0.769 shows that it still over-
selects; that precision rests on thirteen predicted positives, and its 95 percent Wilson interval,
[0.497, 0.918], bounds the rule only loosely. Both intervals spanned by the unadjudicated
disagreements are narrow relative to the distance between the two assignments, so the
conclusion does not depend on how those three would have been resolved. One further
property of the block must be read together with the table: every human positive in it is
advance-fee fraud, since neither evaluator assigned the credential-phishing or the malware-
delivery category to any of the 100 messages. That is consistent with the composition of the
corpus, but it means the audit validates the strict rule for the advance-fee family alone and
establishes nothing about its behavior on credential phishing.

Three consequences are carried forward. The permissive results of Section 6 measure
separation of registers at least as much as detection of deceptive intent, and are labeled
as such throughout. The strict results are the phishing-specific measurement, and they
rest on a rule whose agreement with human judgment is now quantified rather than
assumed. And two residuals are recorded as limitations in Section 7.8: the gap between
the strict rule and the human annotation, and the size of the audited sample, which is
100 messages of the 38,512 in the corpus and supports a comparison of assignments rather
than a corpus-wide relabeling.

Table 5. Human label audit on 100 messages drawn from the stratified sample of 400. Two evaluators
annotated independently from the subject and a body excerpt, without access to the distributed label,
the source collection, or the automatic strict assignment. The three inter-annotator disagreements
were not adjudicated: every value below is reported as the interval spanned by the two possible
resolutions, and a single value where the two coincide.

Quantity Automatic Strict Rule Distributed Label
Agreement with the human class 0.930-0.950 0.540-0.560
Cohen’s kappa with the human class 0.700-0.772 0.180-0.211
Precision against human positives 0.769 0.207-0.241
Recall against human positives 0.714-0.833 1.000

False positives 3 44-46

False negatives 2-4 0

Human positives: 12 to 14 of 100, against 58 marked positive by the distributed label. Inter-annotator agreement
before adjudication: 0.970 raw and 0.950 by Cohen’s kappa over the five categories, and 0.980 raw and 0.912 by
Cohen’s kappa on the deceptive versus non-deceptive distinction, over three disagreements in 100 messages.

3.2. Preprocessing and Language Identification

Each message is represented by the concatenation of its subject and body, with the
sender field used where available. Light normalization is applied: HTML tags are stripped
for the textual signals, URLs and email addresses are masked prior to lexical analysis,
and case is folded. Aggressive stemming is not performed, since several of the structural
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signals depend on surface properties such as capitalization ratios. A lightweight language
heuristic tags each message as English or Spanish based on the relative frequency of a small
set of Spanish function words. Messages containing fewer than twenty content tokens are
tagged as undetermined rather than being forced into one of the two languages, and the
heuristic is validated against an independent classifier in Section 6.8. The tag is used only
for the per-language analysis and never as a model input. The sender field is not available
uniformly across the corpus, and this bounds three of the eighteen signals listed in Table 6.
The Enron-Spam file carries no sender column, so the brand-spoofing, free-webmail and
domain-reputation signals are identically zero on all 29,422 of its records. A non-empty
sender value is present for 8761 of the 38,512 records, and a sender domain parses for
8749 of them, that is 22.7 percent of the corpus, which is also the pool from which the
training, validation and test splits are drawn. The advance-fee fraud file carries the sender
column but leaves it empty on 329 of its records, so the figure is not the 9090 records
supplied by the two files that carry the column at all. Two consequences follow, and both
are stated here. The coverages reported for those three signals in Table 7 are bounded
above by that figure. And because the signals can fire on only two of the three collections
in the pool, they carry information about source identity as well as about sender reputation,
which is the same class of artifact that Section 6.4 quantifies for the lexicon. The recursive
feature elimination of Section 4.1.4 removes these three signals first and performance is
unchanged, so no result reported here depends on them. The per-collection counts are
released in the supplementary archive.

The decision to preserve surface form deserves emphasis, because it interacts with
interpretability. Many preprocessing pipelines lowercase, stem, and strip punctuation
aggressively before modeling, which discards exactly the signals that a human analyst uses
to judge a message: shouting capitalization, exclamation density, and the presence of active
HTML content. These surface properties are retained as explicit features so that the model’s
reasoning aligns with the cues a person would cite. Masking of URLs and addresses before
lexical analysis prevents the lexicon from memorizing specific domains or sender strings.

3.3. Reproducibility Note on Data Provenance

Evaluation is performed on these public, redistributable corpora rather than on any
private mailbox. This choice is essential for reproducibility: a result obtained on a single
user’s live inbox cannot be independently verified, whereas the present pipeline can be
rerun end to end from the released code and the public source files with the reported
random seeds.

4. The HIEF Algorithm

HIEF transforms a message into an eighteen-dimensional interpretable feature vector
and then fuses those features through three transparent layers, whose outputs are combined
by a logistic meta-learner. Figure 1 illustrates the architecture.

4.1. Feature Representation

The fourteen structural and linguistic signals are summarized in Table 6. They capture
sender and domain reputation, URL anomalies, embedded active content, and a range of
linguistic cues.

4.1.1. Per-Signal Reliability

Before fusing the signals, it is instructive to examine how each one relates to the label
in isolation, since these reliabilities are what the evidence-fusion layer calibrates. Table 7
reports, for each binary signal, the empirical probability that a message is phishing given
that the signal is active, together with its coverage; for each continuous signal, it reports
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the point-biserial correlation with the label. All quantities in that table are estimated on the
training split only, since no quantity used for a modeling decision may be estimated on data
later used for evaluation. The free-webmail-provider signal is highly reliable when active,
at 0.970, but fires on under three percent of messages, which is the profile of a strong but
low-coverage cue; the monetary-mention signal is less reliable at 0.742 but fires on almost a
quarter of the corpus. The urgency and exclamation signals are moderately and positively
correlated with phishing. Two signals, the link-shortener and active-HTML indicators,
are constant on the training split of every partition, because the source collections are
distributed as parsed text in which anchor markup has not been preserved. The active-
HTML indicator is zero on all 38,512 records of the corpus; the link-shortener indicator
fires on five of them, none of which falls in a training split. The L penalty removes both at
no cost.

Email message
subject + body + sender

Layer 1

|

Ly logistic (sparse)

Feature extraction
14 structural + 4 lexical
= 18-dim vector

Decision
Pr(phishing)

+ explanation

Layer 3

logistic meta-fusion

/
> Layer 2a

interaction-rule tree

—

\
e
/

Layer 2b

evidence-fusion

Figure 1. The HIEF architecture. A message is converted into eighteen interpretable signals. Three
transparent layers process the signals in parallel, and a logistic meta-learner integrates their outputs
into a final probability accompanied by a human-readable explanation.

Table 6. The eighteen interpretable signals used by HIEF. The first fourteen are structural and
linguistic; the final four are lexical aggregates derived from the published log-odds lexicon.

Signal Type Description

brand_spoofing binary Brand name in sender/subject but domain free or unlisted
free_email_provider binary Sender domain is a free webmail provider

domain_not_toplm binary Sender domain absent from the top-1M domain list
url_shortener binary A URL uses a known shortening service

url_excess_subdomains binary A URL has four or more dot-separated labels
has_dangerous_html binary Body contains form, input, script, or iframe tags

urgency_hits count Number of distinct urgency patterns matched (EN/ES)
caps_ratio continuous Fraction of fully uppercase alphabetic words

monetary_mention binary Large monetary amount detected

misspelling_ratio continuous Out-of-vocabulary fraction vs. EN+ES dictionaries
exclaim_ratio continuous Exclamation marks per thousand characters

digit_ratio continuous Fraction of digit characters

body_len_log continuous Natural logarithm of body length

url_count count Number of URLs in the message

phishing_lexicon_score continuous Summed positive log-odds of phishing-indicative tokens present
legit_lexicon_score continuous Summed negative log-odds of legitimate-indicative tokens present
max_token_logodds continuous Strongest single phishing-indicative token

n_phishing_tokens count Count of high-evidence phishing tokens present

4.1.2. Design Rationale of the Signal Set

The eighteen signals were not obtained by searching the evaluation corpus for discrim-
inative statistics. They were fixed a priori, before any model was fitted, from three families
of cues that the phishing-detection literature identifies as diagnostic, subject to two engi-
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neering constraints imposed by the deployment scenario. Every signal must be computable
from the message itself without a network query at inference time, and every signal must be
nameable in a single clause so that it can appear verbatim in an analyst-facing explanation.
The three families are sender and domain reputation, message structure and active content,
and persuasion-linguistic markers [10-13]. Table 8 maps each signal to the adversarial
technique it is intended to expose and to the prior work that motivates it. Because the set
is small and fixed, its adequacy is an empirical question; Sections 4.1.3 and 4.1.4 quantify
redundancy within the set and the sensitivity of performance to its size.

Table 7. Per-signal reliability computed on the training split only. For binary signals, reliability
is the empirical Pr(phishing | signal active) and coverage is the fraction of training messages in
which the signal fires. For continuous signals, the value is the point-biserial correlation with the
label. These are training-split statistics and are carried over from the first-version run, stored in
results/revisionl_carried_over. json; the partition is identical and the type-aware calibration of
Section 4.5.4 does not enter their computation, so they are unchanged by it and are not among the
three analyses listed as not re-executed in Section 7.8.

Signal Reliability/Corr. Coverage Type
brand_spoofing 0.212 0.1% binary
free_email_provider 0.970 2.7% binary
domain_not_toplm 0.428 9.8% binary
url_shortener — 0.0% binary (constant)
url_excess_subdomains 0.557 1.9% binary
has_dangerous_html — 0.0% binary (constant)
urgency_hits +0.304 — continuous
caps_ratio +0.132 — continuous
monetary_mention 0.742 23.7% binary
misspelling_ratio +0.067 — continuous
exclaim_ratio +0.177 — continuous
digit_ratio —0.256 — continuous
body_len_log +0.083 — continuous
url_count —0.018 — continuous
phishing_lexicon_score +0.397 — continuous
legit_lexicon_score +0.589 — continuous
max_token_logodds -+0.650 — continuous
n_phishing_tokens +0.393 — continuous

Table 8. Mapping of each interpretable signal to the adversarial technique it is intended to expose
and to the prior work that motivates its inclusion.

Signal Family Adversarial Technique Exposed Ref.
brand_spoofing reputation Impersonation of a known brand from an unaffiliated domain  [10]
free_email_provider reputation  Disposable consumer mailbox used for reply capture [11]
domain_not_toplm reputation Newly registered or low-prevalence sender infrastructure [36]
url_shortener structure Concealment of the true destination of a link [2]

url_excess_subdomains  structure = Deceptive subdomain nesting of a trusted brand token [2]

has_dangerous_html structure In-message credential capture and active content [10]
url_count structure  Link-density anomaly relative to legitimate mail [12]
body_len_log structure  Register anomaly of very short or very long lures [13]
digit_ratio structure  Account, amount and reference-number padding [12]
urgency_hits linguistic =~ Manufactured time pressure (EN/ES) [37]
caps_ratio linguistic ~ Attention capture through orthographic shouting [13]
exclaim_ratio linguistic Affective intensification [13]
monetary_mention linguistic ~ Financial inducement or fraudulent payment request [1]

misspelling_ratio linguistic Low-fluency or filter-evading orthography [12]
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Table 8. Cont.
Signal Family Adversarial Technique Exposed Ref.
phishing_lexicon_score lexical Aggregate lure vocabulary evidence this work
legit_lexicon_score lexical Aggregate benign-register evidence this work
max_token_logodds lexical Single strongest lexical indicator this work
n_phishing_tokens lexical Breadth of lure vocabulary this work

4.1.3. Redundancy Within the Signal Set

Because the fusion layers treat the signals as separate bodies of evidence, statistical
redundancy among them is a modeling assumption that must be tested. It is quantified
on the training split only, through the largest absolute Spearman correlation of each signal
with any other, the variance inflation factor of each signal regressed on the remaining ones,
and the condition number of the standardized design [38]. The two constant signals are
excluded, since these diagnostics are undefined for them.

The measurement is unambiguous and it changes the design. It is reported on the
training split of the fixed-seed group-aware partition and was re-executed for this revision;
the values below are those of results/revision2/core. json. The fourteen structural
and linguistic signals are close to mutually orthogonal: their largest pairwise Spearman
correlation is 0.642 and no variance inflation factor among them exceeds 1.73. The four
lexical aggregates are almost perfectly dependent: their largest pairwise correlation is 0.999,
and the summed phishing log-odds and the count of high-evidence tokens carry variance
inflation factors of 539 and 532, respectively. The condition number of the standardized
design is 61.6, above the value of thirty conventionally taken as indicative of harmful
collinearity. In Layer 1 the L1 penalty absorbs this redundancy by shrinking correlated
coefficients, and the widened bootstrap intervals on exactly those signals are its visible
signature. In Layer 2b, however, redundancy is a correctness problem rather than a stability
problem, because Dempster’s rule presupposes distinct bodies of evidence; Section 4.5.1
introduces the pooling and discounting scheme that removes it.

4.1.4. Sensitivity to the Size of the Representation

Two constants govern the size of the representation: the number of signals and the
number of tokens retained per class in the lexicon. Both are swept over two group-aware
partitions, seeds 42 and 43.

For the number of signals, recursive feature elimination is applied with the Layer-1
model as the estimator. Performance rises sharply between five and seven signals and is flat
from seven upward, peaking at seven: the best subset attains an F; of 0.8744 against 0.8706
for the full eighteen, a difference of 0.004 points that is an order of magnitude smaller than
the partition-to-partition spread reported in Section 6.1, so the additional signals contribute
nothing measurable on this corpus. All eighteen are nevertheless retained, on operational
rather than statistical grounds: the signals eliminated first are those with near-zero coverage
here, and pruning them would tune the detector to a property of this benchmark rather
than of phishing.

For the lexicon, Table 9 shows a gain that is monotone in the number of tokens and
does not saturate within the grid. Fj rises from 0.817 at fifty tokens per class to 0.849 at
the three hundred used in the main experiments, and continues to 0.935 at two thousand.
The configuration adopted in this paper, therefore, costs approximately 0.086 F; points
relative to the largest lexicon tested. The reason for the choice is auditability rather than
accuracy: three hundred tokens per class was chosen so that a human can read the entire
lexicon in one sitting, and that auditability constraint, not accuracy, is what justifies it.
A deployer who does not require token-level auditability should use a larger lexicon.
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Table 9. Sensitivity of test performance to the number of tokens retained per class in the log-odds
lexicon. Means over two group-aware partitions, seeds 42 and 43. Re-executed for this revision; only
Fj is retained by the re-executed sweep, and the values are those of results/revision2/core. json.

Tokens per Class F

50 0.817
100 0.832
200 0.839
300 0.849
500 0.883
1000 0.916
2000 0.935

4.2. The Interpretable Lexical Representation

A purely structural representation leaves a large accuracy gap to a text classifier,
because it cannot capture the lexical content that distinguishes a benign business email
from a fraudulent one with similar structure. To close this gap without resorting to an
opaque high-dimensional vector, a sparse log-odds lexicon is learned on the training split
only. For each token t occurring at least five times, a smoothed log-odds score is computed,

Mohish (E) + & Miegit(£) + &
f(t) _ log phlSh( ) _ leglt( ) , )
Nphish + 20 Nlegit + 2w

where 1ppih () and nyegi(t) are the numbers of phishing and legitimate messages con-
taining , Nphish and Niegjt are the class sizes, and « = 1 is a Laplace smoothing constant.
The 300 most phishing-indicative and 300 most legitimate-indicative tokens are retained,
and four aggregate features per message are derived from them. The entire lexicon is
published, so any individual decision can be traced to the specific tokens that contributed
to it; this property is not available for an individual TF-IDF coordinate.

Table 10 lists the twelve most indicative tokens on each side. The phishing side is
dominated by advance-fee and pharmaceutical vocabulary, which is semantically sensible,
and the legitimate side by Enron-specific proper nouns and trading jargon. The fact that
these tokens are visible and inspectable is what makes the representation auditable, and it
is what allows the corpus artifacts to be diagnosed and removed in Section 6.4.

Table 10. The twelve most phishing-indicative and twelve most legitimate-indicative tokens in the
learned lexicon, with their log-odds scores from Equation (1). Values are those obtained under the
group-aware training split.

Phishing-Indicative Legitimate-Indicative
Token Log-Odds Token Log-Odds
foreigner 6.407 enron —7.285
faithfully 6.026 kaminski —7.119
cialis 5912 hourahead —6.258
remitted 5.746 ena —6.183
kin 5.638 westdesk —6.091
modalities 5.604 mmbtu —6.041
viagra 5.553  freshrpms —5.950
corel 5.500 variances —5.876
lagos 5479 xls —5.815
wiil 5325 crenshaw —5.791
unclaimed 5302 sitara —5.695
paliourg 5.300 newsisfree —5.669
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4.3. Layer 1: Learned Sparse Weights

The first layer is an Li-regularized logistic regression over the eighteen standard-

ized features,
1

T irer @

Pr(phishing | f) = O‘(WTf + b), o(z)

with the Ly penalty inducing sparsity, so that uninformative signals receive exactly zero
weight. The sign and magnitude of each surviving coefficient are directly interpretable.
The stability of every weight is quantified with a 200-sample bootstrap, and 95% confidence
intervals are reported.

The choice of an L; penalty rather than an L, penalty serves interpretability di-
rectly [39]. Weak or redundant signals are driven to exactly zero, producing a model
that an analyst can read in its entirety. This replaces the arbitrary integer point values of a
conventional heuristic scorer with a sparse set of statistically estimated coefficients, each
accompanied by an interval that communicates how much confidence the data warrant.

4.4. Layer 2a: Interaction-Rule Tree

Linear models cannot represent the conjunctions of weak signals that characterize
many attacks. The second layer is, therefore, a shallow decision tree of depth at most five,
which learns such conjunctions as a small set of human-readable rules. Restricting the
depth keeps the rule set auditable while still capturing the most salient interactions.

4.5. Layer 2b: Calibrated Dempster—Shafer Fusion

The third layer treats each signal as an evidential source. The frame of discernment
adopted is © = {P, L}, where P denotes phishing and L denotes legitimate. Each signal j,
given its observed value v, contributes a mass function over the power set of ®:

Here m;(®) is the mass assigned to ignorance. These masses are calibrated on the training
data. For signal j, the observed values are binned into deciles. Within each bin, the empirical
phishing rate r;(v) = Pr(P | bin of v) is estimated. The committed mass is proportional to
the distance of this rate from one half, scaled by a discount factor +:

strength; (0) = 2r;(v) — 3

, cj(v) = 'ystrength]-(v), 4)

(¢j(0), 0, 1 =¢j(v)) if rj(0) = % 5

(0, ¢j(v), 1 =¢j(v)) ifri(v) <3

The discount factor 7 = 0.9 guarantees that every signal leaves a residual mass on ©.

(mj(P), mj(L), m;(@®)) =

For two mass functions m; and my, Dempster’s rule of combination gives, for A € {P,L},

1
1-K

(my @ my)(A) = Y. my(B)my(C), K= Y m(B)my(C), (6)

BNC=A BNC=o

where K is the pairwise conflict coefficient. After all signals are fused, the mass function is
converted into a decision score by the pignistic transform,

score(P) = m(P) + 3 m(®). )

4.5.1. Dependence Among Evidential Sources

Dempster’s rule presupposes that the mass functions being combined arise from
distinct bodies of evidence. The present signal set does not satisfy this assumption uni-
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formly. Section 4.1.3 shows that the four lexical aggregates are computed from a single
lexicon and are almost perfectly dependent. Combining them as if they were independent
counts the same evidence four times. The consequence is a fusion driven toward saturation.
The problem is addressed at its source rather than by tuning the discount factor.

Two modifications are introduced. The first concerns the lexical block. The four lexical
aggregates are pooled into a single evidential source before combination. Their calibrated
phishing rates are averaged in log-odds space, and one mass triple is derived from the
pooled rate. Lexical evidence, therefore, enters the combination exactly once. The four
aggregates retain individual discount factors, which are recorded in the released parameter
file and which enter the pooling as weights. The block is reduced to a single source at
the combination step and not at the discounting step. The second modification applies to
every remaining source. Each source is subjected to Shafer’s discounting operator with a
reliability factor derived from its measured dependence on the others,

mi(A) =ajmi(A) for A€ {P,L}, mi (@) = ajm;(©®) + (1 —a;), 8)

©)

_ _ 1
wi=7(1=p),  pj= 57 Lles(fir
=

where p; is the Spearman correlation estimated on the training split [22,40]. A source
redundant with the rest of the ensemble is discounted toward ignorance. This is the
standard evidence-theoretic treatment of a non-distinct source. The scheme reduces to the
original formulation when the signals are uncorrelated. The effect is measurable. Under the
type-aware calibration of Section 4.5.4, the mean global conflict falls from 0.550 when the
sources are treated as independent to 0.271 under pooling and discounting, at a cost of
0.019 F; points on the evidential layer. The halving of the conflict mass indicates that the
original formulation was counting the lexical block four times.

4.5.2. An Order-Invariant Global Conflict

The running sum of the pairwise conflict coefficients produced during sequential
combination is not a well-defined global conflict measure. Dempster’s rule is commutative
and associative, so the fused mass function is invariant to the order of combination. The se-
quence of intermediate coefficients is not invariant, and neither is their sum. The sum is,
therefore, replaced by a quantity defined directly on the joint combination.
= m;?‘(L), 0, =
m]”‘ (®). The unnormalized conjunctive combination assigns to a subset A the mass 11(A) =

Let the discounted sources be mf{, ..., mj, and write pi = m;"(P)

Z”i A=A I1; m}?‘(A j)- The global conflict is Kgjo, = 72(2). On a binary frame, this quantity
admits a closed form.

Proposition 1. For @ = {P, L} and d sources with masses (p;,1;,0;),

d d d d d
m(P) =T (pi+6)—116; =110 +6) 116, m@©)=]1¢;, (10
j=1 =1 j=1 j=1 j=1
and consequently
d d d
Kglob =1- q(}?] + 9]) H(l +6; ) 1_{9] (11)
j= j=1 j=

Proof. A selection (Ay,...,Ay) with A; € {P, L, ®} has intersection P if and only if every
Aj € {P,0} and at least one A; = P; summing []; m;?‘(A]-) over all such selections gives
[1;(p; +6;) —IT;6;. The argument for L is symmetric, and the intersection equals © only
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when every A; = ©. All remaining selections intersect to &, which gives Equation (11)
because the masses sum to one over the selections. [

Equation (11) is a symmetric function of the sources. It is, therefore, invariant under
any permutation of them. It is computable in O(d) operations in a single pass, and it
reduces to Equation (6) when d = 2. The normalized Dempster combination is recovered
as m(A) = m(A)/(1 — Kgop) for A # @. The invariance was verified empirically over
one hundred random permutations of the combination order on the test set. The standard
deviation of the fused pignistic score is 1.1 x 1071, that is, at the level of floating-point
accumulation. The standard deviation of the superseded sum of pairwise coefficients over
the same permutations is 9.0 x 10~# on a mean of 0.253.

4.5.3. Numerical Safeguards

The products in Equation (10) are accumulated in the logarithmic domain and ex-
ponentiated once, which prevents underflow when several 6; are small. The discount in
Equation (8) leaves a strictly positive mass on © for every source. The product []; 6; is,
therefore, strictly positive, and Ky, < 1 holds exactly. The normalization cannot divide by
zero. The implementation nevertheless raises an explicit error below ¢ = 10~!2. Dempster
normalization behaves counterintuitively under high conflict [41,42]. A documented fall-
back, therefore, transfers the conflicting mass to the ignorance state according to Yager’s
rule whenever Kgo, > 0.99. On the test set, the mean global conflict is approximately 0.22,
and the fallback is never triggered. It is a safeguard rather than a routine path.

4.5.4. Type-Aware Calibration of the Evidential Sources

A quantile calibration applied uniformly to signals of mixed type silences the dis-
crete ones. Decile boundaries computed on a variable that is zero for the large majority
of messages are not distinct, so the six binary reputation and structure indicators and
the monetary-mention indicator collapse into a single bin carrying the corpus base rate.
Under that treatment, eight of the fifteen evidential sources carry a mean committed mass
below 0.015 on the training split and contribute almost nothing to the combination. This
is a defect of the calibration step and not of the combination rule, and it is repaired here
rather than deferred.

The calibration is made type-aware. A signal with at most two attainable values on the
training split is calibrated on those two values, each receiving its own empirical phishing
rate under an m-estimate shrinkage toward the base rate with m = 20, which keeps a
sparsely observed value from acquiring a rate estimated from a handful of messages. Every
remaining signal is calibrated by isotonic regression fitted on the training split, with the
direction of monotonicity inferred from the data rather than assumed. Nothing else changes:
the discounting operator of Equation (8), the pooling of the lexical block, the closed-form
global conflict of Equation (11) and the pignistic transform are untouched.

The repair works on the quantity it targets. The number of sources with mean commit-
ted mass below 0.015 falls from eight to 4.9 on average over the ten group-aware partitions,
with a standard deviation of 0.32. On the fixed-seed repetition, the monetary-mention
indicator rises from 0.012 to 0.192, the free-webmail indicator from 0.013 to 0.050 and the
excess-subdomain indicator from 0.013 to 0.019; the corresponding means over the ten
partitions are 0.012 to 0.190, 0.013 to 0.052 and 0.013 to 0.018. The sources that remain
below the threshold are not calibration artifacts and should not be forced upward: the
active-HTML indicator is identically zero on all 38,512 records, the link-shortener indicator
fires on five of them, and the brand-spoofing and domain-reputation indicators have very
low coverage on this corpus. A calibration that assigned them substantial mass would be
misreporting the evidence.
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The repair does not, however, make the layer competitive. Over the ten group-aware
partitions, the evidential layer rises from an F; of 0.771 to 0.780, a paired difference of
0.009 whose bootstrap interval, from 0.003 to 0.015, excludes zero; its partition-to-partition
standard deviation falls from 0.012 to 0.005, so the stronger effect of the repair is on stability
rather than on the mean. The full system moves from 0.863 to 0.855 and the linear layer is
unchanged at 0.872. The conclusion that the evidential layer is the weakest of the three,
therefore, survives the repair, and the weakness is attributed here to the fusion formulation
applied to these signals rather than to the binning. Section 7.3 states what the layer does
supply in exchange. All results reported in Sections 6 and 7 use the type-aware calibration;
the quantile calibration is retained only where the two are explicitly compared.

4.5.5. Sensitivity of the Fusion Stage

Table 11 reports sensitivity to the design choices and to the combination rule. The stage
is robust to all of them except the treatment of source dependence. Varying the discount
factor y from 0.5 to 0.99 changes the F; of the evidential layer by 0.005 points while the mean
global conflict rises from 0.112 to 0.308. Varying the number of calibration bins changes
it by at most 0.010. Replacing Dempster’s rule by Yager’s rule or by the Dubois-Prade
disjunctive rule raises it by 0.005 and leaves the conflict unchanged. Treating the sources as
independent gives the highest score of the grid, 0.799, at a mean global conflict of 0.550,
which is exactly the double counting that the pooling and discounting scheme removes;
the pooled and discounted configuration scores 0.780 at a conflict of 0.271. The apparent
loss of 0.019 F; points is, therefore, the price of not counting the lexical block four times,
and the halved conflict is the evidence that it was being counted four times.

Table 11. Sensitivity of the evidence-fusion stage to the discount factor, the number of calibration bins,
the combination rule, the treatment of source dependence and the calibration scheme. Means over
two group-aware partitions, seeds 42 and 43, which is why the values of the default configuration
differ slightly from the ten-partition means reported in Section 6.1.

Factor Setting F (Layer2b)  F (HIEF)  Mean Kgop
Discount factor v  0.50 0.776 0.850 0.112
0.70 0.778 0.850 0.190
0.90 0.780 0.849 0.271
0.99 0.781 0.849 0.308
Calibration bins 5 0.775 0.859 0.157
10 0.775 0.854 0.218
20 0.765 0.851 0.227
Combination rule Dempster 0.780 0.849 0.271
Yager 0.785 0.850 0.271
Dubois-Prade 0.785 0.850 0.271
Source treatment  independent sources 0.799 0.850 0.550
pooled + discounted 0.780 0.849 0.271
Calibration quantile deciles 0.775 0.854 0.218
type-aware 0.780 0.849 0.271

Order invariance over 100 permutations: standard deviation (SD) of fused score 0.0;
SD of the superseded conflict sum 1.4 x 10~ on a mean of 0.316

4.6. Layer 3: Transparent Meta-Fusion and Decision

The three layers yield three scalar scores per message. A final logistic meta-learner
with only three input weights combines them, so that the relative contribution of each
fusion strategy is itself interpretable. The meta-learner is fitted exclusively on out-of-fold
component scores, as specified in Section 5.1.3. The decision threshold is calibrated on a
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held-out validation set to maximize Fy; the full threshold sweep is additionally reported so
that an operator can select a different precision—recall trade-off.

4.7. Computational Complexity

For a message of length n tokens, structural signal extraction is O(n), lexical aggre-
gation is O(n) given an O(1) lexicon lookup per token, and the fusion of a fixed number
d = 18 of signals is O(d). Inference is, therefore, linear in message length and requires no
training at decision time. Section 6.10 reports the measured latency, which is dominated by
feature extraction rather than by fusion.

5. Experimental Setup
5.1. Data Partitioning

The Enron-Spam and SpamAssassin collections, which contain both classes, form the
main pool. Stratified sampling on the label at the level of individual messages is retained
only as a point of comparison, since it is the protocol under which the prior literature on
these collections reports its scores; all results reported here use the group-aware protocol
described next. The advance-fee fraud collection participates in the pooled corpus and is,
therefore, present in all three partitions under the group-aware scheme; the attack-family
recall test of Section 6.6 measures recall on its test-split portion. The measurement in which
this attack family is genuinely unseen is the two-class external protocol of Section 5.1.2,
in which training is confined to Enron-Spam alone.

5.1.1. Duplicate Control and Group-Aware Partitioning

A stratified split on the label alone does not prevent a message and its near-duplicate
from falling on opposite sides of the partition, and these collections contain large families
of templated campaigns, forwarded threads and mailing-list traffic. The protocol adopted
here partitions groups of related messages rather than individual messages.

Groups are built in three stages. Exact duplicates are removed after normalization that
lowercases, collapses whitespace and strips quoted reply blocks and forwarding separators;
a SHA-256 digest is the key, and 396 records are removed. Near-duplicates are then detected
with MinHash over five-token shingles under banded locality-sensitive hashing, with a
Jaccard threshold of 0.8 applied to 205,685 candidate pairs [43]. Finally, an undirected graph
is built whose edges join near-duplicate pairs, messages sharing a normalized subject line
after removal of reply and forward prefixes, and messages sharing a sender address; its
connected components are the groups. Partitioning is performed over groups, stratified
on the group-majority label. The 38,512 remaining messages collapse into 27,125 groups,
of which the largest contains 1650 messages.

5.1.2. Construction of a Two-Class External Test Set

A positive-only collection supports a recall measurement and nothing more: with no
negatives, specificity, precision and calibration under shift are undefined. The Nigerian
Fraud experiment is, therefore, retained and labeled as an attack-family recall test, and a
genuine two-class external set is added.

The external set is constructed by training on the Enron-Spam collection alone and test-
ing on the union of SpamAssassin, which supplies 1709 unseen positives and 4090 unseen
negatives from a different organization and period, and the advance-fee fraud collec-
tion, which supplies 3291 positives of an attack family absent from training, for a total of
9090 messages. No message from the test side participates in feature construction, lexicon
estimation, component fitting, meta-learner fitting, or threshold calibration. On this set, the
reported quantities are precision, recall, specificity, F;, and the expected calibration error
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(ECE) over ten equal-width bins [44]. A detector whose scores drift becomes unusable at a
threshold fixed in the laboratory.

5.1.3. Nested Protocol for Fitting the Meta-Learner

If the three component scores used to fit the logistic meta-learner are produced by
components evaluated on the records that fitted them, the meta-learner is trained on in-
sample scores whose optimism it cannot detect. The protocol specified here removes this
path. Fitting proceeds in five ordered stages. The training split is divided into five folds
by the group-aware scheme of Section 5.1.1. For each fold the lexicon, the standardization
statistics, the Layer-1 model, the rule tree and the calibration bins are estimated on the
other four folds and applied to the held-out fold, which yields out-of-fold scores for every
training record. The meta-learner is fitted once, on these scores only. The components are
then refitted on the entire training split, and it is these refitted components that are paired
with the meta-learner at inference time. The validation split is used for one purpose only:
the selection of the decision threshold, and the test split is consulted once. Figure 2 shows
the sequence and the data visible at each stage.

Pooled corpus
(label map-
ping of Table 3)

Five inner folds lszég(ﬁde;t;ier;g{
Duplicate control of the training split rule tree, DS bins

and grouping / ¢
¢ Out-of-fold

Group-aware split component scores
train/val/test ¢

Refit components Fit logistic
on full training split meta-learner

A,
Validation split:
threshold T only

Test split:
evaluated once

Figure 2. Order of the fitting operations and the data visible at each stage. The meta-learner is fitted

External two-class set
and held-out sources

exclusively on out-of-fold component scores, the validation split is used only to select the decision
threshold, and the test and external sets are evaluated once.

5.2. Baselines

HIEF is compared against three classical text classifiers trained on a TF-IDF represen-
tation [45] with unigrams and bigrams and up to 20,000 features: multinomial Naive Bayes,
logistic regression, and a linear support vector machine with probability calibration.

Three further families are added and, in this revision, every one of them is executed
over the same ten group-aware partitions as HIEF, under the identical training, validation
and threshold-selection policy; means, standard deviations and confidence intervals are
reported for all of them in Section 6.1, and they enter the paired comparison of Section 6.2.
The first is automated representation learning without a language model: character four-
gram to five-gram term frequencies reduced to sixty-four dimensions by truncated singular
value decomposition and classified by logistic regression. This is the appropriate control
for the central design claim of this paper, because it compresses the same lexical evidence
automatically rather than by construction. The second is a gradient-boosted additive
model over the same eighteen signals [46,47]. This baseline was described as additive in
the previous version but was fitted without an interaction constraint, which made it a
general tree ensemble rather than an additive model; it is refitted here under an explicit
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no-interaction constraint, so the fitted function is a sum of univariate shape functions over
the eighteen signals, and its score changes accordingly. The third is a compact neural
model trained from scratch on this corpus, namely a two-layer multilayer perceptron over
a 128-dimensional character n-gram embedding, which requires no pre-trained weights
and is reproducible without external model downloads. It is the strongest model measured
in this study and is, therefore, evaluated under exactly the protocol applied to HIEFE.
No pre-trained transformer was fine-tuned, and consequently no comparison against
transformer-scale detectors is made anywhere in this paper.

5.3. Metrics

Precision, recall and F; for the phishing class are reported, together with the area under
the receiver operating characteristic curve (AUC-ROC) and the area under the precision—
recall curve (AUC-PR). Specificity is additionally reported, since Section 6.4 shows it to be
the quantity that collapses under distribution shift. Inference time per message is reported
for every model, and training time is reported for the models whose fitting cost is not
dominated by a single closed-form pass.

The F; score is emphasized over raw accuracy because, in a security setting, the two
error types carry asymmetric costs and the operating point is rarely the default of one half.
A false negative admits a malicious message to a user’s inbox; a false positive quarantines
or flags a legitimate message and erodes trust in the system if frequent. The precision—recall
curve and the explicit threshold sweep allow a deployer to locate the operating point
appropriate to their own cost ratio.

5.4. Implementation

The pipeline is implemented in Python 3.12.3 (CPython) with scikit-learn 1.8.0, NumPy
2.4.4 and SciPy 1.17.1 for the learners and the numerical work, and a custom implementation
of the continuous Dempster—Shafer fusion stage. All figures are produced by the released
plotting scripts, which are provided in Python with Matplotlib 3.10.8 form, so that every
figure can be regenerated exactly from the released archive. Table 12 consolidates every
hyperparameter and design constant.

Provenance of the reported values is treated as part of the implementation and
is stated here once. Every number reported in a table of this paper is indexed in
results/paper_value_index.csv of the released archive against the stored result file
and the script that produced it, so that any tabulated quantity can be traced to its execution
without re-running the pipeline. Quantities quoted only in the text are indexed in the
same file where they are measured directly; where such a quantity is a difference between
two measured values, as the accuracy gaps quoted in Section 7.1 are, the index carries the
difference together with the two indexed values from which it is formed. A cross-check of
the manuscript against that index and against the response letter was performed before
this revision was submitted; it is documented in the archive, and the three discrepancies it
found, a superseded difference of means in the supplementary reader guide, a pair of super-
seded precision and recall values in Section 7.7 and a mis-rounded accuracy gap quoted five
times in the discussion and the conclusions, have been corrected in the versions released
here. Quantities that were not re-executed under the type-aware calibration of Section 4.5.4
are enumerated in Section 7.8 and carry an explicit statement of that provenance at every
point of use, in the caption of the table concerned as well as in the surrounding text, so that
no carried-over value can be mistaken for one produced under the repaired calibration.
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Table 12. Key hyperparameters and design constants of HIEF. All values were fixed before the final
test-set evaluation; the decision threshold is the only quantity tuned on the validation split.

Component Hyperparameter Value

Lexicon Laplace smoothing a 1

Lexicon Minimum token frequency 5

Lexicon Tokens retained per class 300

Layer1 Penalty Lq

Layer 1 Inverse regularization strength C 1.0

Layer 1 Bootstrap resamples 200

Layer 2a Maximum tree depth 5

Layer 2b Discount factor vy 0.9

Layer 2b Calibration bins 10 (deciles)

Layer 2b Source pooling lexical block pooled

Layer 2b Yager fallback threshold Kgiob > 0.99

Layer 3 Meta-learner fitting 5-fold out-of-fold

Global Class weighting balanced

Global Random seeds 42-51 (ten repetitions)

Duplicate control MinHash permutations/bands 64/16

Duplicate control Jaccard threshold 0.8

Decision Threshold T tuned on validation (F;)
6. Results

6.1. Overall Performance and the Contribution of Template Leakage

Two protocols are reported side by side, because the difference between them is itself a
result. This experiment is a paired measurement of its own for HIEF, Layer 1 and the three
term-frequency baselines: those five models are run over the same five partitions, seeds 42
to 46, in both arms, so that the two protocols are compared on the same repetitions, and their
group-aware arm is, therefore, not the ten-partition protocol under which the main results
of this section are reported, from which it differs in the third decimal. The remaining
cells of Table 13 were not recomputed under that protocol and are carried either from
the ten-partition run or from the first-version run; they are marked in the table, and the
two leakage magnitudes given below are computed only from the paired cells. Under a
message-level stratified split, HIEF attains an F; of 0.940 and the strongest opaque baseline
0.988. Under group-aware partitioning over the same five partitions, the identical code
attains 0.856 and 0.955. Template leakage, therefore, inflates the interpretable model by
0.084 F; points and the opaque model by 0.034. Table 13 gives the full comparison and
Figure 3 visualizes it. Every subsequent result in this paper uses the group-aware protocol,
and scores obtained under message-level partitioning, including those reported for these
collections elsewhere in the literature, should be read as measurements of a leaky protocol
rather than as estimates of detection performance.

Table 14 reports the performance of every model on the test set under the group-aware
protocol, and Figure 4 visualizes the comparison. The full HIEF system attains a precision
of 0.773, a recall of 0.958 and an F; of 0.855. The linear layer alone attains 0.872 and the rule
tree 0.877, so neither fusion stage improves on the linear layer; Section 7.3 treats that finding
as the principal architectural result of the paper rather than as an incidental observation.
The strongest opaque baseline, the character n-gram multilayer perceptron, attains 0.973,
and the strongest term-frequency baseline 0.954. The residual gap between the linear
layer of HIEF and the best model in the study is, therefore, approximately 0.101 F; points,
and the gap to the strongest term-frequency baseline approximately 0.082 points. These
differences represent the measured accuracy cost of the interpretable representation under
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the evaluated protocol. No claim of parity with the opaque models is made anywhere in
this paper.

Table 13. Effect of duplicate control and group-aware partitioning on test performance. The left
block reproduces a message-level stratified split; the right block uses the grouped split adopted here.
Means with standard deviations in parentheses, over five repetitions of each protocol, seeds 42 to
46. Both arms use the same five partitions so that the comparison is paired; the group-aware arm of
this table is, therefore, a five-partition measurement and is not the ten-partition protocol of Table 14,
from which it differs in the third decimal. The message-level protocol is reported only as the reference
point against which template leakage is measured and supports no claim of its own.

Message-Level Split Group-Aware Split
Model F AUC-PR 2 AUC-PR
Layer 1 (L logistic) 0.933 (0.004) 0.980 (0.001) ¥ 0.870 (0.008) 0.939 (0.004) *
Layer 2a (rule tree) 0.931 (0.003) ¥ 0.971 (0.000) ¥ 0.877 (0.007) ¥ 0.926 (0.007) *
Layer 2b (evidence-fusion) 0.851 (0.002) ¥ 0.940 (0.001) ¥ 0.780 (0.005) T 0.885 (0.004)
HIEF (full) 0.940 (0.003) 0.984 (0.001) ¥ 0.856 (0.014) 0.945 (0.005) *
NB-TFIDF 0.980 (0.000) 0.997 (0.000) ¥ 0.934 (0.008) 0.991 (0.001) *
LR-TFIDF 0.984 (0.000) 0.999 (0.000) ¥ 0.946 (0.013) 0.995 (0.001) *
SVM-TFIDF 0.988 (0.000) 0.999 (0.000) ¥ 0.955 (0.010) 0.996 (0.001) *

Unmarked cells are the paired leakage measurement proper: the same five partitions, seeds 42 to 46, in both
arms, produced by the re-executed pipeline, and the leakage magnitudes quoted in Section 6.1 are computed
from those cells alone. t ten-partition mean of the re-executed run, carried from Table 14, because no five-
partition value was computed for that entry.  five-partition value of the first-version run, not re-executed
under the type-aware calibration of Section 4.5.4. Layer 2b is the only layer whose output passes through
the evidential calibration, so its message-level entry is a quantile-calibrated measurement and no leakage gap
should be read across that row.

1.00 | =W Message-level split
I Group-aware split

0.95 +

0.90 +

0.85 1

Test F,

0.80 A

0.75 A

\ay waye™ o BK;\O" L?\K;\O? o N\x;\\)?

Figure 3. Test F; under message-level and group-aware partitioning. Error bars are one standard
deviation over repeated partitions. Both model families lose accuracy once template leakage is removed.

Table 15 summarizes the comparison along the axes that matter for deployment, rather
than accuracy alone. As a lower-bound reference, the original hand-weighted heuristic
scorer from which HIEF evolved, whose integer point values and acceptance cut-off are
transcribed from the original implementation and asserted at import time by the released
code, attains an F; of only 0.424 on the same group-aware test partition, which quantifies
the starting point that the learned components improve upon. Three properties of this
comparison are stated so that it is not read as more favorable to the learned models than
it is. The scorer is applied at its original uncalibrated cut-off of twenty points, whereas
every learned model in this study selects its threshold on the validation split; its F; cannot
in any case be improved by threshold selection, since the maximum over the sweep,
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0.660, is attained at a cut-off of zero points and is, therefore, the degenerate all-positive
classifier. One of its ten weighted indicators, the active-HTML indicator, is exactly zero
on all 38,512 records (Table 7), so 35 of its available points can never be awarded here.
And six further cues of the original scorer depend on message parts that these collections
do not preserve, such as Reply-To headers, anchor markup and MIME attachments, and are,
therefore, not reimplemented at all; the released provenance record itemizes each of them.
The value of 0.424 is a lower bound obtained under the scorer’s own operating point on a
corpus that cannot exercise all of its cues.

Table 14. Performance on the test set under the group-aware protocol. Every model, including the
three reference families added in revision, is evaluated over the same ten group-aware partitions
under the identical training, validation and threshold-selection policy. Values are means over ten
repetitions with standard deviations in parentheses. Best interpretable result in each column in bold;
the italicized value is the best result obtained by any model in this study.

Model Precision Recall Specificity F AUC-ROC AUC-PR
Interpretable

Layer 1 (L; logistic) 0.804 (0.012) 0.953 (0.009) 0.775(0.017) 0.872(0.008) 0.939 (0.004) 0.939 (0.004)
Layer 2a (rule tree) 0.805 (0.014) 0.964 (0.009) 0.773 (0.021) 0.877 (0.007) 0.941 (0.005) 0.926 (0.007)
Layer 2b (evidence-fusion) 0.683 (0.017) 0.910 (0.023) 0.589 (0.038) 0.780 (0.005) 0.878 (0.005) 0.885 (0.004)
HIEF (full) 0.773 (0.025) 0.958 (0.012) 0.727 (0.039) 0.855 (0.012) 0.948 (0.005) 0.945 (0.005)
GAM, additive over 18 signals 0.822 (0.012) 0.942 (0.013) 0.802 (0.017) 0.878 (0.007) 0.958 (0.005) 0.958 (0.004)
Opaque

NB-TFIDF 0.895 (0.015) 0.977(0.007) 0.888 (0.018) 0.934 (0.006) 0.991 (0.001) 0.991 (0.001)
LR-TFIDF 0.903 (0.029) 0.987 (0.008) 0.896 (0.034) 0.943 (0.013) 0.995 (0.001) 0.995 (0.001)
SVM-TFIDF 0.925 (0.026) 0.985 (0.004) 0.922 (0.031) 0.954 (0.012) 0.996 (0.001) 0.996 (0.001)
Char-n-gram + SVD-64 0.937 (0.010) 0.979 (0.004) 0.936 (0.011) 0.958 (0.006) 0.994 (0.001) 0.994 (0.001)
Char-n-gram + MLP 0.959 (0.019) 0.989 (0.006) 0.958 (0.020) 0.973 (0.008) 0.998 (0.001) 0.998 (0.001)

All specificities are measured rather than derived. The additive model is fitted under an explicit no-interaction
constraint, so the fitted function is a sum of univariate shape functions over the eighteen signals; the unconstrained
tree ensemble reported in the previous version attained 0.893 and is not an additive model. The italic entries
“Interpretable” and “Opaque” are row-group headings and carry no numerical meaning; bold marks the best
interpretable result in each column and the single italicized number marks the best result obtained by any model

in the study.
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Figure 4. Precision, recall and F; for all models on the test set under the group-aware protocol, with er-
ror bars of one standard deviation over ten repetitions. The dashed line separates the interpretable
models from the opaque baselines.

The discrimination of HIEF and the strongest baselines is further characterized by the
ROC and precision-recall curves in Figures 5 and 6. Both figures include the linear support
vector machine, which is the strongest baseline reported in Table 14.
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Table 15. Multi-axis comparison of the model families. Accuracy favors the opaque baselines;
transparency, explanation granularity and auditability favor HIEF. The contribution of this paper is
to make the magnitude of each trade-off explicit.

Property Heuristic HIEF TF-IDF Model
Test F; (group-aware) 0.424 0.855 0.934-0.954
Weights learned no yes yes
Per-decision explanation partial full none (practically)
Representation dimensionality 10 18 20,000
Total learned parameters 10 737 40,000-80,000
Uncertainty modeled no yes no
Auditable vocabulary n/a yes (published) no
Measured latency per message not measured 1.23ms 0.32-1.44 ms
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Figure 5. Receiver operating characteristic curves on the test set for HIEF and for the two strongest
opaque baselines. The dotted diagonal is the line of no discrimination, that is, the performance of a
random classifier.
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Figure 6. Precision-recall curves on the test set for HIEF and for the two strongest opaque baselines.

6.2. Statistical Validation

Statistics computed on one fixed partition quantify sampling variation within that
partition but not variation caused by the partition itself. The protocol adopted here, there-
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fore, repeats the complete pipeline, from duplicate control and grouping through lexicon
estimation, out-of-fold meta-learning and threshold selection, ten times with different ran-
dom seeds, for every model in the study without exception. Table 14 reports the resulting
mean and standard deviation of every principal metric for every model, interpretable and
opaque alike.

Paired hypothesis tests are conducted on the predictions of the fixed-seed repetition
using McNemar’s exact test and are corrected across the family of eleven planned compar-
isons by the Holm procedure [48]. Table 16 reports raw and adjusted p-values together with
bootstrap intervals for each difference in F; over two thousand resamples. The comparison
now includes the two reference families and the neural model that were previously reported
on a single partition without a test. The additive model is not included: its refitting under
the no-interaction constraint of Section 5.2 postdates the stored single-partition predictions,
so a paired test against it would compare HIEF with the superseded unconstrained en-
semble. The comparison is, therefore, withdrawn from this family rather than reported
against the wrong model, and the ten-partition difference of Table 14 is quoted instead.
Four findings follow.

First, the difference between HIEF and every opaque baseline survives correction.
Against the character n-gram multilayer perceptron, it is 0.130 F; points on this repetition,
with a bootstrap interval from 0.122 to 0.138.

Second, and most consequentially for the architecture, HIEF is significantly worse
than its own linear layer. The paired difference is 0.021 F; points with a bootstrap interval
from 0.016 to 0.025, and the Holm-adjusted p-value is 1.1 x 10726, Over the ten repeated
partitions, the same comparison gives 0.017 points with an interval from 0.012 to 0.021. Both
intervals exclude zero in the same direction, so the conclusion does not rest on one partition.

Third, the rule tree is also significantly better than the full system, by 0.026 points on
this partition and by 0.022 points as a mean over the ten partitions of Table 14. The meta-
learner, therefore, does not recover the information that the evidential layer costs.

Fourth, the two strongest opaque baselines are not statistically indistinguishable
(Pagj = 3.8 X 1073%), so they cannot be treated as a single reference family.

Table 16. Paired comparisons on the fixed-seed repetition, with Holm-adjusted p-values over the
family of eleven planned comparisons and bootstrap intervals for the difference in F; over two
thousand resamples. A positive difference favors the first model.

Comparison AR 95% CI p (McNemar) p,qg; (Holm)
HIEF vs. Char-n-gram MLP ~ —0.130 [-0.138,—0.122] 1.1 x 107201 1.2 x 10-20
HIEF vs. SVM-TFIDF —0.115 [-0.123,-0.108] 3.0 x 107212 3.0 x 1021
HIEF vs. Char-n-gram SVD-64 —0.111 [-0.119,-0.103] 7.1 x 10710 57 x 1071
Layer 1 vs. Char-n-gram MLP  —0.109 [-0.117,-0.101] 1.4 x 10~ 12x1071%
HIEF vs. NB-TFIDF —0.094 [-0.102,-0.087] 3.5x 10713 2.1 x 10142
Layer 1 vs. SVM-TFIDF —0.094 [-0.102,-0.087] 2.3 x 10715 1.6 x 10-14
HIEF vs. LR-TFIDF —0.092 [—-0.099, —0.084] 2.2x 10713 1.1 x 107138
HIEF vs. Layer 2a —0.026 [-0.031,-0.021] 89x1073 1.8x1073
LR-TFIDF vs. SVM-TFIDF —0.024 [-0.028,—-0.020] 1.3x107% 3.8x10"%
HIEF vs. Layer 1 —0.021 [-0.025,-0.016] 1.1x10726 1.1 x 1072
HIEF vs. Layer 2b +0.067 [+0.060,40.074] 23 x10"3 93 x10""

Paired differences over the ten group-aware partitions, reported as mean and bootstrap interval, agree in sign
and significance with the single-partition tests: HIEF against Layer 1, —0.017 with an interval from —0.021 to
—0.012; HIEF against the multilayer perceptron, —0.118 from —0.125 to —0.110; HIEF against SVD-64, —0.102;
HIEF against SVM-TFIDF, —0.098. The additive model is absent from this family by design. Only its ten-partition
aggregate was recomputed under the no-interaction constraint, so a paired single-partition test against it would
use the predictions of the superseded unconstrained ensemble and is, therefore, not reported. The difference of
the ten-partition means of Table 14 is —0.022 F; points, stated as a difference of means and not as a paired interval.
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6.3. Ablation Study

Figure 7 isolates the contribution of each component. Using only the fourteen struc-
tural and linguistic signals, an L; logistic model reaches an F; of 0.729 with a standard
deviation of 0.005 over the ten group-aware partitions, confirming that structure alone is
insufficient. The four lexical aggregates alone reach 0.804, and combining the two repre-
sentations raises the same linear model to 0.872. That increase of 0.143 points over the
structural representation is the single largest improvement measured in this study and
validates the central design choice: a compact, auditable lexical representation recovers
most of the discriminative power that a purely structural detector lacks. The rule tree
attains 0.877 and the evidence-fusion stage 0.780. Fusing all three layers yields 0.855, which
is lower than the linear layer alone; Section 7.3 addresses this directly. The ablation was
repeated under the type-aware calibration of Section 4.5.4, so the evidence-fusion bar
reflects the repaired calibration and not the superseded quantile scheme.

Structural Lexical All 18 Rule tree Evidence Full HIEF
only only (Layer 1) (Layer 2a)  fusion (2b)

Figure 7. Cumulative contribution of the model components to the test F;. Bars show, from left to
right, the structural signals alone, the lexical aggregates alone, the full eighteen-signal linear model,
the rule tree, the evidence-fusion layer and the complete HIEF system. Error bars are one standard
deviation over ten group-aware partitions, seeds 42 to 51.

6.4. Source-Held-Out, External and Artifact-Controlled Evaluation

Three experiments separate what the detector has learned about phishing from what
it has learned about the corpora.

In the source-held-out experiment, one collection is reserved entirely for testing,
and every fitting step, including lexicon construction and threshold calibration, is con-
fined to the remainder. Performance decreases substantially under both configurations.
With Enron-Spam held out, HIEF attains an F; of 0.512 against 0.784 for the opaque baseline.
With SpamAssassin held out, HIEF attains 0.460 at a specificity of 0.041. At that specificity,
the detector flags almost every legitimate message in an unseen collection. These results are
reported without mitigation. Under a genuine cross-source shift, neither family is usable
at a threshold calibrated elsewhere, and the in-distribution numbers must not be read as
estimates of field accuracy.

On the two-class external set, HIEF attains a precision of 0.556, a recall of 0.982,
a specificity of 0.041 and an F; of 0.710, against 0.750 for the opaque baseline. The expected
calibration error (ECE) is 0.413 for HIEF and 0.267 for the baseline. The combination of
high recall with near-zero specificity indicates that the shift is absorbed almost entirely as a
positive bias. A recall-only experiment does not distinguish that case from genuine transfer.
Table 17 reports all three settings.
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These three measurements are the reason no operational deployment claim appears
in this paper. A detector that retains 0.98 recall while flagging 96 percent of the legitimate
mail of an unseen collection is not deployable at a gateway, and the present evaluation is
accordingly described throughout as proof-of-concept. Cross-source operation has not been
demonstrated. A genuinely independent two-class corpus from a different organization
and period would be required to demonstrate it; no such corpus was available for this
study, and Section 7.8 records that absence.

As an attack-family recall test, and labeled as such, the advance-fee fraud collection is
recalled at 0.982 by HIEF and 0.997 by the opaque baseline (Section 6.6).

The artifact-controlled experiment removes from the lexicon the 14 tokens that occur in
a single source collection above a document-frequency threshold of two percent within that
collection, together with the 197,465 tokens absent from both the English and the Spanish
dictionary. The first control eliminates corpus-specific proper nouns. The second eliminates
the optical-character-recognition corruptions visible among the phishing-indicative tokens
of Table 10. This control is evaluated on the fixed-seed repetition. HIEF attains an F
of 0.847 without the control and 0.868 with it. Removing the artifact tokens, therefore,
does not degrade the interpretable model on this corpus; it improves it by 0.021 points,
which indicates that the corpus-exclusive vocabulary was contributing noise to the lexical
aggregates rather than usable evidence. One limitation of this control is stated explicitly.
It is applied to the auditable lexicon and, therefore, to HIEF only, because artifact tokens
can be identified and removed in a published lexicon and cannot be identified in a twenty-
thousand-dimensional vector.

Table 17. Source-held-out and two-class external evaluation. In each row, the named collection is
excluded from every fitting step, including lexicon construction and threshold calibration.

Held-Out Source  Model Prec. Rec. Spec. F ECE
Enron-Spam HIEF 0.795 0.378 0.912 0.512 0.200
SVM-TFIDF  0.775 0.793 0.793 0.784 0.074
SpamAssassin HIEF 0.300 0.983 0.041 0.460 0.652
SVM-TFIDF  0.340 0.999 0.188 0.507 0.430
External two-class HIEF 0.556 0.982 0.041 0.710 0.413

SVM-TFIDF  0.600 0.998 0.188 0.750 0.267

The specificity values of the last two blocks coincide by construction. The only legitimate messages available in
either protocol are the 4090 SpamAssassin negatives, so the two settings differ in their positive class and share
their negative class exactly.

6.5. Learned Weights

Figure 8 shows the Layer-1 coefficients with bootstrap 95% confidence intervals. Six-
teen of the eighteen signals receive non-zero weight; the two that do not are the constant
signals identified in Table 7. The lexical aggregates carry the largest weights, and the
intervals are widest for exactly the mutually dependent lexical block, which is the visible
signature of the redundancy measured in Section 4.1.3.

Three of the fitted signs merit a note, and none of them is an error. The legitimate-
lexicon signal is a sum of negative log-odds, so a message rich in legitimate-register
vocabulary takes a strongly negative value and a message poor in it takes a value near
zero; a positive coefficient, therefore, encodes the absence of benign vocabulary as evidence
of phishing, which is the intended reading. The domain-reputation signal carries a sign
opposite to the direction in which Table 8 lists the corresponding cue, because its empirical
reliability on the training split is 0.428 (Table 7), so on this corpus it is mildly indicative of
legitimacy rather than of phishing and the fitted sign follows the measurement. The link-
count signal is its most strongly correlated partner (Section 4.1.3), and the L; fit distributes
their joint contribution between them.

https:/ /doi.org/10.3390/a19090741


https://doi.org/10.3390/a19090741

Algorithms 2026, 19, 741

29 of 49

legit_lexicon_score - ——i
phishing_lexicon_score - —
max_token_logodds - —e—
n_phishing_tokens ——
urgency_hits o ]
misspelling_ratio
exclaim_ratio -
monetary_mention -

[ ]

]

(]

body_len_log - [}
caps_ratio ol
ol

free_email_provider -

brand_spoofing -
url_shortener

has_dangerous_html -

url_excess_subdomains - L
digit_ratio o L]
url_count { +——a
domain_not_toplm - L]

-2.5 0.0 2.5 5.0 7.5 10.0 12,5 15.0 175
L, logistic coefficient

Figure 8. Learned L logistic coefficients with 95% bootstrap confidence intervals over 200 resamples.
Positive weights indicate phishing and negative weights indicate legitimacy. The signals are ordered
by the value of the point estimate.

6.6. Threshold Calibration and Attack-Family Recall

Figure 9a presents the precision, recall and F; of HIEF as the decision threshold
varies, allowing an operator to select an operating point appropriate to the relative cost
of false positives and false negatives. Figure 9b reports recall on the test-split advance-fee
fraud collection, labeled as an attack-family recall test rather than as evidence of out-of-
distribution generalization, for which Table 17 is the appropriate evidence.
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Figure 9. (a) Sensitivity of HIEF to the decision threshold. The vertical dashed line marks the decision
threshold selected on the validation split, which is the operating point used throughout the paper.
(b) Recall on the test-split advance-fee fraud collection for HIEF and the strongest opaque baseline.

6.7. Error Analysis

Figure 10 shows the HIEF confusion matrix on the test set. Counts cannot be averaged
across partitions of different composition, so this matrix is that of the fixed-seed repetition
rather than a mean over the ten partitions. On that repetition, HIEF attains a precision
of 0.755, a recall of 0.966 and an F; of 0.848, so this partition is close to the ten-partition
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mean of Table 14 in F; and slightly below it in precision. Of the 7702 test messages, 3912 are
legitimate and 3790 are phishing. Of the legitimate messages, 1189 are misclassified as
phishing, and of the phishing messages, 128 are missed. The strongly asymmetric error
profile, a recall near 0.97 against a specificity near 0.70, is the principal driver of the precision
gap to the opaque baselines and is consistent with the limited lexical vocabulary available
to an eighteen-signal model.

legitimate

True

I 129
phishing A (0.034)

T
legitimate phishing
Predicted

Figure 10. Confusion matrix of HIEF on the test set under the group-aware protocol. Cells report
absolute counts and row-normalized rates. The color intensity encodes the row-normalized rate
printed in the cell and carries no additional information.

Quantitative Taxonomy of the Errors

An error account based on inspection does not support quantitative comparison across
failure modes. Every misclassified test message is assigned to a mutually exclusive category
by a codebook fixed in advance and applied automatically, so that the assignment is repro-
ducible from the released code. In the previous version, that codebook left 64.6 percent of
the false positives unclassified, so it characterized only a minority of them. The residual
cases were, therefore, inspected and seven recurrent categories were added to the codebook:
scheduling and calendar correspondence, contract and deal documentation, energy-trading
and operational scheduling mail, forwarded threads and quoted reply chains, numeric
report, table and attachment references, recruitment or administrative notices, and confer-
ence and event announcements. The bulk-marketing category was not added in revision,
but its pattern was widened, which is why it grows from a marginal share to the second
largest. The residual falls from 64.6 percent to 18.0 percent, so the taxonomy now accounts for
82 percent of the false positives. One property of that comparison is stated so that it is not read
as a controlled measurement: the two percentages are computed on different sets of errors,
since the 64.6 percent figure is the residual of the 644 false positives of the first-version run and
the 18.0 percent figure is the residual of the 1189 false positives of the re-executed type-aware
run. The five original categories account for at most 449 of the current false positives, so
the original codebook would leave at least 62 percent of them unclassified. The reduction is,
therefore, indicative of the coverage the expanded codebook provides, not an isolated estimate
of the effect of adding categories. Table 18 reports the distribution together with the mean
global conflict and the mean ignorance mass of each category, which relates each failure mode
to the quantities the evidence-fusion layer exposes.
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Four observations follow. First, the dominant false-positive category is not a phishing-
like register at all but a structural one: forwarded threads and quoted reply chains account
for 33.6 percent of the false positives. HIEF has no signal for quotation depth or thread
structure, and this is the clearest indication the error analysis gives of a missing feature.
Second, bulk marketing traffic accounts for a further 24.2 percent, which is a direct con-
sequence of the permissive label documented in Section 3.1.3: messages that the human
annotators classify as unsolicited commercial mail rather than as phishing are exactly the
ones the detector is trained to flag. Third, the categories separate cleanly on the evidential
quantities. Free-webmail personal correspondence carries the highest mean conflict of
the false-positive categories, 0.440, with the lowest ignorance mass, 0.120, which is the
signature of sources that commit strongly and disagree; scheduling correspondence carries
the lowest conflict, 0.192. Fourth, among the false negatives, the two dominant modes
are messages from a plausible sender with no reputation cue, at 46.9 percent, and terse
lures with no lexical evidence, at 25.8 percent, with a median length of 30 tokens. Only
11.7 percent of the false negatives are also missed by the strongest opaque baseline, which
locates the deficit in the representation rather than in the messages. Table 19 reports, on the
same partition, a carried-over set of four controlled evasion transformations applied to
phishing messages that the detector classified correctly; the transformations and their
interpretation are discussed in Section 7.6.

Table 18. Expanded taxonomy of the misclassified test messages on the fixed-seed group-aware parti-
tion, with the mean global conflict and mean ignorance mass assigned by the evidence-fusion layer in
each category. The unclassified residual is 18.0 percent of the false positives here, against 64.6 percent
under the original five-category codebook; the two figures are measured on different error sets, that
of the re-executed run and that of the first-version run, respectively, and the comparison is indicative
rather than controlled.

Category Count % Mean Kgjo, Mean m (@) Median Tokens
False positives (1189 messages)

Forwarded thread or quoted reply chain 400 33.6 0.283 0.281 157
Newsletter or bulk marketing 288 242 0.273 0.289 176
Unclassified residual 214 18.0 0.246 0.282 76
Free-webmail personal correspondence 89 7.5 0.440 0.120 110
Scheduling, meeting and calendar mail 51 4.3 0.192 0.291 77
Legitimate notice with urgent register 49 4.1 0.294 0.243 373
Contract, agreement or deal documentation 30 2.5 0.279 0.267 238
Energy trading and operational scheduling 21 1.8 0.233 0.275 306
Legitimate transactional or billing mail 18 1.5 0.297 0.267 396
Conference, event or announcement 10 0.8 0.255 0.285 209
Recruitment, HR or administrative notice 8 0.7 0.251 0.250 241
Numeric report, table or attachment reference 6 0.5 0.178 0.290 19
Automated or machine-generated report 5 0.4 0.280 0.296 452
False negatives (128 messages)

Plausible sender, no reputation cue 60 46.9 0.270 0.249 225
Terse lure with no lexical evidence 33 25.8 0.103 0.261 30
Non-English or code-switched lure 22 17.2 0.123 0.229 10
Obfuscated or nested link only 13 10.2 0.384 0.226 117

Assignment is automatic and mutually exclusive: the rules of the released codebook are evaluated in a fixed order
and the first match wins, so the share of a category depends on that order as well as on the messages. The rules
are in code/analysis_rev2_errors.py and are specified in data/error_taxonomy_codebook.txt. The italic
entries “False positives” and “False negatives” are row-group headings and carry no numerical meaning.
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Table 19. Carried-over analysis: not re-executed under the type-aware calibration of Section 4.5.4,
and reported as obtained under the superseded quantile calibration. Effect of four controlled evasion
transformations on recall. The probes are applied to 600 phishing test messages that HIEF classi-
fied correctly under the fixed-seed group-aware partition, so the control recall of HIEF is one by
construction. The term-frequency baseline is evaluated on that same subset rather than on its own
correctly classified messages, which is why its control recall is 0.987. The probes are heuristic and do
not constitute a formal adversarial evaluation. No conclusion of this paper rests on the values below,
and Section 7.8 records the exception.

Transformation Recall, HIEF Recall, LR-TFIDF
None (control) 1.000 0.987

URL percent-encoding 1.000 not measured
Redirection host insertion 1.000 not measured
Homoglyph substitution in lexicon tokens 0.990 0.985
Template paraphrase 0.998 0.987

All combined 0.987 0.985

The two URL transformations were applied to the interpretable detector only, since they target its structural URL
signals; the corresponding baseline cells are reported as not measured rather than left blank.

6.8. Per-Language Performance

The detector includes English- and Spanish-language resources by construction: its
urgency patterns and dictionaries cover both languages, and the lexicon admits tokens in
either. That is an architectural property, established by inspecting the released resources,
and it is distinct from the empirical claim that the detector detects phishing in both lan-
guages. Having dictionaries and patterns for two languages does not demonstrate bilingual
detection performance, and the present evaluation does not demonstrate it; the remainder
of this section reports the evidence that bounds the claim, and every part of that evidence
is unfavorable to the stronger reading.

Language assignment uses a function-word heuristic, which is validated against an
independent automatic classifier that uses no function words at all, assigning a language
by the relative frequency of tokens exclusive to the English and to the Spanish dictionary.
The two assignments are released for every record in data/record_manifest.csv and the
comparison below is recomputed from that file by code/recompute_language_check.py.
They agree on 97.5 percent of the corpus with a Cohen’s kappa of 0.798 [35]. The agreement
is, therefore, moderate rather than close, and the structure of the disagreement is one-sided:
of the 950 messages on which the two differ, 622 are messages that the dictionary classifier
declines to assign at all because they carry too few dictionary tokens to decide, and the
remaining 328 are messages that the heuristic assigns to Spanish and the dictionary assigns
to English. The dictionary classifier never assigns Spanish where the heuristic assigns
English. Both methods are automatic; no human confirmation of the language labels was
obtained, and Section 7.8 records that absence.

The validation does not support a bilingual claim, and its outcome is reported as
measured, including the part of it that is unfavorable to the heuristic. The dictionary-based
classifier assigns 124 messages of the whole corpus to Spanish against 474 for the function-
word heuristic, so the heuristic over-assigns Spanish by roughly a factor of 3.8. Restricting
the Spanish subset to the messages on which both methods agree leaves 124 messages,
and not one of them is negative under the distributed label: the intersection contains
no legitimate message at all. The composition of that intersection is reported here and
not only its size, since it qualifies the statement. All 124 come from the two collections
that supply the negatives, 122 from Enron-Spam and 2 from SpamAssassin, and under
the strict positive definition of Section 3.1.2 only 10 of them carry an explicit deceptive
claim. The absence of negatives is, therefore, a property of the permissive label, which
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Section 3.1.3 shows conflates unsolicited commercial mail with phishing, and not evidence
that the Spanish subset is uniformly deceptive. A subset with no negatives admits no
precision estimate of any kind, and therefore cannot support any claim about bilingual
detection. Every statement about Spanish in this paper is accordingly preliminary, and no
sentence anywhere asserts that bilingual performance has been validated.

One further quantity is stated here so that it is not mistaken for the validation above.
A sensitivity check that varies the threshold of the function-word score itself, from 0.06
to 0.10, agrees with the heuristic on 99.5 percent of the corpus at a Cohen’s kappa of
0.954 and returns 275 Spanish messages; those values are stored under language in
results/revision2/errors_stats_efficiency.json. That check varies one constant
of a single method and is not an independent validation, so it is not used as one here.
The independent comparison is the dictionary one, and it is the weaker of the two.

Table 20 reports per-language performance on the test set with class composition
made explicit and with 95 percent Wilson intervals [49]. The Spanish test subset under
the heuristic contains 103 messages, 96 phishing and 7 legitimate; its confusion matrix is
(TP, FP,EN, TN) = (96,1,0,6). The apparent near-perfection of its precision is an artifact
of composition rather than evidence of capability: with seven legitimate messages, a single
additional false positive would move the estimate by more than a point. The undetermined
subset attains an F; of 0.813 at a recall of 0.823, the lowest of the three subsets, which
identifies very short messages as the systematic weak point of the detector and connects
directly to the terse-lure failure mode of Section 6.7. The scarcity of Spanish-language
phishing in public redistributable corpora is a substantive obstacle, and its removal is the
precondition for the multilingual extension proposed in Section 7.9.

Table 20. Per-language performance of HIEF on the test set, with the class composition of each subset
and 95 percent Wilson intervals. The Spanish subset is too small and too skewed to support an
inferential claim.

Subset Phish/Legit Precision [95% CI]  Recall [95% CI] b n
English 3570/3694  0.749[0.736,0.761]  0.970[0.964, 0.975] 0.845 7264
Spanish 9%/7 0.990 [0.944, 0.998] 1.000[0.962,1.000] 0.995 103

Undetermined 124/211 0.803 [0.726, 0.863]  0.823 [0.746,0.880] 0.813 335

6.9. A Worked Interpretability Example and the Evaluation of Explanations

The practical value of HIEF lies in the legibility of its individual decisions. For a
message that the detector flags, HIEF does not merely emit a probability; it produces an
explicit account of the signals that produced the decision, of the three fused evidential
masses and of the global conflict among the sources, in the form shown in Table 21.
An analyst can read which named signals carried the decision and verify each against the
message. In contrast, the logistic TF-IDF baseline would assign a similar probability but
distribute its justification across hundreds of sparse token weights.

A single correct decision does not characterize the behavior of the explanation mecha-
nism. The evidential quantities emitted by Algorithm 1 are, therefore, reported for every
failure mode rather than for one case. Table 18 gives the mean global conflict and the mean
ignorance mass of each error category on the fixed-seed test partition, and the pattern it
shows is that the failure modes quantified in Section 6.7 are legible in the explanation rather
than concealed by it. The two dominant false-negative modes carry mean ignorance masses
of 0.249 and 0.261 against 0.175 on correct decisions, that is, little committed evidence in
either direction; this is the signature that would identify a message for escalation rather
than acceptance of the negative decision. The obfuscated-link category carries the highest
global conflict among the false negatives, 0.384, and the free-webmail category the highest
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among the false positives, 0.440, at the lowest ignorance mass of any category, 0.120. Those
are the opposite signature, namely sources that commit strongly and disagree. The two
are distinguishable from the emitted masses alone and are not distinguishable from a
probability near the threshold. Four individual decisions are reported in Table 21, one for
each situation named above: a correct positive decision, a false positive, a false negative
and the decision carrying the largest global conflict on the test set. Each is selected by
a deterministic rule stated in the released script rather than by inspection, so the four
cases are reproducible and were not selected to favor the method. These four decisions
were not re-computed under the type-aware calibration of Section 4.5.4: the masses and
the global conflict shown are those of the superseded quantile calibration, and they are
reported here to illustrate the form of the explanation rather than to supply a quantity used
elsewhere in the paper. The category-level masses of Table 18, which are the quantities the
argument of Section 7.3 rests on, do use the type-aware calibration. The consequence for
a reader who reproduces these four cases from the published parameters is stated rather
than left to be discovered: the calibration released in model/model_parameters. json is the
type-aware one, so recomputing these four decisions from it does not return the masses
printed below. The divergence is recorded in results/worked_examples. json and reaches
0.28 on the ignorance mass and 0.43 on the global conflict, which is large enough to change
how an individual case reads. The scores, the decisions and the Layer-1 contributions are
unaffected, since they do not pass through the evidential calibration. The table reports
the emitted score, the three fused masses, the global conflict and the strongest Layer-1
contributions, and it reproduces no message text.

Algorithm 1 HIEF inference for a single message

Require: message x; learned models Lj, tree, DS, meta; lexicon £; threshold

1: 8 ¢~ STRUCTURALSIGNALS(x) > 14 values
2: a < LEXICALAGGREGATES(x, L) > 4 values
3 f < [s;a] > 18-dim interpretable vector
4 p1 < o(w'f+Db) > Layer 1
5. p2 < tree(f) > Layer 2a
6: (p,1,0) < DISCOUNTEDMASSES(f) > Equations (5)-(9)
7. m(P),m(L),m(®) + Equation (10) > one pass, O(d)
8: Kglop < Equation (11) > order-invariant global conflict
9: m(-) < m(-)/(1— Kglob)
10: p3 « m(P) + Im(®) > Layer 2b pignistic score
11: p < meta(py, p2, p3) > Layer 3

=
N

: return (p > T, p, explanation(f, m, Kglob) )

In the last row of that table, the emitted score and the pignistic score of the evidential
layer point in opposite directions. The masses are nearly balanced, 0.474 against 0.413,
and carry the largest global conflict on the test set, whereas the meta-score is 0.024 and
the decision is legitimate. The meta-learner weights the Layer-1 probability most heavily
and the Layer-1 evidence on that message is unambiguous, so the disagreement is between
layers rather than within one. That disagreement is itself visible in the table, which is what a
decomposable account is for and what a single probability near the threshold cannot supply.

Transparency is a structural property and explanation usefulness is not. The two prop-
erties that can be measured here are reported below, and no claim is made beyond them.

Fidelity is exact by construction rather than estimated. The reported explanation is
a restatement of the decision: the Layer-1 contribution is reconstructed from the listed
signal weights, the Layer-2a contribution from the traversed rule path, and the Layer-2b
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contribution from the listed masses, and the reconstructed meta-score reproduces the
emitted score to floating-point tolerance for every test message.

Table 21. Carried-over analysis: the masses and the global conflict below were not re-computed
under the type-aware calibration of Section 4.5.4 and are those of the superseded quantile calibration,
so they do not agree with the parameters released in model/model_parameters. json. Worked HIEF
explanations for four individual decisions: a correct positive decision, a false positive, a false negative
and the decision carrying the largest global conflict on the test set. All quantities are measured on the
fixed-seed group-aware test partition and were produced by code/make_worked_examples.py in the
released archive under that superseded calibration. Selection of each case is by a stated deterministic
rule and not by inspection. No message text is reproduced. No conclusion of this paper rests on the
values below.

Case

True Decision Score m(P) m(L) m(0) Kgiob

Correct positive decision

phish. phish. 0.994 0.964 0.005 0.031 0.139

Strongest Layer-1 contributions, with the observed signal value

: legitimate lexicon score = 0 (— P); phishing token

count = 3 (— P); phishing lexicon score = 12.30 (— P)

False positive legit. phish. 0.783

0.488 0.190 0.322 0.224

Strongest Layer-1 contributions, with the observed signal value

: legitimate lexicon score = 0 (— P); phishing lexicon

score = 0 (— L); domain notintop IM =1 (— L)

False negative phish. legit. 0.620

0.013 0.668 0.319 0.027

Strongest Layer-1 contributions, with the observed signal value

: legitimate lexicon score = 0 (— P); phishing lexicon

score = 0 (— L); phishing token count = 0 (— L)

Highest global conflict legit. legit. 0.024

0.474 0.413 0.113 0.633

Strongest Layer-1 contributions, with the observed signal value

: legitimate lexicon score = —35.47 (— L); link

count = 110 (— L); phishing lexicon score = 0 (— L)

Carried-over analysis. Stability was measured under the superseded quantile cali-
bration and was not re-executed; it is reported here unchanged, is not used to support
any conclusion of this paper, and Section 7.8 records this. Stability is measured under
three class-preserving perturbations. HIEF attains top-five signal overlaps of 0.942 under
formatting noise, 0.967 under five percent token dropout and 0.950 under synonym sub-
stitution, with Kendall rank correlations of 0.975, 0.968 and 0.978, respectively. The token
attributions of the term-frequency baseline are of comparable stability, at 1.000, 0.956 and
1.000. Stability, therefore, does not distinguish the two. What distinguishes them is that
HIEF’s five contributions are named signals drawn from a fixed and published vocabulary
of eighteen, whereas the baseline’s are five tokens drawn from twenty thousand and differ
from message to message.

Usefulness is not established by this paper and no claim is made about it. Establishing
it would require a counterbalanced within-subject study with analysts, conducted under
institutional ethics approval with informed consent. No such study was conducted here,
and its absence is recorded among the limitations [50]. The same caution applies to the
post-hoc explanation methods against which interpretable models are usually compared,
whose operational usefulness on this task is equally unestablished.

6.10. Efficiency

Interpretable feature extraction is often assumed to be cheap, and the previous version
of this paper reported it as expensive on the basis of a partial measurement. Every model in
the study is measured here on one machine under one protocol: end-to-end inference from
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raw message text, median of two hundred single-message inferences after fifty warm-up
calls on a single central processing unit (CPU) core with no parallelism; training time on
the same partition; the full parameter count, including vocabulary indices and projection
matrices and the size of the serialized model. The previous accounting omitted the vocabu-
lary index and the projection matrix of the neural and reduced-dimension models, which
understated their footprint by three orders of magnitude.

Under the complete accounting, the compact architecture is best in the study on model
footprint and mid-ranked on computational cost. The two statements are separated here
because Table 22 supports them to different degrees, and the earlier formulation, which
described the architecture as favorable on every axis except accuracy, was stronger than
the measurements.

Table 22. Accuracy, footprint and cost of every model under a single measurement protocol on one
machine. Latency is the median of two hundred single-message inferences from raw message text
after fifty warm-up calls, on one CPU core with no parallelism. Parameter counts include vocabulary
indices and projection matrices. Training time is measured on the same partition.

Model F;  Latency (ms) Training (s) Parameters Model (MB)
HIEF (full) 0.847 1.23 8.3 737 <0.1
Layer 1 (L; logistic) 0.869 0.39 8.3 619 <0.1
GAM, additive over 18 signals 0.874 2.13 0.7 1436 0.1
LR-TFIDF 0.939 0.32 0.3 40,000 0.9
NB-TFIDF 0.942 0.62 0.04 60,000 14
SVM-TFIDF 0.963 1.44 0.6 80,000 1.3
Char-n-gram + SVD-64 0.959 3.52 15.7 3,250,065 27.3
Char-n-gram + MLP 0.978 9.19 42.6 6,474,833 53.5

Values are those of the fixed-seed group-aware partition, so they differ slightly from the ten-partition means of
Table 14. Peak resident memory of the full measurement process was 1.66 gigabytes, dominated by the character
n-gram matrices rather than by any single model. HIEF attains the smallest parameter count and the smallest
serialized size of the independent models listed, its own Layer 1 excepted, and ranks fourth of eight on latency
and fifth on training time; the table is, therefore, not a demonstration of efficiency dominance on every axis,
and none is claimed.

On the two footprint axes, HIEF is the smallest complete detector measured. It car-
ries 737 parameters, comprising the eighteen standardized coefficients, the meta-learner
weights, the rule-tree nodes and the six-hundred-entry lexicon, against 1436 for the ad-
ditive model, 40,000 to 80,000 for the three term-frequency baselines, 3.25 million for the
reduced-dimension character n-gram model and 6.47 million for the multilayer percep-
tron. Serialized, it occupies less than 0.1 megabytes, 0.031 as measured, against 0.9 to
1.4 megabytes for the term-frequency baselines and 53.5 for the multilayer perceptron. One
row of Table 22 is smaller on both axes, namely the linear layer of HIEF itself, at 619 param-
eters and 0.019 megabytes. Layer 1 shares the representation and, therefore, the extraction
cost of the full system, so it is an ablation of HIEF and not an independent detector, and the
footprint claim made here is against the six independent models of the table and not against
it. On the two time axes, it is neither the fastest nor the slowest. End-to-end inference
takes 1.23 ms per message, which is 7.5 times faster than the multilayer perceptron at 9.19,
2.9 times faster than the reduced-dimension model at 3.52, 1.7 times faster than the additive
model at 2.13 and marginally faster than the calibrated support vector machine at 1.44;
it is, however, 3.8 times slower than the logistic term-frequency baseline at 0.32, twice as
slow as the multinomial naive Bayes baseline at 0.62 and 3.2 times slower than its own
linear layer at 0.39, the difference from the linear layer being the rule traversal and the
evidential fusion. Training takes 8.3 s, faster than the reduced-dimension model at 15.7 and
the multilayer perceptron at 42.6, but one to two orders of magnitude slower than the three
term-frequency baselines, which fit in 0.04 to 0.6 s. HIEF is, therefore, fourth of eight on
latency and fifth of eight on training time.
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The efficiency claim of this paper is accordingly stated in the precise form that
Table 22 supports and in no stronger form. HIEF provides a favorable model-footprint and
representation-size trade-off, being the smallest of the independent models measured on
both parameter count and serialized size, by three to four orders of magnitude relative
to the neural references, while retaining an inference cost of the same order as the term-
frequency baselines and well below that of either neural model. No superiority on every
efficiency metric is claimed: on latency and on training time, HIEF is mid-ranked, and a
deployment whose binding constraint is raw throughput or retraining cadence would be
better served by a term-frequency baseline. The claim made in the previous version, that
efficiency is the dimension on which the interpretable model dominates, is withdrawn and
replaced by this one. What the measurements do establish is the weaker and sufficient
statement that the accuracy deficit is not compounded by a computational one: on no
axis of Table 22 is HIEF the most expensive model, and on the two axes that determine
whether a model fits within a fixed memory budget no independent model is less expensive.
Latency was measured on a single machine whose specification is recorded in the released
environment file, so the absolute values are a property of that machine while the ratios are
the quantity of interest.

7. Discussion
7.1. Interpretability as the Central Trade-Off

The measured trade-off is the following. On the group-aware benchmark, the strongest
term-frequency classifier reaches an F; of 0.954, a compact character n-gram neural model
reaches 0.973, and the interpretable family reaches 0.878 in its best configuration, the addi-
tive model over the eighteen signals, and 0.872 for the linear layer of HIEF. The residual
gap between the interpretable family and the best model in the study is approximately
0.096 F; points, the difference of the unrounded ten-partition means 0.973378 — 0.877708
and not the three-decimal values quoted above. In the opposite direction, the gap between
the hand-weighted heuristic from which HIEF evolved and the linear layer is 0.448 points.

These figures admit a direct interpretation. What the interpretable detector returns in
exchange for the deficit is a per-decision account that is structurally transparent: every deci-
sion is accompanied by a human-readable list of the signals that produced it, drawn from a
published lexicon and a small set of named structural cues, together with a decomposable
measure of how internally consistent the evidence is. It is also the smallest of the inde-
pendent models measured, at 737 parameters and a serialized size below 0.1 megabytes
against 6.47 million parameters and 53.5 megabytes for the strongest neural reference,
and its inference cost of 1.23 ms per message is of the same order as the term-frequency
baselines and 7.5 times below the 9.19 ms of that reference; it is not, however, the fastest
model measured, and Section 6.10 gives its rank on each axis. These are structural and
computational properties, established by inspection and by measurement, respectively.

Three limitations bound this interpretation, and they are stated together because they
are easy to conflate. The value 0.096 is a property of the present benchmark and of the mod-
els compared here, not a general estimate of the cost of interpretability. The transparency
established here is mathematical and not operational: no analyst study was conducted,
so nothing in this paper establishes that the explanations are useful to a human reader,
and Section 7.8 records that absence. And the accuracy figures themselves are measured
under a permissive label whose agreement with human phishing judgment is a Cohen’s
kappa between 0.180 and 0.211 (Section 3.1.3), so they should be read as separating registers
at least as much as detecting deceptive intent.
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7.2. Why the Lexical Aggregates Matter

The ablation isolates the mechanism. Adding the four lexical aggregate features raises
a linear model from an F; of 0.729 to 0.872, an increase of 0.143 points, which is the largest
single improvement measured in this study.

The interpretation is that the historical weakness of rule-based detectors is not their
transparency but their impoverished representation of lexical content. Compressing a
sparse log-odds lexicon into four auditable quantities recovers a substantial part of the
discriminative power of a text model. It does so while preserving the property that a human
can trace the evidence behind any decision to specific tokens.

The control experiment bounds that claim rather than supporting it. An automatic
sixty-four-dimensional character n-gram compression of the same lexical evidence at-
tains 0.958, so automatic compression is the more accurate of the two constructions by
0.086 points. The four aggregates are justified by traceability and by footprint, 737 parame-
ters against 3.25 million, and not by an accuracy advantage.

7.3. What the Additional Layers Contribute, and What They Do Not

This section states the principal architectural finding of the paper. Under the group-
aware protocol, the measurements do not support an accuracy justification for the two ad-
ditional layers, and the paper is positioned accordingly.

The measured result is unambiguous. Over ten repeated group-aware partitions, the
linear layer attains an F; of 0.872 and the full three-layer system 0.855, so the full system
is 0.017 points lower on average, with a paired bootstrap interval from 0.012 to 0.021 that
excludes zero. On the fixed-seed repetition, the paired difference is 0.021 points with an
interval from 0.016 to 0.025 and a Holm-adjusted p-value of 1.1 x 1072°. The rule tree
is also better than the full system, by 0.026 points. The marginal accuracy return of the
interaction-rule tree and of the evidence-fusion stage is, therefore, not merely absent but
negative, and a practitioner whose only objective is F; should deploy the linear layer alone.

The calibration defect identified in the previous version was repaired before this
conclusion was drawn, so the conclusion cannot be attributed to it. Under the type-aware
calibration of Section 4.5.4 the number of evidential sources carrying a committed mass
below 0.015 falls from eight to 4.9 on average, and the evidential layer rises from 0.771
to 0.780 with a paired interval from 0.003 to 0.015. That is a real improvement, and its
larger effect is on stability: the partition-to-partition standard deviation falls from 0.012 to
0.005. It is not, however, an improvement that changes the ranking. The weakness of the
evidence-fusion layer on this corpus originates in the fusion formulation applied to these
signals, not in the binning scheme.

A stronger functional claim was also tested and was not confirmed, namely that the
evidential layer supports a better abstention policy. Test messages were ranked by the
confidence measure the layer supplies, one minus half the sum of the ignorance mass
and the global conflict, and the risk—coverage curve was computed [51]. The area under
that curve is 0.084 for the full system against 0.044 for the linear layer ranked by its own
probability margin (Figure 11). The calibrated probability is the better confidence ranking
by a factor of nearly two, and the hypothesis is rejected by these data.

What survives is narrower and is the reason the framework is retained. The ignorance
mass carries information about error that a scalar probability does not: its mean is 0.265
on the errors of the full system and 0.175 on correct decisions. Its value is not that it
ranks confidence better than a probability, which it does not, but that it is decomposable.
A probability near the threshold does not distinguish signals in balanced opposition from
signals that are jointly uninformative; the pair consisting of the ignorance mass and the
global conflict does distinguish them, and the error taxonomy of Table 18 shows the
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separation empirically: free-webmail personal correspondence carries a mean conflict of
0.440 with an ignorance mass of 0.120, while scheduling correspondence carries 0.192 and
0.291. Those are opposite diagnostic signatures that a single probability collapses into
one number.

0.175 1 —— HIEF (ignorance + conflict)
Layer 1 (probability margin)

0.150 A

0.125 A

0.100 A

0.075 A

Selective error rate

0.050 A

0.025 A

0.000 A

T T
0.0 0.2 0.4 0.6 0.8 1.0
Coverage

Figure 11. Risk—coverage curves for the full HIEF system, whose confidence measure is the ignorance
mass and global conflict returned by the evidence-fusion layer, and for the Layer-1 model, whose
confidence measure is its own probability margin. Lower is better. The linear layer provides the
better confidence ranking.

The architectural claim of this paper is, therefore, stated in the following form, and the
title reflects it. The compact lexical representation buys accuracy. The rule tree and the
evidential stage buy a decomposable and traceable account of why a decision is uncertain,
at a measured cost of 0.017 F; points and no gain in selective risk. HIEF is presented as an
uncertainty and explanation framework and not as an accuracy-improving fusion method,
and a deployer who does not require the decomposition should use the linear layer.

7.4. Corpus Artifacts and the Limits of the Benchmark

The artifacts present in the corpus are identified and quantified here. Inspection of the
learned lexicon shows that the most legitimate-indicative tokens are largely Enron-specific
proper nouns and jargon, the six strongest being enron, kaminski, hou, hourahead, ena
and westdesk, and that several phishing-indicative tokens are optical-character-recognition
corruptions of common words. Section 6.4 measures their contribution: removing them
changes the interpretable model by 0.021 F; points, and the change is an improvement
rather than a loss, so the corpus-exclusive vocabulary was contributing noise rather than
usable evidence. Template leakage costs a further 0.084 points. Under a cross-source shift,
the specificity of the interpretable detector falls from 0.727 in distribution to 0.041, a loss
of approximately sixty-nine percentage points. And the label audit of Section 3.1.3 shows
that the distributed positives of these collections agree with human phishing judgment at a
Cohen’s kappa between 0.180 and 0.211.

The interpretation is that the absolute scores reported in this literature, for HIEF and
for the baselines alike, should be read as benchmark performance and not as estimates of
field accuracy. The relative comparison between interpretable and opaque models remains
informative, because both families are exposed to the same artifacts. The quantification of
these three effects is a contribution independent of the detector, and an auditable lexicon is
what made it straightforward to obtain.

The measurement is nonetheless bounded by the corpora on which it was made.
The three effects are quantified on two historical collections, and their magnitude on a
contemporary operational corpus is unknown.
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7.5. Generalization to Unseen Attacks

On the advance-fee fraud messages of the test split, HIEF recalls 0.982 and the opaque
baseline 0.997. On the external protocol, in which training is confined to Enron-Spam and
the entire advance-fee family is unseen, HIEF recalls 0.982 (Table 17).

These figures do not support the hypothesis under which the experiment was designed,
namely that the structural, language-agnostic signals would give the interpretable model
a generalization advantage. The two-class external evaluation is more informative than
either recall figure. It shows that under a genuine source shift both families retain recall
while losing almost all specificity, 0.041 for HIEF and 0.188 for the opaque baseline, so the
shift is absorbed as a positive bias rather than as a loss of sensitivity.

The negative result is reported in place of the hypothesis. Its consequence for the fram-
ing of this paper is stated in Section 7.6: cross-source operation has not been demonstrated
and no operational deployment claim is made.

7.6. Threat Model and the Limits of the Present Evaluation

The evaluation reported in this paper is proof-of-concept. It establishes that a compact,
auditable representation attains a measurable fraction of the accuracy of an opaque text
classifier on two historical public collections under a leakage-controlled protocol, and that
the evidential layer supplies a decomposable uncertainty account. It does not establish that
any configuration of HIEF is usable in an operational mail path, and the following is stated
so that no reader draws that conclusion. Under a genuine cross-source shift, the specificity
of the interpretable detector falls to 0.041 and its expected calibration error rises to 0.413.
A detector that flags roughly 96 percent of the legitimate mail of an unseen collection cannot
be deployed at a gateway at a threshold calibrated elsewhere. Gateway and on-device
deployment are, therefore, described here as the motivating scenario for the design, and not
as a demonstrated capability.

Within the in-distribution setting, the evasion probes of Section 6.7 provide the relevant
measurement: no single transformation reduced recall by more than 0.010, and all four
applied together reduced it by 0.013. The interpretation is that the diversity of the signal
set, which spans sender reputation, structure, linguistic register and lexical content, obliges
an attacker to suppress several heterogeneous cues simultaneously while preserving the
persuasive payload.

This interpretation is bounded by the nature of the probes. They are heuristic; no
formal adversarial evaluation was performed, and no robustness guarantee is claimed.

7.7. Conditions Under Which the Measured Accuracy Cost Is Justified

A reasonable objection is that, if an opaque model is approximately ten F; points
more accurate, accuracy should simply be preferred. The question is quantitative, and it is
addressed here with an explicit cost model. The model is stated first, then solved for its
break-even point, and only then applied to deployment scenarios, so that no scenario is pre-
sented as a demonstrated instance of an inequality that has not been evaluated numerically.

Let cpp and cpn denote the cost of a false positive and of a false negative, ¢just the
cost of manually reconstructing a justification when the model does not supply one, q the
fraction of positive decisions for which a justification must be produced, and r the positive
rate. Let cres denote the shadow price of one unit of resident resource footprint and s(M)
the footprint of the deployed model in those units; this fourth term is carried explicitly
so that a resource-constrained deployment is priced inside the model rather than argued
alongside it. The expected cost per message of a detector M is

C(M) = cpp FPR(M) (1 —7) 4 cen ENR(M) 7 + g Cjust (M) #(M) + cres (M), (12)
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where #(M) is the rate at which M emits positive decisions and cjust(M) is zero for a system
that emits its own justification. Write p = cgn/cpp, K = Cjust/Cpp and ¢ = cres/ cpp for the
three cost ratios, and let AFPR and AFNR denote the excess error rates of the interpretable
system H over the opaque system O. Dividing Equation (12) by cpp, the interpretable
detector is preferable exactly when

qx?(0) 4+ (s(O) —s(H)) > AFPR(1—r)+ p AFNRr. (13)

Two properties of Equation (13) are worth stating before it is evaluated. The justifica-
tion term is proportional to the positive rate of the opaque system, because it is the positive
decisions of the deployed opaque model that would have to be justified by hand. And the
inequality is homogeneous of degree zero in the costs, so it depends only on the ratios p,
x and ¢ and not on absolute monetary values, which is what makes it evaluable without
pricing a false positive.

The measured rates are substituted next, and they are the ten-partition group-aware
means of Table 14. HIEF attains a precision of 0.773 and a recall of 0.958, against 0.925
and 0.985 for the strongest term-frequency baseline, which gives AFPR = 0.195 and
AFNR = 0.027; against the character n-gram neural model the two excesses are 0.231
and 0.031. The false-positive term dominates in both comparisons, and it dominates more
heavily as the positive rate falls, since it is weighted by 1 — r while the false-negative term
is weighted by r. The exchange is, therefore, between additional quarantined legitimate
mail and the cost of producing justifications by hand.

Setting ¢ = 0, that is charging nothing whatever for the difference in footprint,
Equation (13) solves for the break-even justification cost

o+ _ AFPR(1—71) + p AFNRr
q#(0) ’

above which the interpretable detector has the lower expected cost. Because ¢ = 0

(14)

suppresses the only term that favors the compact model, ¥* is an upper bound on
the true break-even point: any positive price on resident memory lowers it. Table 23
evaluates x* over the three quantities that this study cannot measure, namely the pos-
itive rate of the stream, the justification fraction and the relative cost of a miss. It
is computed by code/analysis_cost_model.py in the released archive and stored in

results/revision3/cost_model. json.
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Table 23. Break-even justification cost x* = Cjust/ crp of Equation (14), above which the interpretable
detector has the lower expected cost of Equation (12). Error rates are the ten-partition group-aware
means of Table 14. A value of 1.00 means that one manual justification must cost as much as one
quarantined legitimate message; x* is an upper bound, since the footprint term is set to zero.

Against SVM-TF-IDF Against Char-n-Gram MLP
Positive Rate r q p=1 p=5 p=20 p=1 p=5 p=20
0.492 (benchmark) 1.00 0.21 0.32 0.70 0.26 0.38 0.84

0.492 (benchmark) 0.25 0.86 1.27 2.80 1.05 1.53 3.34
0.492 (benchmark) 0.05 4.28 6.33 14.01 5.23 7.65 16.70

0.100 1.00 1.05 1.12 1.36 1.55 1.64 1.99
0.100 0.25 4.20 4.46 5.43 6.20 6.57 7.94
0.100 0.05 21.02 22.32 27.15 31.02 32.85 39.70
0.010 1.00 2.20 221 2.26 4.49 4.52 4.61
0.010 0.25 8.81 8.86 9.05 17.97 18.07 18.44
0.010 0.05  44.05 44.30 45.23 89.87 90.36 92.19

The benchmark positive rate 0.492 is that of the group-aware test split, 3790 phishing messages against 3912 le-
gitimate ones. The rates 0.100 and 0.010 stand for progressively more skewed operational streams and are not
measured here. g is the fraction of positive decisions requiring a justification and p = cgn /cgp is the cost of a miss
relative to a quarantined legitimate message. As 4 — 0, k* — oo and the inequality cannot be satisfied at any
justification cost.

Three regularities follow from Table 23, and they replace the categorical assertion made
in the previous version that three deployment settings satisfy the inequality and one does
not. First, the inequality is easy to satisfy at the benchmark positive rate and demanding
at operational ones: at r = 0.492 with 4 = 1 and p = 1 a single manual justification need
cost only about one fifth of one quarantined legitimate message, whereas at r = 0.010
with g = 0.25 it must cost nearly nine of them. Second, g is the decisive quantity, since
k* is inversely proportional to it; as g — 0 the inequality cannot be satisfied at any finite
justification cost. Third, p is nearly irrelevant on skewed streams: multiplying the cost of a
miss by twenty changes x* by less than three percent at 7 = 0.010, because the excess error
of the interpretable detector is concentrated in false positives. A deployer applying this
model, therefore, needs an estimate of g and of r, and needs p only when the stream is close
to balanced.

The deployment settings named in the previous version are accordingly restated
as illustrative scenarios in which the inequality may be satisfied, rather than as cases
demonstrated by Equation (13). A regulated financial or healthcare mail gateway operates
under supervisory expectations that an automated action affecting a customer be explicable
on request, so g is set by policy rather than chosen; that places the deployment in the rows
of Table 23 where x* is smallest, but whether the inequality actually holds still depends on
the local cost of producing a justification, which this study does not measure. A user-facing
warning layer has an objective that cpp and cpn do not represent at all, since the purpose of
the annotation is to teach the recipient which cues to attend to and an opaque warning that
is right more often conveys no transferable knowledge; that scenario lies outside the scope
of Equation (13) rather than being an instance of it, and it is offered as a motivation and
not as a solved case. Conversely, in a high-volume consumer backend where decisions are
not individually contested, g is effectively zero, x* diverges and the inequality cannot hold
at any justification cost, so an opaque classifier is the correct choice. That negative case is
the only one of the four that Table 23 settles unconditionally, and it is stated with the same
emphasis as the others.

The memory-limited case is treated separately, because it is a feasibility question and
not a cost trade-off. An on-device or branch deployment imposes a hard budget B on
resident footprint, and a model is admissible only if s(M) < B; that constraint is applied
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before Equation (13) is evaluated, and the term cres s(M) of Equation (12) prices only the
resources of models that already satisfy it. The relevant measurements are those of Table 22:
HIEEF serializes below 0.1 megabytes and requires no resident vocabulary index, whereas
the term-frequency baselines carry a twenty-thousand-term index at 0.9 to 1.4 megabytes
and the two neural references occupy 27.3 and 53.5 megabytes. For a budget lying between
those values the constraint decides the question by itself and no accuracy comparison
arises; for a budget above all of them the constraint is inactive and the question returns to
Equation (13) with a small o. No numerical value of B is asserted here, since it is a property
of a deployment target and not of this study.

A second argument does not depend on the cost model. Interpretable signals are
auditable and correctable. The four benchmark effects quantified in this paper, namely
template leakage, corpus-exclusive vocabulary, the collapse of specificity under source
shift and the divergence between the distributed label and human phishing judgment,
were diagnosed by reading the lexicon, the per-signal error taxonomy and the annotated
sample. An opaque model exhibits the same pathologies and offers no comparable handle
for detecting them. Template leakage alone inflates the reported F; by 0.084 points, which
is comparable to the 0.096-point accuracy deficit of the interpretable family on the same
benchmark, and the label divergence is larger than either.

7.8. Limitations

Twelve limitations qualify the conclusions of this study. First, absolute scores on these
collections are inflated by template leakage unless duplicate control and group-aware parti-
tioning are applied. Those two controls bound the effect, but the corpora remain historical,
and evaluation on a contemporary operational corpus is still required. Second, the source-
held-out and external results show that neither model family transfers across collections at
a threshold calibrated elsewhere; cross-source operation has not been demonstrated and
none of these numbers should be read as field accuracy. Third, the Spanish evaluation rests
on 103 test messages of which 7 are legitimate, and on the stricter two-method criterion on
124 corpus messages of which none is legitimate. It supports no bilingual claim, and the
language assignment itself is validated only against a second automatic method, never
against human confirmation; that second method agrees with the heuristic at a Cohen’s
kappa of 0.798 and assigns Spanish to a quarter as many messages, so the heuristic over-
assigns Spanish and the size of the Spanish subset reported here is an upper bound. Fourth,
the human label audit covers 100 messages drawn from a stratified sample of 400, not the
whole corpus, and it establishes that the automatic strict rule agrees with human judgment
at a Cohen’s kappa between 0.700 and 0.772; the residual disagreement, a precision of 0.769
against human positives, means the strict rule still over-selects, the three inter-annotator
disagreements were left unadjudicated and are carried through the paper as bounds, a full
human relabeling of the corpus was not attempted, the two evaluators are authors of this
paper and were, therefore, not blind to the design of the rule they assessed, and every
human positive in the audited block is advance-fee fraud, so the audit bounds the strict rule
for that family alone and not for credential phishing. Fifth, the evasion probes are heuristic,
and no formal adversarial evaluation was performed. Sixth, the lexicon is estimated once
and will drift, so periodic re-estimation is a deployment requirement rather than an option.
Seventh, the operational usefulness of the explanations is not established, since no analyst
study was conducted; every claim about the explanations in this paper is structural. Eighth,
no pre-trained transformer baseline was fine-tuned, and consequently no comparison
against transformer-scale detectors is made anywhere in this paper; whether such a model
would widen or narrow the measured gap is unknown. Ninth, the two fusion layers do not
improve F; over the linear layer and do not improve risk—coverage ranking, so the case
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for the full architecture rests entirely on the decomposability of its uncertainty account.
Tenth, and most consequentially for the accuracy argument, a compact neural model over
character n-grams outperformed every interpretable configuration tested here, by 0.096 F;
points against the best of them, the additive model, and by 0.118 points against the full HIEF
system, so the case for an interpretable detector on this benchmark rests on traceability and
footprint rather than on accuracy. Eleventh, three analyses were not re-executed under the
type-aware calibration and are reported as obtained under the superseded quantile calibra-
tion: the controlled evasion probes of Table 19, the perturbation-stability measurements of
Section 6.9 and the four worked decisions of Table 21. Each is marked at its point of use,
and no conclusion of this paper rests on them. Part of Table 13 is carried over in the same
way and is marked in that table: its message-level AUC-PR column and the message-level
F; of Layers 2a and 2b are values of the first-version run, and the group-aware entries for
those two layers are ten-partition means rather than the five-partition measurement of
that table. The leakage magnitudes reported in Section 6.1 are computed only from the
unmarked, paired cells, so they are unaffected. Twelfth, the deployment cost model of
Section 7.7 is analytic rather than empirical. Its error rates are measured, but the justification
fraction g, the relative cost of a miss p and the operational positive rate r are not quantities
this study measures, and no cost of producing a justification by hand was elicited from any
operator. Table 23 therefore bounds the conditions under which an interpretable detector
would be preferable; it does not establish that any particular deployment satisfies them,
and the deployment scenarios discussed in that section are illustrative.

7.9. Future Work

Beyond addressing the limitations above, four extensions follow directly from the
measurements reported here. The error taxonomy of Table 18 identifies the largest sin-
gle false-positive category as forwarded threads and quoted reply chains, at 33.6 percent,
for which HIEF has no signal; a quotation-depth and thread-structure signal is the most con-
cretely indicated addition to the representation. The decomposition of decision uncertainty
is retained, but its confidence ranking is inferior to a calibrated probability, so a principled
abstention mechanism would require a better confidence measure than the current masses
supply, or a combination of the two. The lexical-aggregate construction could be extended
to multilingual settings beyond English and Spanish, for which the construction of a public,
balanced Spanish phishing corpus with human-confirmed language labels is the precondi-
tion. Finally, an adversarial evaluation that measures the cost to an attacker of suppressing
each signal would quantify the practical robustness of the approach.

Two further directions concern the benchmark rather than the detector. Duplicate
control and group-aware partitioning are inexpensive, and their omission inflates reported
performance by an amount comparable to the differences between competing methods
in this literature; a systematic re-evaluation of published phishing detectors under group-
aware protocols would establish how much of the reported progress in this area is real.
And the label audit of Section 3.1.3 suggests that the same exercise is needed for the labels:
a corpus whose distributed positives agree with human phishing judgment at a kappa near
0.2 is measuring something other than phishing, and the field would benefit from a public
collection annotated against an explicit deception criterion.

7.10. Practical Recommendations

For practitioners considering an interpretable detector of this kind, the results reported
here support six concrete recommendations. First, apply exact and near-duplicate control
and partition by groups before measuring anything at all; on these corpora the omission
is worth 0.084 F; points for the interpretable detector and 0.034 for the strongest opaque
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baseline. Second, audit the labels against human judgment on a stratified sample before
interpreting any score, since the distributed labels of these widely used collections agree
with human phishing judgment at a kappa between 0.180 and 0.211. Third, invest in a
compact, auditable lexical representation before adding architectural complexity, since the
representation accounts for an improvement of 0.143 F; points while the two fusion layers
cost 0.017. Fourth, calibrate evidential sources according to their type, since a uniform
quantile scheme silences every discrete signal. Fifth, evaluate on a held-out source and on
a two-class external set, not only on a stratified split, because specificity collapses under
source shift in a way that in-distribution metrics do not reveal. Sixth, publish the lexicon
and the learned weights alongside the model, since their visibility is what converts a
nominally interpretable model into a traceable one.

8. Conclusions

This paper has presented HIEF, an interpretable evidence-fusion framework for phish-
ing email detection. HIEF augments fourteen structural and linguistic signals with four
auditable lexical aggregates and fuses them through three transparent layers: a sparse
L; logistic model with learned weights, a shallow interaction-rule tree, and a calibrated
Dempster-Shafer stage under a type-aware calibration, for which a global conflict coef-
ficient that is provably invariant to the order of combination is derived in closed form.
On a corpus of 38,908 public emails, 38,512 of them after exact-duplicate removal, un-
der duplicate-controlled group-aware partitioning, the linear layer attains an F; of 0.872
and the full system 0.855, against 0.954 for an opaque TF-IDF model and 0.973 for a com-
pact character n-gram neural model evaluated over the same ten partitions. The urgency
patterns, dictionaries and lexicon admit English and Spanish alike, so the architecture
accommodates signals in both languages; that is a property of the construction and not
a performance result, and the present evaluation does not establish bilingual detection
empirically: the Spanish test subset contains seven legitimate messages, and the corpus
subset on which the two automatic language methods agree contains none at all, so no
precision estimate of useful width is available. The Spanish results are, therefore, reported
as preliminary evidence of feasibility, and no bilingual performance claim is made.

The central architectural finding is negative and is reported as such. The two fusion
layers do not improve F; over the linear layer; they cost 0.017 points, with a paired inter-
val that excludes zero, and they do not improve risk—coverage ranking, where the area
under the selective-risk curve is 0.084 against 0.044 for a calibrated probability. The cali-
bration defect identified in the previous version was repaired before this conclusion was
drawn: type-aware calibration raises the evidential layer from 0.771 to 0.780 and more
than halves its partition-to-partition standard deviation, and it reduces the number of
silenced evidential sources from eight to 4.9, but it does not change the ranking. HIEF
is, therefore, presented as an uncertainty and explanation framework rather than as an
accuracy-improving fusion method. What the evidential layer supplies is a decomposable
account of decision uncertainty in which the ignorance mass separates errors from correct
decisions, 0.265 against 0.175, and in which conflict and ignorance carry opposite and
independently readable diagnostic signatures.

Beyond the detector, this study contributes four measurements of the benchmark
itself. On the Enron and SpamAssassin collections, template leakage under message-level
splitting inflates reported F; by approximately 0.084 points for interpretable models and
0.034 for opaque ones. Corpus-exclusive vocabulary contributes a further 0.021 points
in the opposite direction, since removing it improves the interpretable model. Under a
genuine cross-source shift, specificity falls to 0.041, so cross-source operation has not been
demonstrated and every claim in this paper is confined to proof-of-concept evaluation.
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And a human audit of 100 messages, annotated independently by two evaluators at an
inter-annotator Cohen’s kappa of 0.950, shows that the distributed corpus label agrees with
human phishing judgment at a Cohen’s kappa between 0.180 and 0.211, against 0.700 to
0.772 for the automatic strict rule. The scope of that audit is to be read together with the
figure. It covers 100 of the 38,512 messages; the two evaluators are authors of this paper
and were, therefore, not blind to the design of the automatic rule the audit assesses; three
inter-annotator disagreements were left unadjudicated and are carried as the endpoints
of the intervals quoted above and every human-positive message in the audited block
belongs to the advance-fee family, since neither evaluator assigned the credential-phishing
or malware-delivery category to any of the 100. The divergence is, therefore, established for
that family and not across phishing subtypes, and the kappa values above are a comparison
of label assignments on a small author-annotated block rather than an independent expert
annotation study. These four effects are of the same order as, or larger than, the differences
between competing methods that this literature routinely reports.

The prevailing narrative in applied security machine learning treats interpretability
and accuracy as endpoints of a single axis. The measurements reported here separate
that axis into two components. The gap of 0.448 F; points between a hand-weighted
heuristic and the linear layer of HIEF, and the gap of 0.096 points between the interpretable
family and the strongest neural reference, are not two samples from one smooth trade-off
curve. The first is a representation bottleneck, which four auditable lexical aggregates close
almost entirely. The second is a capacity bottleneck, which a 737-parameter model does
not close without surrendering the traceability that motivates it. Distinguishing the two
bottlenecks indicates where additional effort is repaid. HIEF is accordingly offered as a
measurement instrument as much as a detector: the artifacts and the label noise of a widely
used benchmark were found and quantified with it, and that diagnostic capability does not
depend on the outcome of an accuracy comparison.

Supplementary Materials: The following supporting information can be downloaded at https:
/ /www.mdpi.com/article/10.3390/a19090741/s1, comprising the complete replication archive for
this study: the analysis and figure-generation code, the fitted model parameters together with
the 600-entry log-odds lexicon and the induced rule tree printed in full, the stored per-partition
and aggregate results underlying every quantity reported here, the completed sheets of the two
annotators of the human label audit with their codebook and the list of unadjudicated disagreements,
the error-taxonomy codebook, the record manifest, the SHA-256 digests of the three source collections,
and the environment and hardware records. The file results/paper_value_index.csv maps every
quantity reported in the manuscript to the stored result file and the script that produced it, and
code/verify_archive.py recomputes the aggregates from their constituents. The reader guide
SUPPLEMENTARY_GUIDE.md and the change log REVISION3_CHANGES.md orient the reader. The three
source collections are public and are not redistributed in the archive.
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Data Availability Statement: This study uses publicly available email corpora only, namely the Enron—
Spam, SpamAssassin and Nigerian Fraud collections. The complete replication archive is published
with this article as Supplementary Material, and the same archive is mirrored at the address given
below. The record manifest with group assignments and language tags, the complete learned log-
odds lexicon, the Layer-1 coefficients with their bootstrap intervals, the calibration bins and discount
factors of the evidence-fusion stage, the meta-learner weights, the selected decision thresholds,
the error-taxonomy codebook, the stratified 400-message annotation sample with its codebook and
the completed sheets of the two annotators, the provenance record of the hand-weighted heuristic
scorer, the source code of the feature pipeline and of the fusion module, the induced rule tree printed
in full, the baseline training scripts, the figure-generation scripts in Python, and an environment
specification pinning the versions of Python, scikit-learn, NumPy and SciPy are published with
this article as Supplementary Material and are also archived at https:/ /drive.google.com/drive/
folders/1JPGgFxAmD7PN2c1b4DV9DrEbuDkcD7yP (accessed on 26 August 2026). The archive
records two machines separately: the environment specification identifies the machine on which
the timings of Section 6.10 were measured, and the accompanying hardware record documents the
memory envelope of the machine on which the pipeline was executed. The three source collections
are public [32] and are not redistributed in the archive; their SHA-256 digests, record counts and
date coverage are recorded so that the specific snapshot used here can be verified. All experiments
reproduce end to end from the released code with the reported seeds.
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