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Abstract

Purpose: With technological advancements, uniform resource locators (URLSs) are increasingly used in healthcare to store
patient records, reducing paperwork. However, security concerns arise as malicious URLs can deceive users, leading to data
breaches. Machine learning (ML) offers a solution by analyzing past data to predict whether a URL is malicious or benign.
Methods: In this work, a dataset from GitHub containing 151,828 URL samples was pre-processed, revealing unique char-
acteristics of malicious URLs. Ad hoc feature extraction techniques were applied to capture these distinguishing traits.
To classify URLs, various supervised ML classifiers were used, including logistic regression (LR), perceptron, decision
tree (DT), random forest (RF), extreme gradient boosting (XGBoost), adaptive boosting (AdaBoost), gradient boost (GB),
k-nearest neighbors (KNN), support vector machine (SVM), cat boost (CB), multinomial naive bayes (MNB), bernoulli
baive bayes (BNB), light gradient boosting (LGBM) and passive aggressive classifier (PAC). Additionally, “automatic” fea-
ture extraction was performed using the term frequency-inverted document frequency (TF-IDF) method and the extracted
features were then used with models such as LR, DT, RF, XGBoost, CB, KNN, LGBM, PAC, MNB, and BNB.

Results: Experimental results demonstrate that automatic feature extraction improves classification accuracy, making it a
reliable method for detecting malicious URLs. The RF classifier had the best performance with both methods, achieving
99.82% accuracy with automatic feature extraction compared to 99.57% with hand-crafted features. The other metrics also
improved with automatic feature extraction, including 99.84% precision, 99.44% recall, and 99.64% F1 score.

Conclusion: This approach has potential applications in securing healthcare systems, web browsers, and cybersecurity plat-
forms, helping prevent unauthorized access to sensitive information.
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1 Introduction

In today’s user-centred technology generation, the use of
web technologies in the healthcare industry has improved
the quality and value of healthcare. As medical practice
transitions to paperless procedures, the current generation
of electronic health records (EHR) focuses on information
acquisition and workflow [1, 2]. EHR helps all medical
practitioners to use the same tools and interface. The con-
cept of health uniform resource locator (URL) comes into
the picture with this advancing technology. The health URL
maintains the patient’s health record and makes it easier
for the doctors to understand the patient’s health condition
through this record [3, 4]. Every patient is assigned a URL
in which their health records are kept, and the URL is pro-
tected with a password whose access is given only to autho-
rized parties. A significant problem with this health URL
is its privacy and security issues [5—7]. An attacker can
manipulate the health URL to create a fake authentication
page to steal the password and patient’s health information.
Such security challenges in critical systems like healthcare
have been extensively studied by recent researchers [8] and
it is evident that special procedures need to be employed in
order to protect sensitive information. The malicious health
URL can become a gateway to hack the user’s system and
steal the data. To prevent this threat, it becomes essential for
us to identify malicious URLs and protect our system.
Detection of these threats and providing security against
them is a serious issue [9]. The blacklist approach is the
conventional technique for identifying malicious URLs
[10]. In this approach, a large list of malicious URLs is
maintained. It is an effective solution for finding malicious
URLs with slow growth in malicious URLs. However, with
rapid growth in malicious URLSs, updating the blacklist fre-
quently becomes difficult, and it fails to detect malicious
URLs effectively [11, 12]. Blacklist methods are static, do
not have learning capability, and can be easily breached by
the attackers through continuous testing [13, 14]. Machine
learning (ML) makes this job easy as it provides various
models through which accurate predictions can be made by
learning from past experiences [15]. The drawbacks of the
blacklist method give more importance to ML techniques
[16]. Recent research into optimization algorithms, includ-
ing nature-inspired approaches [17], has explored various
classification techniques in cybersecurity that highlight the
necessity for adaptive and dynamic solutions. Our ML-
based approach addresses these same challenges through
robust feature engineering and classifier selection. Large
amounts of data may be used to train ML systems to fore-
cast new URLs. Because of these characteristics of ML
algorithms, it is widely applied by researchers in the field of
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cyber security, including anomaly detection, harmful URL
categorization [18], intrusion detection, etc [19].

The ML techniques used here include data collection,
feature engineering, data pre-processing, model creation,
testing, and classification. Feature engineering includes the
process of feature extraction and selection [20, 21]. Fea-
ture engineering transforms the data into unique features
describing the data effectively [22]. While there are a num-
ber of approaches for feature engineering in security con-
texts, including those that incorporated chaotic optimization
techniques [23], our method is focused on finding the most
valuable URL features for maximizing detection rates with
minimal computational cost. It helps optimize the model
performance on unknown data [8, 24]. The amount of data,
processing and sample quality affect how well a detection is
done [25]. Our work addresses malicious URL detection as
a binary classification problem and studied the performance
of logistic regression (LR), perceptron, decision tree (DT),
random forest (RF), extreme gradient boosting (XGBoost),
adaptive boosting (AdaBoost), gradient boost (GB), k-near-
est neighbors (KNN), support vector machine (SVM), cat
boost (CB), multinomial naive bayes (MNB), bernoulli
baive bayes (BNB), light gradient boosting (LGBM) and
passive aggressive classifier (PAC), the classification ML
algorithms on the dataset [26]. RF in particular has shown
strong predictive capabilities in diverse applications ranging
from environmental resource management [27] to security
contexts like ours. Using this data and the extracted fea-
tures, we trained the ML classifiers to learn specific pat-
terns, similarities or attributes that distinguish malicious
and non-malicious URLs.

1.1 Motivation

In the current world where technology plays an important
role in every field, it has its own set of duties in the health-
care industry. The healthcare industry is seeing constant
digitization in order to relinquish the cumbersome paper
work and file maintenance and switching this the electronic
media known as EHRs. These EHRs are digital records of
a person’s medical information, their treatment history and
their past diagnosis details. They carry a huge amount of
sensitive information in them and when in the wrong or
irresponsible hands, it can create havoc for the patient to
whom the EHR belongs. The EHRs are passed on to doc-
tors and patients through the use of URLs. But it might be
the case that the URL is fake and that it tries to get the login
details of a patient’s EHR in order to use the information in
a wrongful manner. It might be the case that after the EHR is
accessed through the misleading URL, the data is altered in
such a manner that it proves to be dangerous for the patient.
Consider a realistic attack scenario where a patient receives
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an email that appears to be came from its healthcare pro-
vider with a URL to view their recent lab test results. The
email appears to be legitimate because of the hospital’s
branding and mention of their recent visit to the hospital.
when the patient clicks on that malicious URL, it leads to a
fake website that resembles the hospital’s EHR portal inter-
face. When the patient enters their credentials, the attacker
not only captures their log-in information, but also gains the
ability to modify their medical records. In a more severe
case, an attacker could access hospital’s internal networks
and insert harmful URL into genuine patient communica-
tion channels, such as appointment reminders or prescrip-
tion notifications. Such attacks could lead to unauthorized
access to sensitive medical information, identity theft, insur-
ance fraud, or even life-threatening situations where critical
medical data is altered or deleted. Such scenarios highlight
the urgent need for automated detection mechanisms that
can identify malicious URLs before they reach healthcare
stakeholders. All these things are the reason why there is a
need to be aware about the URL that is being tapped upon
by the user is malicious or safe to go forward with. There-
fore, this model has been trained to carry out the task of
classification of URL into malicious or non-malicious.

1.2 Research contributions

The main contribution of this article can be summarised as
follows:

e To propose a novel approach for malicious URL detec-
tion using RF classifier for securing EHR data from at-
tackers that can manipulate health URL.

e To handle the problem of interference of human vari-
ables using feature engineering classifiers such as fre-
quency-inverted document frequency (TF-IDF).

e To compare the handcrafted and automatic feature ex-
traction process.

e To evaluate the proposed architecture using different
evaluation metrics, such as accuracy, precision, recall,
and F1 score using various ML models.

1.3 Paper organization

The rest of the article has its section outline: Sect. 2 provides
a literature review on the documents related to malicious
URLs. Sect. 3 presents the problem formulation, defining
the mathematical framework for URL classification. Sect. 4
gives an overview of the methodology followed. In Sect. 5,
the experimental outcomes have been discussed. Section 6
offers the conclusion of our work.

2 Related work

Malicious URLs pose a significant security threat as they
are commonly used to launch cyber attacks and steal user
information. Recent studies on malicious URL detection
are described in this section. The work by Nowroozi et al.
[28] develops ML models to identify fraudulent advertise-
ment URLs using lexical and web-scraped features. While
they achieve decent detection accuracy of 99.63% with
XGBoost, the feature engineering relies predominantly
on URL strings lacking content analysis. Furthermore, the
ensemble classifiers demonstrate high vulnerability against
Z0OO0O exploratory attacks with up to 96.67% success rate
against RF. Practical implementation challenges, including
performance retention over time, still need to be addressed
(Table 1).

In [11], the authors have presented a technique to detect
the malicious URL more accurately by dividing it into three
classes: phishing, legitimate homepage, and legitimate
login. They used yearly data sets illustrating how the ML
models reduce their accuracy as a function of time by train-
ing the models with previous data sets, testing them with
new URLs, and comparing ML and deep learning meth-
odologies. Its applications detect legitimate login pages,
legitimate homepages, and phishing sites. They obtained
an accuracy of 96.50% using TF-IDF in conjunction with
N-gram and LR. In [12], the authors have detected mali-
cious URLs robustly and effectively, reducing the uncer-
tainty of URL tokens and learning the long-distance reliance
on URL tokens. Their testing results showed that the self-
paced comprehensive and deep solution outperforms other
solutions in terms of robustness and efficiency in detecting
dangerous URLs.

In [33], they had worked on solving the category imbal-
ance problem and detecting malicious URLs by using the
CS-XGB method. In comparison to SMOTE + XGB, which
uses SMOTE to cope with variable data before construct-
ing the XGB model, CS-XGB functions well and saves both
time and space. However, future modelling will be complex
using this method as the data increases. In [13], the authors
have proposed a method aiming to improve classification
accuracy, as well as the ability to analyze and detect mali-
cious URLs. Using capsule networks (CapsNet) and inde-
pendently recurrent NNs (IndRNN), they created a parallel
joint neural network model capable of capturing the seman-
tic and visual information of URLs. This model focuses on
critical traits that improve classification accuracy. According
to their findings, CapsNet outperforms convolutional NNs
(CNNs) in extracting features from images, and IndRNN
outperforms long short-term memory (LSTM) networks
in robustness for sequence learning tasks. Their method
enables the simultaneous acquisition of a URL’s semantic
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Table 1 A comparison of state-of-the-art approaches for malicious URL detection. Acc = accuracy, Prec = precision, Rec = recall, F1 = F1 score

Author Year Objective Technology Pros Cons Acc(%) Prec Rec Fl
Used (%) (%) (%)
Proposed 2025 To enhance the applica-  RF Avoids interference - 99.82  99.84 99.44 99.64
Architecture tion of ML in cyber of human variables by
security by raising the using feature engineer-
accuracy of ML models ing classifiers
used for detecting mali-
cious URLs
Maftounet 2024 To detect malicious web- HGBC, syn-  Addressed class imbal- Computational 96 96 96 96
al. [29] sites using ML techniques, thetic minority ance using SMOTE intensity of grid
with a focus on optimiz-  over-sampling search
ing the Hist GB classifier technique
(HGBC) using grid search (SMOTE)
Reyes- 2024 To analyze the application LR, DTs, Compared performance Challenges in 97 - - -
Dorta et al. of different ML tech- SVMs, neural  of classical and quan-  encoding alpha-
[30] niques, including quantum networks tum ML approaches numeric variables
ML, for the early detec- (NNs), for quantum ML
tion of fraudulent URLs  variational processing
quantum clas-
sifier (VQC)
Nowroozi et 2023 Analyse adversarial RF, GB, Achieves high detection Models vulnerable 99.63 - - -
al. [28] attacks on ML models for XGBoost, accuracy to exploratory
malicious URL detection =~ AdaBoost, attacks
k-means
Abadetal. 2023 Classify malicious URLs SVM, RF, Instance selection SVM has high - 93.19 91.19 92.18
[31] using ML models DTs, KNN methods improve training time;
efficiency Phishing URLs
are challenging to
classify
Rafsanjani 2023 Develop a secure QR Blacklist, lexi- Privacy-friendly app Scope for improv- 93.5 93.8 - -
et al. [32] code scanner for detecting cal, host-based with least privileges ing accuracy
malicious URLs and content- by prioritizing
based feature features
classification
Sanchez- 2022 To detect the malicious LGBM, The model trains on Overall accuracy  96.50  96.54 96.48 96.51
Paniagu et URL more accurately XGBoost, actual login pages, not  is reduced due
al. [11] by dividing it into three KNN, Ada- just homepage URLs to the similarity
classes: phishing, the Boost, RF, between phishing
legitimate homepage, SVM, NB, LR and legitimate
and legitimate login and samples
to show how models
decrease their accuracy
over time
Liang etal. 2022 To detect malicious URLs Blacklist- Self-paced learning No analysis is 99.27 97.42 95.44 96.38
[12] robustly and effectively, = Based strategies improved the provided on
reduce the ambiguity of ~ Methods, DT, robustness of the model how robust the
URL tokens. To learn the  SVM, KNN, approach is
long-distance dependency NB, RF, against adversarial
among URL tokens LR, Neural attacks - URLs
networks specifically
crafted to evade
detection
He et al. 2021 To solve the category cost-sensitive It solves the imbalanced Training and - - 93.88 —
[33] imbalance problem and XGBoost data problem by using  detection can
detect malicious URLs (CS-XGB), CS-XGB method improve, but more
XGBoost, data may hinder
SMOTE future modeling
Chiramdasu 2021 To detect the existence of LR, KNN, The recursive detec- Only few ML 93 — 86 93
etal. [19] malicious URLs using LR SVM, LDA tion of malicious models were

URL increased the
perfromance

tested. Other ML
models might
provide better
results
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Table 1 (continued)

Author Year Objective Technology Pros Cons Acc(%) Prec Rec Fl
Used ) () ()

Indrasiriet 2021 To propose a unique, ERG-SVC The model is dynamic ~ Limitations in 98.27 97.85 98.61 98.23
al. [34] robust ensemble ML model, Stack- and expandable feature extrac-

model architecture that ing classifier, tion and Complex

provides the highest RF, XGBoost, architecture

prediction accuracy with ~ AdaBoost,

a low error rate while pro- GB, DT,

posing few other robust KNN, LR

ML models
Yan et al. 2020 To propose an unsuper- SVM, DT, The UE classifier Complex and - 91 93 93
[24] vised learning algorithm LR, NB, CNN significantly improves  large memory

that learns URL embed- malicious information  needed to store

ding. They explored detection over feature ~ high-dimen-

domain embedding model engineering sional domain

to obtain a good effect on embeddings

domain features
Manyumwa 2020 The detection of malicious XGBoost, Uses only URL-based  Dataset sizes 96.98 94.47 9132 93.83

features for detection
which is faster and

more efficient than rely- imbalanced which
ing on external services

between different
attack types are

could bias models

or content analysis

et al. [25] URLSs using URL-based = AdaBoost,
features in a multiclass LGBM, CB
classification setting

Kumar etal. 2020 To compare different LR, DT, RF,

[35] ML techniques for the KNN, Gauss-
phishing URL classifica-  ian NB
tion task

Achieves good accu-
racy and the methodol-
ogy is language and
domain-independent

More features can  98.03 100 96 98
be experimented

with leading to

improving further

the accuracy of

the system

and visual components but does not support multiple clas-
sifications. In [19], the authors have developed a method to
identify malicious URLs using LR and comparing other ML
classifiers. For performing an experimental evaluation, they
utilized more than 32,000 URLs gathered independently
from Phish Tank, Kaggle, and Github to identify URLs as
malicious or benign with an obtained accuracy of 91% in
LR and 93% in KNN.

In [34], the authors’ primary goal was to offer a new,
robust ensemble ML model that provides the most remark-
able prediction accuracy with the lowest error rate while
suggesting a few alternative powerful ML models. They
created an ensemble model that employed a voting classi-
fier called enhanced random gradient support vector clas-
sifier (ERG-SVC) and outperformed all other models, with
a prediction accuracy rate of 98.27%. The limitation of
this model was its complex architecture and cloud deploy-
ment cost. In [24], the authors opted for a URL Embedding
approach using unsupervised ML algorithms. They inves-
tigated specific critical characteristics of a domain embed-
ding model to get a positive influence on domain features. In
[25], a multi-class classification was performed by feeding
the classification models with URL features. They included
priority features like kullback—leibler divergence (KLdiver-
gence), bag of words segmentation, and other word-based
features that had shown superior performance compared to

studies without those attributes. They trained those mod-
els, namely XGBoost, AdaBoost, LGBM, and CatBoost,
which returned an overall accuracy above 95%. Similarly
importance of feature selection has been observed in other
domains, with studies like [27] demonstrating how RF mod-
els can effectively handle complex feature relationships to
produce reliable predictions. In [35], a good accuracy of
98% was achieved compared to other ML models when
the naive bayes (NB) classifier was used for phishing URL
classification.

Even as ML models have proven effective in detecting
malicious URLs, it is a complicated process to implement
these models into regular security systems, particularly in
healthcare environments. System optimization studies in
recent years emphasize the use of holistic approaches that
bring technical solutions together with strategic deployment
[8,17,23,36], parallel to how security systems must achieve
a balance between detection accuracy, computational cost
and responsiveness to emergent threats. Our model com-
parison reflects this challenge by comparing various ML
models to find the most suitable methods that has optimal
balance of accuracy and computational cost in identify-
ing malicious health URLs. These integrated methods are
required in healthcare settings, where system dependability
is of prime importance and illegal access to patient informa-
tion can have severe consequences.

@ Springer
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3 Problem formulation

This section defines the problem statement and speci-
fies the objective function for the proposed model. Let
U = wuy,us,...,u, be the set of all URLs that users may
encounter, where 7 is the total number of URLs. Each u; has
an associated binary label y; € 0, 1, where y; = 1 indicates
u; is a malicious URL and y; = 0 indicates u; is a benign
URL. We extract features from each URL to generate the
feature set F' = {f1, fa,..., fm}, where m is the total num-
ber of features and 1 < j < m.
A function /() extracts features from each URL:

h:U—F (1)

Hence, for each URL u;, we have:

h(w;) = X; = [@in, a2, - - -, Tim) )
where, X; is the feature vector for URL wu; containing val-
ues for all m features.

The set containing feature vectors for all URLSs is repre-
sented as:

X ={X1, X, ..., X,,} 3)

We aim to train a classification model fy(X;) parameterized
by 6 that predicts the probability ¢; that a given URL w; is
malicious. The classification model fy(X;) takes a URL’s
feature vector as input and outputs a predicted probability
1J; that the URL is malicious:

fo: Xi — 4 “4)

Specifically, we would like to optimize the parameters 6 to
minimize the cross-entropy loss over the entire dataset:

1 n
i *g i 10g(Ji 1—yi)log(l —9;
mﬁmni:ly 0g(;) + (1 — ;) log(1l — 9;) ®)

Additionally, we want to restrain the false positive rate, i.e.
the proportion of benign URLs falsely classified as mali-
cious, to be under some threshold #:

Fig. 1 System Model for Secure
Health URL Access

WINW, LA

Check for
Malicious URL

1 "

1:y;=0

m is the number of benign URLs and Y(-) is the indicator
function. The optimization problem then becomes:

1 R .
min— "y log(d:) + (1 - yi) log(1 — 4i)
L (7)
b — S T > 0.5) <t
st — ZO (9 > 0.5) <

Y=

The above equation shows that the minimization function
is subject to the constraint that the false positive rate < ¢.

4 Proposed architecture

Classifying a URL as malicious or non-malicious requires a
number of operations from the moment the URL is captured
until the URL is classified. These operations are depicted in
the proposed architecture Fig. 2, and the proposed architec-
ture overview is represented by the system model in Fig. 1.
According to the system model, the health URL is received and
checked to see whether it is malicious or not using the trained
ML model. Moreover, once the trained model gives the out-
put as non-malicious, it acts as a green flag for opening the
health record since it is entirely safe. The proposed architecture
mainly consists of 3 stages. These stages are named the data,
intelligence, and application layers. The data layer comprises
four checkpoints that involve the acquisition of the URL to test
for, identifying the structure of a URL, feature extraction and
further data pre-processing depending on the type of features to
be used in the proposed model.

Following the data layer is the intelligence layer that takes
the output of the data layer as its input, which includes several
feature vectors that have been extracted using various data pre-
processing and feature extraction methods. The intelligence
layer includes three significant steps. These steps involve get-
ting the feature vectors, which are the output of the data layer,
ready for input into the ML model, followed by the prediction
by the ML model on whether the input URL is malicious or not.
These three stages mark the working of the intelligence layer.
Moreover, this intelligence layer is followed by the application

Access
Verified URL

x

Health URL
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Fig. 2 Proposed Architecture for Malicious URL Detection in Healthcare Systems

layer. The output received by the intelligence layer affects the
actions taken in the application layer. If the intelligence layer
throws output as malicious, the health record URL is discarded;
conversely, if the prediction appears non-malicious, the EHR is
accessed. Algorithm 1 comprises the entire working of mali-
cious URL detection as described in the proposed architecture.

4.1 Data layer

The initiation of the proposed architecture is done through the
data layer. The data layer takes up the responsibility of the data
acquisition, feature extraction and pre-processing tasks. This
layer acquires the data and makes it ready for feeding into the
intelligence layer with multiple methods.

4.1.1 Dataset description

The data set for training the models has been taken from [26].
The data set contains 151828 samples of URLs, of which
121462 were used for training, and 30366 were used for testing
in the ratio of 4:1.

li .
Dataset —2* train, test ®)
(80:20)

Moreover, two more datasets have been used:

1. Dataset-2 [37]:- The name of the dataset is PhiUSIIL
Phishing URL. The dataset contains a list of 134,850 legit-
imate or non-malicious URLs and 100,945 phishing or
malicious URLs. The creators of the dataset have already
extracted the features from the dataset and given in the file,
however, those features haven’t been utilized and the fea-
tures enlisted below have been utilized.

2. Dataset-3 [38]:- The name of the dataset is Malicious
URLSs dataset present on Kaggle. The dataset contains a
huge URL record of 6,51,191 URLs. Out of these given
numbers 4,28,103 are benign or safe URLs, 96,457 deface-
ment URLs, 94,111 phishing URLs, and 32,520 malware
URLs. Among the given list, benign URLs have been con-
sidered as non-malicious URLs, while defacement URLs,
phishing URLs and malware URLs have been included
in the class of malicious URLSs and therefore, labelled
SO.

@ Springer
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4.1.2 Feature extraction

Feature extraction is one of the most important steps in ML.
There are multiple methods for fulfilling the task of feature
extraction.

e Hand Crafted Feature Extraction: The feature extraction
involves extracting different features from the given URL
strings from the data set. These features have been manually
extracted by rule based coding. The rule based features act
as the parameters on which the classification models have
been trained upon. Thus, making up a parameter vector for
each dataset. Moreover, these parameters have been kept as
integral types for smoother model training. The features ex-
tracted are as follows:

1. wurl length: The length of the URL string. Data
type-integer(int).

2. WWW Present: Whether *www’ or "'WWW?’ is present
in the URL. Data type-int(O-False, 1-True).

3. Digit to Alphabet ratio: The ratio of the number of
numeric characters in the URL and the number of alpha-
betic characters in the URL. Data type-float.

4. UpperCase to LowerCaseRatio: The ratio of the number
of upper case letters to that of the lower case letters in the
URL. Data type-float.

5. Dots: The number of dots(.) present in the URL. Data
type-int.

6. Semicolon: The number of semicolons(:) present in the
URL. Data type-int.

7. Underscore: The number of underscores( ) present in
the URL. Data type-int.

8. Question Mark: The number of question marks(?) pres-
ent in the URL. Data type-int.

9. Exclamation Mark: The number of exclamation
marks(!) present in the URL. Data type-int.

10. Hash Character: The number of hash characters(#) pres-
ent in the URL. Data type-int.

11. Equals: The number of equals to the (=) symbol in the
URL. Data type-int.

12. Percentage Character: The number of percentage
signs(%) present in the URL. Data type-int.

13. Ampersand: The number of ampersand signs( &) pres-
ent in the URL. Data type-int.

14. Dash: The number of dashes(-) present in the URL.
Data type-int.

15. Double Slash: The number of double slashes(//) present
in the URL. Data type-int.

16. Https in URL: Whether ’https’ is present in the URL.
Data type-int(0-False, 1-True).

@ Springer

e Automatic Feature Extraction: The term TF-IDF algorithm is
a popular feature extraction technique. In TF-IDF, the URLSs
have been split into tokens or words, and the frequency of
the words in the dataset is calculated. Each word is quanti-
fied and is assigned a weight according to its frequency. It
yields the frequent word, a low weight and the uncommon
word, a high weight. The URL is transformed into a vector,
thus allowing us to feed numerical values instead of textual
values into the ML models for training. Therefore, the inte-
gral vector has been created using the TF-IDF value for each
given word and passed into the classifier for training. The
frequency of a term in the dataset is counted as:

_¢
TF =< €

Where ( is the frequency of a specific term in the dataset and ¢ is

the total number of terms in the dataset. Inverse Document Fre-
quency measures the importance of a term in the entire dataset.
It is calculated as:

IDF = log (ﬂ) (10)
T
e 7 isthe total number of URLSs in the dataset and 7 is the num-
ber of URLSs containing the specific term. The TF and IDF
values are determined to calculate the overall importance of
a term in a URL relative to the entire dataset.

TF —-IDF =TF«IDF (11)

The TF-IDF score will be higher for the rare terms and will be
lower for frequently appearing terms in the dataset.

4.1.3 Data preprocessing

The features extracted using Hand Crafted Feature Extraction
method are already in numeric form. These include character-
istics like URL length, presence of specific characters, and vari-
ous ratios. Since they are already numeric, these features can be
directly used for training ML models without additional prepro-
cessing. The Automatic Feature Extraction method produces
features in the form of tokens which further requires processing
before they can be used as input for ML models. The processing
involves two key steps: 1) Converting string tokens to numerical
form: ML models can only process numerical inputs, not strings.
Therefore, the token features are transformed into numerical
vectors using TF-IDF vectorization. ii) Removing duplicate
instances. After conversion to numerical form, any duplicate data
points are removed from the dataset. This will ensure model gen-
eralize well, prevents bias that could be introduced by repeated
instances and ensures each data point contributes unique infor-
mation to the models.
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After eliminating duplicate columns from the data, the pres-
ence of trivial features needs to be checked using the correlation
matrix. The Fig. 3 presents the heatmap of the correlation matrix.
The trivial features are listed out using this because they usu-
ally correlate highly with a few other features. Therefore, these
features would only add to the processing time and won’t do
much good in the data. After checking the correlation matrix, the
p values for all the features were reviewed. Each feature has a
p-value approximately equal to zero. The result is that no feature
has been removed due to the p-value. Thus, no extracted fea-
tures need to be dropped as an outcome of the feature selection
process. Moreover, the trivial features checking has been carried
out. Now, the vectors are ready to be passed as input into the
proposed ML model.

4.2 Intelligence layer

The intelligence layer comprises the proposed ML model. The
intelligence layer takes input as the feature vectors output from
the data layer. These feature vectors are passed in as input for the
proposed ML model such that it gives the output as malicious(1)
or non-malicious(0) making this a binary classification problem.
The proposed ML model uses the following set of equations for
the processing of the input feature vectors:

To measure the impurity or randomness in the dataset, the
Gini Index has been calculated as follows:

Fig. 3 Correlation Heatmap of

URL-based features WWW Present
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k
Ginilndex =1 — Z (P)?

i=1

(12)

Here, P; is the probability of occurence of the class i and & is the
number of classes. The entropy E (s) of the dataset is calculated
as:

k
E(s) ==Y (P)log(P)

(13)
i=1

k — number of classes (14)
D1,Dq,Ds,...D, C Dy (15)
Here, D represents the feature vector.
n — number of subests of Dy (16)
01 «+ DT (Dy) (17)
Os + DT (D3) (18)
O,, + DT (D,,) (19)

Equations. 17, 18, and 19 represent the outputs of running
a DT algorithm on subsets of the feature vectors Dy, where
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each subset is denoted by D; and DT is a function that gen-  This equation determines the final output class (malicious or

erates a DT output.

Output < Mode (O1,02,0s,...,0,)

non-malicious) by taking the mode of the outputs obtained
from the DTs applied to various subsets of the feature vec-

(20)  tors. This gives the output as one of the two classes (mali-
cious or non-malicious). Algorithm 1 shows the entire
working of URL-RF classifier interaction.

Require: Uy,U;,Us,..

LU, € Df, CLy,CLy € Df

Ensure: ClassificationofCL;
1: procedure URL CLASSIFIER(Dy, RFC')

2: if MissingValues M; € Dy Dataset then

3: D¢ Dataset < DyDataset — M;

4: else

5: Dy Dataset Unaffected

6: end if

I8

8: for U; € DyDataset do

9: U; < U;.split(’))

10: for S; € U; do

11: S; — S;.split('—")

12: for [; € S; do

13: U, — U, +1;

14: UZ — UZ - Sl

15: end for

16: end for

17: for S; € U; do

18: S; «— S;.split(’.))

19: for [; € S; do

20: Ui — Ui + li

21: UZ — UZ - SZ

22: end for

23: end for

24: if ‘com’ € U; then

25: U; — U; - ’com’

26: else

27: U; Unaffected

28: end if

29: U; < TF-IDF Vectorizer(U;)

30: Dy P G G

31: RF M) Ctr

32: for ai,as,as,....,a; € (s do

33: a; C Us — (. (generatesmalltrainingsamples)

34 RF (Cly, Clrgy vy L) —lghvariance oy
Lowbias

35: end for

36: end for

37: end procedure

Algorithm 1 URL Classification Using Random Forest (RF) classifier
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4.3 Application layer

The application layer marks the end of the data process-
ing part. After finishing data acquisition, feature extraction,
data pre-processing, model training and class prediction, the
question arises of using such a trained model. This answer is
passed on by the application layer, which, in this case, talks
about the employment of the classifier in the healthcare
domain. Several EHRs need to be protected from outside
influences, and additionally, users need to be saved from
several malicious URLSs passed as health records. Users may
access the malicious URL and pass the login details on the
malicious URL. This way, the user compromises the details
to the attackers. To prevent the same, the trained model can
be used to protect the patient’s private details and not be
misused. To demonstrate the practical implementation of
this detection system, we present specific usage scenarios
for different healthcare stakeholders:

1. Patient Interface: Patients can use this detection sys-
tem either from a browser extension or a mobile appli-
cation that automatically scans URLs before opening
them. When a patient clicks on a URL received via
email, SMS, or through patient portal notifications, the
URL detection system will perform real-time analysis
and will display a warning if the URL is classified as
malicious. For example, when a patient clicks on a link
claiming to have lab test results, their device will first
verify whether it is an authentic URL or not, so attack-
ers will not be able to steal their data, and their personal
health information will remain secure.

2. Healthcare Provider: Physicians and Doctors can
leverage this malicious URL detection system along-
side their existing EHR systems and all communica-
tion channels and portals. When doctors need to send
links to patients via email to book an appointment, view
test results, or access prescription history, the detection
system would screen those links before sending them.
This system can also be installed on hospital email sys-
tems to scan for all emails containing healthcare-related
links to ensure that only authenticated links are sent to
patients.

3. Healthcare System Administrator: System admin-
istrators can install the malicious URL detection sys-
tem at the network level, to secure the entire healthcare
organization. The detection system can monitor all URL
traffic within the hospital network, flagging suspicious
links in real-time and generating alerts for security
teams. This system can also be used by the administra-
tors to analyze historical URL access patterns, identi-
fying potential security issues and providing baseline

security checks for continuous URL monitoring and
compliance reporting.

This malicious URL detection system provides end-to-end
protection at each touch point, wherever the malicious URLs
pose a threat to healthcare data security and patient safety.

5 Results and discussion

A feature extraction process and experiments on ML clas-
sifiers have been followed. These experiments were carried
out using sci-kit-learn[39] and Python. Here, we report the
performance of the ML classifiers using the evaluation met-
rics. Results here show that processes carried out here can
be a viable choice for precisely classifying URLs.

5.1 Experimental setup

The proposed model TF-IDF + RF is implemented on the
Jupyter notebook in HP Pavilion 15 with Windows 10
operating system, utilizing Python version 3.7, along with
the implementations of the rest of the ML models enlisted
in Table 2. The machine has an Intel Core 8th generation
15-8300 H CPU at 2.30GHz, a 64-bit operating system and
an x64-based processor. The PC has 8§ GB of RAM, 1 TB
of HDD and two graphical processing units (GPU), namely
Intel(R) UHD Graphics 630 and NVIDIA GeForce GTX
1050. Multiple libraries and application programming inter-
faces (APIs) have been used to gain the results obtained. The
data in the comma-separated value (CSV) files have been
read and processed using pandas (version 1.3.4). The data
points are converted to arrays using numpy (version 1.26.1).
The data visualization task in the data analysis process uses
the libraries matplotlib (version 3.4.3) and seaborn (version
0.11.2). Further data processing includes the feature extrac-
tion step (automatic and handcrafted), data splitting into
training and testing, model training, hyper-parameter opti-
mization and performance evaluation using evaluation met-
rics. All these steps have been carried out using the libraries
of sklearn (version 0.24.2), XGBoost (version 1.5.1), cat-
boost (version 1.1.1) and lightgbm (version 4.6.0).

5.2 Simulation analysis

The implementation part of the study utilizes various ML
models and feature extraction methods that require the set-
ting of various hyper-parameters. The feature extraction
methods such as count vectorizer and TF-IDF vectorizer
utilize the default hyper-parameters of the functions from
sklearn. The ML LR model utilizes the default parameters
that include the maximum number of iterations as 100; the
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Table 2 Comparison of performance metrics with handcrafted and automatic feature extraction

Models Feature Extraction Average Accuracy (%) Standard Deviation Precision (%) Recall (%) F1 score (%)
LR Handcrafted 99.38 0.016 99.33 98.79 99.06
Automatic 99.48 0.019 99.99 97.79 98.88
Perceptron Handcrafted 99.20 0.12 99.3 98.75 99.02
Automatic - - - - -
DT Handcrafted 99.25 0.042 98.62 98.99 98.81
Automatic 99.82 0.007 99.73 99.52 99.62
RF Handcrafted 99.57 0.013 99.62 99.10 99.36
Automatic 99.82 0.013 99.84 99.44 99.64
GB Handcrafted 99.55 0.017 99.60 99.04 99.32
Automatic - - - - -
AdaBoost Handcrafted 99.38 0.026 99.30 98.88 99.09
Automatic - - - - -
XGBoost Handcrafted 99.55 0.022 99.55 99.13 99.34
Automatic 99.79 0.007 99.78 99.37 99.57
KNN Handcrafted 99.08 0.043 99.37 98.70 99.03
Automatic 96.28 0.061 95.67 88.27 91.82
SVM Handcrafted 99.40 0.032 99.37 98.70 99.03
Automatic - - - - -
CB Handcrafted 99.56 0.021 99.65 99.02 99.34
Automatic 99.77 0.010 99.64 99.30 99.47
MNB Handcrafted - - - - -
Automatic 98.25 0.030 99.70 95.95 97.79
BNB Handcrafted - - - - -
Automatic 99.64 0.012 99.97 98.45 99.20
LGBM Handcrafted 99.54 0.013 99.51 99.05 99.275
Automatic 99.78 0.011 99.72 99.34 99.53
PAC Handcrafted 98.46 0.923 98.54 96.59 97.55
Automatic 99.81 0.008 99.66 99.54 99.60

penalty is 12, which dictates the minimization of the sum of
squares of the error. It has a default tolerance set to 0.0001.
The perceptron model has the random state set to 42 with
the rest being the default parameters, including alpha as
0.0001, 11 ratio as 0.15, maximum iteration 1000, tolerance
0f'0.001, and eta0 (learning rate) as 1. The DT classifier uses
the default hyper-parameters where the criterion is the Gini
index, the minimum samples split is 2, and the minimum
samples per leaf is 1. The RF classifier has the number of
estimators set to 600, while the other hyper-parameters are
the same as the DT classifier.

The GB classifier has the number of estimators set to
700. At the same time, the other parameters are the default,
which involves the loss as deviance, learning rate as 0.1,
criterion as Friedman mean squared error minimum sample
split 2, minimum sample per leaf 1, maximum depth of the
tree three and tolerance being 0.0001. The AdaBoost classi-
fier uses several estimators of 700, a learning rate of 0.1. In
the case of XGBoost, the number of estimators is 700, while
the other parameters are the same. K nearest neighbours
have the hyper-parameter of several neighbours set to the
nearest odd integer to the square root of the number of data
points in the dataset. The weight is the distance. The rest of

@ Springer

the parameters, such as metric, leaf size and p, have been
kept as the default parameters, with Minkowski, 30 and 2
values, respectively. SVM classifier utilizes all the default
parameters, including C as 1, the kernel is the radial basis
function, degree 3 and tolerance 0.001. Lastly, in the case
of the CB classifier, the number of estimators is set to 1000
while the rest of the parameters are kept null.

The hyper-parameter of the ML models where the fea-
ture extraction has been done using TF-IDF vectorizer is
different from that of the handcrafted feature extraction. LR
and DT classifiers utilize all the default parameters, thus the
same as the handcrafted feature extraction. The XGBoost
classifier has the number of estimators set to 700 while the
rest of the parameters are the default once. The CB classi-
fier has the number of estimators set to 500, while the rest
is the default. The RF classifier has several estimators of
50, while the rest are the default. In the case of the k nearest
neighbours classifier, the hyper-parameters are set as they
have been set in the case of the handcrafted feature extrac-
tion. The MNB and BNB have been utilized for prediction
purposes. Both the models use the default hyper-parameters
where alpha is one and learning of prior probabilities being
true.
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For the ensemble methods like RF, the models have a
high dependency on the number of trees rather than on the
rest of the hyper-parameters, therefore, major focus has been
given on the number of trees and the optimum value has
been selected using the k-fold cross-validation. As a result,
the best value for the number of trees turn out to be 600 thus
making the RF model more robust. Additionally, the rest of
the hyper-parameters have been kept as the default values
since they don’t add a negligible effect to the output of the
RF model.

5.3 Evaluation metrics
In all the ML models, As performance measurements,

assessment criteria such as accuracy, precision, recall, and
F1 score were employed.

¢+

A =

ceuracy Ay 21)
Precision = < (22)

(+e
Recall = L (23)
C+mn
Flscore = + (24)
(+35(e+n)

where, ¢ = TruePositive, § = TrueNegative,

e = FalsePositive, n = FalseNegative.

Accurate positive samples are those that are malicious,
true negative samples are benign, false positive samples are
falsely classified as malicious, and false negative samples
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are those that are malicious according to the data despite
being classified as benign. F1l score indicates accuracy.
Accuracy is the percentage of URLs correctly classified.
Precision is the proportion of adequately identified positive
samples to all positive predictions. The Recall is the ratio of
the number of samples classified as malicious sample URLs
classified as malicious to the total number of malicious
samples. Low precision shows that the model classifies the
URLs as malicious even if they are not. Low Recall shows
that the model is not predicting the URLSs correctly.

5.4 Performance evaluation

The models’ prediction accuracy and tuning hyperparameter
to obtain the best accuracy have been analysed. The opti-
mum hyper-parameter has been selected using the k-fold
cross validation with the number of trees being the hyper-
parameter tuned to get the optimum value. Multiple values
have been passed in for the number of trees and out of which
600 is the best value while keeping the rest of the hyper-
parameters as default since not much significant change is
visible. Therefore, the optimum value is used for the hyper-
parameter using the k-fold cross-validation. The rest of the
hyper-parameters haven’t been changed since the classi-
fier reached the optimum value with the default parameters
itself. Thus, elimination the need for tuning any more hyper-
parameters other than the number of trees. In addition to
that, the major impact in RF is created by the number of
trees since it is an ensemble method. The Table 2 shows the
performance of each classification model and Fig. 4b, 5b,
6b and 7b is the graphical representation for the same. The
RF classifier has outperformed all other classifiers with an
accuracy of 99.57% and an F1 score of 99.36% as it can be
seen Figs. 4b and 5b. All the models have performed well
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Fig.4 Comparison of accuracy metric for (a) automatic feature extraction and (b) handcrafted feature extraction
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Fig. 5 Comparison of F1 score metric for (a) automatic feature extraction and (b) handcrafted feature extraction
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Fig.6 Comparison of precision metric for (a) automatic feature extraction

with an accuracy above 99% and F1 score above 98.8%.
K Nearest Neighbors is the least considered model here,
with the lowest accuracy of 99.08% among all other mod-
els used. The RF classifier has the highest precision score
of 99.62%, which shows that RF gives the most relevant
results. XGBoost has the highest recall score of 99.13%,
which shows that XGBoost classifies the relevant results
correctly. Figure 8 shows the area under the receiver operat-
ing curve (ROC) of RF and KNN, respectively, the high-
est and lowest accuracy classifiers. This plot indicates the
precision with which each model separates malicious and
benign URLs at various classification thresholds. The x-axis
is the False Positive Rate, the proportion of benign URLs
classified as malicious, and the y-axis is the True Positive
Rate, the proportion of correctly identified malicious URLs.
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and (b) handcrafted feature extraction

Threshold selection critically impacts classification perfor-
mance. Low thresholds often result in poor accuracy due
to excessive false positives, while high thresholds generally
yield better accuracy, precision, recall, and F1 scores. Our
implementation employs a high threshold setting, which
enables the model to maintain excellent performance met-
rics. All the classifiers used for the malicious URL detec-
tion have performed well, as AUC is almost the same for
all the classifiers. Still, the RF model (AUC=0.9946) used
whose line is closer to the top-left corner, has a better per-
formance than all the classifiers. This is preferable in health-
care uses, where failing to detect harmful URLs and falsely
blocking genuine healthcare resources can lead to serious
problems. RF’s steep spike near the origin suggests that
it can be highly sensitive with low false positives, which
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Fig.7 Comparison of recall metric for (a) automatic feature extraction and (b) handcrafted feature extraction

Fig.8 ROC curve of RF and
KNN—comparison of classifica- 101
tion performance based on true
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is most suitable for real-world applications. Table 4 and
Fig. 9a represent the confusion matrix for automatic feature
extraction for RF classifier. In addition to that, Table 3 and
Fig. 9b shows the confusion matrix for handcrafted feature
extraction for RF classifier with a clear indication that auto-
matic feature extraction performs much better as compared
to hand-crafted feature extraction since the former is able to
cover the features that might necessarily be included in the
latter method.

LR could not perform as well as RF because it cannot
work well with non-linear decision boundaries as it does
with linear boundaries. Thus, the dependent and indepen-
dent variables are not linearly related. Even the perceptron
mainly deals with linear decision boundaries. Therefore, it
cannot perform better than a RF. The DT has more than ten

04 06 08 10
False Positive Rate

levels for the given classification scenario. It gave a training
accuracy of 100% and a testing accuracy of 99.25%. Thus, it
can be concluded that the DT classifier has been overfitting
the data. Even though the over-fitting is resolved through
pruning, it caused a reduction in training and testing accu-
racy. The over-fitting problem, as in the case of DT classifi-
ers, has been overcome by RF as it builds multiple DTs and
employs a boot-strapping algorithm. More than one feature
can act as the root node for the different DTs, such as ’https
in URL,””WWW Present,” *Digit to Alphabet ratio,’ etc. This
ensures having multiple different conditions in the root node
rather than just a single root node, as in the case of the DT
classifiers. Hence, the RF gives the best output. GB, LGBM
and XGBoost perform nearly as well as RF, not just in case
of accuracy but concerning other evaluation metrics; which
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Table 3 Confusion matrix For RF classifier with handcrafted feature
extraction

Predicted Positive Predicted Negative
Truely Positive 50624 193
Truely Negative 460 100551

Table 4 Confusion matrix For RF classifier with automatic feature
extraction

Predicted Positive Predicted Negative
Truely Positive 37778 60
Truely Negative 212 113776

Table 5 Comparison of performance metrics with handcrafted and
automatic feature extraction on different datasets for RF classifier

Datasets Feature Extraction = Average Accu- Standard
racy (%) Devia-
tion
Original Dataset Handcrafted 99.57 0.013
[26] Automatic 99.82 0.013
Dataset-2 [37] Handcrafted 99.35 0.029
Automatic 99.73 0.023
Dataset-3 [38] Handcrafted 95.68 0.069
Automatic 99.51 0.022

makes it clear that ensemble methods are the key to solving
the issue of detecting malicious URL through. While there
is a level-wise growth (grows all leaves at the same level
before proceeding to the next) in case of GB a leaf-wise
growth (grows the tree by expanding the leaf that minimizes
the loss the most) and in case of LGBM, both perform well
and have overcome the issue of overfitting as visible in case
of DT. Ada-boost penalises only those trees with a predicted
output different from the true output. This reduces the over-
all updates, making them not converge to a greater extent.
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Fig.9 Confusion matrix for (a) automatic and (b) handcrafted feature extraction with annotated TP, FP, TN, and FN

Hence, Ada-boost does not perform up to the mark. The
KNN model is too simple for this classification problem,
resulting in the lowest accuracy compared to other models.
This indicates underfitting, as the model’s simplicity pre-
vents it from capturing the complexity of the dataset effec-
tively. In the case of SVM, the radial kernel works far better
than the linear or polynomial kernel because the dependent
and independent variables are not linearly related. Referenc-
ing PAC, the lower accuracy as compared to the RF model is
attributed to the linearity of the PAC model.

The TF-IDF method is performing well with the pros-
pects of accuracy with a DT classifier, XGBoost, CB, and
BNB. However, the DT classifier gets overfitted because it
is just a single tree, while tree pruning causes the classifier’s
accuracy to reduce. In the case of XGBoost, multiple trees
and residual addition are involved and gives good accuracy
and a bias-variance trade-off. Moreover, a similar case is
the CB classifier and LGBM classifier is visible. The BNB
classifier uses the Bernoulli distribution to classify the data
points based on multiple variables obtained by the TF-IDF
vectorizer method. The performance of the TF-IDF vector-
izer along with the different ML models is clearly visible
by looking at Figs. 4a, 5a, 6a and 7a. Moreover, as the TF-
IDF method finds out the term frequencies of the dataset,
BNB performs better. This method gives little accuracy
with LR, KNN, and MNB as they are more straightforward.
PAC is able to perform very well despite it’s model linear-
ity because the concept that it operates is hinge loss which
is a similar concept used in SVM. This adds high value to
the PAC classifier thus making it highly comparable to the
RF classifier in case of automatic feature extraction. LR and
KNN are not well-known for use with text processing meth-
ods. Though MNB is used in the case of text processing, it
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Fig. 10 Comparison of multiple datasets for RF classifier for (a) automatic and (b) handcrafted feature extraction

does not give a good accuracy due to its simplicity. The Area
Under Curve of the ROC (AUC-ROC) for RF and KNN
illustrates the difference in the confidence levels of the two
models. The ROC curve for RF is steeper and stays closer
to the top-left corner compared to KNN, indicating a more
confident classification. This higher confidence is attributed
to the superior training and generalization capabilities of the
RF model.

Further, comparison has been carried out using multiple
open source datasets for malicious URLs and the results for
the same are presented in Table 5 using RF. Although the
hand-crafted feature extraction isn’t working as good for
Dataset-3, RF is showing similar results for all the datasets
when pre-processing is carried out using automatic feature
extraction. Moreover, the Fig. 10a and Fig. 10b represents
the graphical comparisons of the average accuracies for the
RF classifier implemented on each of the datasets given
in Table 5. It shows the robustness of the RF model when
combined with the automatic feature extraction (TF-IDF)
method such that the model is able to perform just as good
for every dataset rather than doing well at just a single set of
data points. The standard deviation in Tables 2 and 5 is used
to indicate the low variation in the results of the given mod-
els. The lower the standard deviation, the more stable the
model in terms of giving accuracy and the better for usage
since it performs well in the predictable range. Thus, indi-
cating the predictability of the models and reliability over
the enlisted classifiers. The less the standard deviation, the
more reliable the classification model.

6 Conclusion

In our work, two feature extraction methodologies have
been compared to discriminate between the malicious and
non-malicious URLs. One is hand crafted feature extrac-
tion and the other one being automatic feature extraction.
Among these, the automatic feature extraction method has
proven to be better as compared to the hand crafted feature
extraction. Although RF has performed the best in both the
methods, the accuracy it shows in case of automatic feature
extraction is 99.82% and that in case of hand crafted fea-
ture extraction is 99.57%. In matters of other metrics such
as precision score, recall score and F1 score, the automatic
feature extraction gives better results with the values being
99.84%, 99.44% and 99.64% respectively. Therefore, it is
clear that automatic feature extraction overpowers hand
crafted feature extraction in case of classification of URLs
into malicious and non-malicious.

Future work involves the use of deep learning models
including transformers and pre-trained deep learning mod-
els as well for the classification of malicious and non-mali-
cious URLs. Additionally, there would an increase in the
data such that the model can be more generalized and thus
more common features can be extracted by the deep learn-
ing models. Moreover, we recognize the importance of opti-
mizing IoT components for enhanced performance. Future
enhancements will focus on: Implementing distributed ML
frameworks to accelerate data processing for large-scale IoT
networks, Reducing computational overhead by selecting
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the most relevant features dynamically, minimizing the
power consumption of IoT devices.
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