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Abstract: This study focuses on Digital Twin-integrated smart energy systems, which
serve as an example of Next-Generation Critical Infrastructures (CI). The resilience of these
systems is influenced by a variety of internal features and external interactions, all of which
are subject to change following cyber-physical disturbances. This necessitates real-time
resilience monitoring for CI during crises; however, a significant gap remains in resilience
monitoring. To address this gap, this study leverages the role of Internet of Things (IoT)
in monitoring complex systems to enhance resilience through critical indicators relevant
to cyber-physical safety and security. The study empirically implements Resilience-Key
Performance Indicators (R-KPIs) from the domain, including Functionality Loss, Minimum
Performance, and Recovery Time Duration. The main goal is to examine real-time IoT-based
resilience monitoring in a real-life context. A cyber-physical system equipped with IoT-
driven Digital Twins, data-driven microservices, and a False Data Injection Attack (FDIA)
scenario is simulated to assess the real-time resilience of this smart system. The results
demonstrate that real-time resilience monitoring provides actionable insights into resilience
performance based on the selected R-KPIs. These findings contribute to a systematic and
reusable model for enhancing the resilience of IoT-enabled CI, advancing efforts to ensure
service continuity and secure essential services for society.

Keywords: IoT-based monitoring; cyber-physical resilience; real-Time; digital twins;
empirical study; sustainable energy; smart energy systems; safety-critical systems

1. Introduction
The rise of cyber-physical critical infrastructures (CIs) with advanced features like

Artificial Intelligence (AI) integration highlights the importance of assessing and oversee-
ing resilience [1]. These infrastructures require a comprehensive approach to resilience
measurement and monitoring due to their complex and interconnected nature. CIs play
a crucial role in contemporary societies, covering a wide range of sectors essential for
maintaining operations and safeguarding public well-being [2]. These infrastructures are
fundamental for the functioning of society and are responsible for delivering essential
services to the public. From energy grid CIs to transportation systems, these infrastruc-
tures provide essential services that facilitate daily life [3]. Consequently, disruptions in
critical systems, such as transportation, communication, and energy, can have far-reaching
consequences. For example, disruption in the transportation system could lead to delays
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in the delivery of goods and services, resulting in economic losses for businesses and con-
sumers [4]. Similarly, a disruption in the communication system could hinder emergency
response efforts and jeopardize public safety [5]. Additionally, disruptions in the energy
system could lead to power outages, impacting businesses, hospitals, and individuals who
rely on electricity for their daily activities [6,7]. Overall, disruptions in such systems can
have cascading effects that threaten public safety and security, as well as causing significant
economic losses.

Recognizing the interconnectivity and vulnerability inherent in CIs, it is essential to
prioritize resilience in order to mitigate risks and enhance societal resilience when faced
with unforeseen challenges. With this approach, communities and societies can better
prepare for and respond to various threats and crises, ultimately ensuring their ability to
bounce back and recover more effectively [8].

The resilience of CIs is influenced by a wide range of internal characteristics and
external interactions, all of which are subject to dynamic changes following cyber-physical
disturbances [9,10]. Consequently, resilience must be regarded as a dynamic concept that
requires continuous study during crises triggered by extreme events, such as earthquakes
or terrorist attacks, and even their aftermath [11,12]. This highlights the critical importance
of leveraging IoT technologies for the real-time monitoring of CIs.

In this context, resilience quantification emerges as a crucial approach to understand-
ing, assessing, and enhancing the resilience of CIs. While existing methodologies often rely
on metrics and indicators derived from historical data [13–15], a significant gap persists in
real-time resilience monitoring. Addressing this gap is essential to effectively capture the
dynamic behavior of CIs during crises.

To bridge this gap, this study seeks to answer a pressing and emerging question: Is it
feasible to monitor the resilience of IoT-integrated CIs in real-time using sensor data for
specific KPIs?

By exploring this question, the study underscores the urgency and relevance of real-
time resilience monitoring in advancing the safety and functionality of CIs. Therefore, this
article presents an empirical study based on real-world data, observations, and experimen-
tation to derive conclusions. The research design involves developing and operating a
cyber-physical testbed to implement various data-driven algorithms for real-time resilience
monitoring. The testbed is a smart PV panel, with its resilience being evaluated under a
FDIA. The primary contributions of this empirical study are outlined as follows:

• The development and validation of a comprehensive method for real-time resilience
monitoring of IoT-integrated CI.

• The implementation and testing of different data-driven algorithms tailored to R-KPIs,
informed by observed system behavior.

• The construction and operation of a practical cyber-physical testbed for empirical
resilience assessment using a Digital Twin-integrated smart PV system.

The remainder of the article is structured as follows: Section 2 Research Landscape:
An overview of the current state of resilience assessment of CI. In Section 3, we explain
the theoretical foundation of the resilience KPIs that are used in this article. Section 4
Statistical and AI methods: A detailed description of the cyber-physical system under
study and methodology for implementing and measuring the selected R-KPIs. Section
5 Cyber-Physical System: A synthesis of the testbed results, with a validation of the
resilience monitoring method based on sensor data in the real time. Section 6 Case Study:
A detailed description of test configuration, and discussion of results from conducted tests
results. Section 7 Limitations, Challenges, and Future Research: Discussion of study
limitations, encountered challenges, and potential future research avenues. Section 8
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Conclusions: Summarizes key findings and their implications for the resilience monitoring
of IoT-enabled CI.

2. Research Landscape
Critical infrastructure (CI) encompasses physical assets and systems that provide

a necessary service in national, regional, and local scopes. Because of the necessity of
the service continuity of CIs, it is extremely important that the service can be delivered
under challenging situations like natural disasters or disturbances from cyber-physical
attacks [16].

The capacity to withstand or to recover quickly from risks is called resilience. CI
should be resilient in all aspects, from governance to operational level [17].

Prior studies unveiled the efficiency of data-driven solutions to enhance the resilience
of complex systems [1,18–20] and CI [21–23]. However, achieving a socio-technical transi-
tion towards more sustainable and resilient CIs necessitates substantial conceptual changes
in the system architecture, coupled with the incorporation of new assets dedicated to
collecting real-time data, communication, and computations. The integration of these
new components into the system brings more complexity, consequently diminishing the
resilience of the overall system. While this transition seems fundamental because of societal
challenges of climate change and increasing natural disasters, emerging cyber-physical
threats, and the changes in the service end users’ behaviour [24], transforming entire
socio-technical CI involves a novel resilience engineering approach [25] to guarantee the
uninterrupted service continuity of emerging AI-integrated CIs.

Nevertheless, at present, the technologies supporting these transitions are either under
study or in the developmental stage, typically confined to laboratory-scale implementations.
Additionally, the majority of existing CIs continue to operate using traditional monitoring
and control systems. Therefore, the body of knowledge in AI-integrated CIs resilience
engineering is not fully defined, and there is a gap in standardized models and performance
metrics to quantify the resilience of AI-integrated CIs.

Next-Gen Energy Systems Resilience

The energy sector is transitioning towards a Next-Gen model, characterized by intelli-
gent energy infrastructures that leverage renewable energy sources [26] and distributed
generation [26]. This transformation is further enhanced by emerging technologies such as
Digital Twins [19,27,28], IoT, data-driven solutions [28], real-time anomaly detection [29],
and big data analytics [30–32], collectively shaping a smart grid that promises a sustainable
and efficient future. However, this evolution is not without challenges. Ensuring the
resilience of these advanced systems poses a significant challenge, requiring innovative and
adaptive solutions. This study is motivated by these challenges and focuses on Next-Gen
energy CIs with these defining characteristics.

One key concern lies in the growing dependence on renewables [33,34]. While solar
and wind power offer significant environmental benefits, their inherent variability and
intermittency pose challenges [35]. Unlike traditional, reliable power plants, renewable
sources are not always available, demanding robust energy storage and sophisticated grid
management systems to function effectively [36]. Furthermore, extreme weather events can
disrupt these already fluctuating sources [37], potentially cascading into power outages
and grid instability.

Smart grids, another cornerstone of Next-Gen energy systems, introduce a different
set of vulnerabilities. These intelligent networks, enabling two-way communication be-
tween utilities and consumers, offer real-time monitoring, dynamic pricing, and improved
efficiency. However, the increased complexity creates a larger attack surface for cyber
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threats [38,39]. Malicious actors targeting communication networks or control systems
could disrupt critical operations, leading to widespread blackouts [40].

The rise of distributed generation, where power is produced closer to consumption
points through rooftop solar panels or microgrids, presents a double-edged sword. While
it fosters energy independence and reduces reliance on centralized power plants, it also
introduces complexities in managing the grid and maintaining stability. Additionally,
a cyber-attack targeting a single distributed generation unit could have a ripple effect,
impacting the entire grid.

3. Theoretical Foundation of Resilience Curve and Its KPIs in This Domain
To quantify the resilience of smart energy systems, this study conducts a comprehen-

sive literature review. The review identifies various measurable resilience indexes. From
this pool of indexes, and various articles, the current study focuses on a case study within
smart energy systems. To quantify CI resilience in this CIs, timeliness plays a vital role.
Therefore, we prioritize time-related KPIs for this analysis. Other metrics also impact re-
silience monitoring, such as Age of Information (AoI), which quantifies data freshness and
serves as a critical metric for real-time resilience monitoring [41–44]. However, these metrics
are not derived from the resilience curve, and we leave their exploration for future studies.

Two reference articles form the foundation for the selection of R-KPIs and resilience
curve construction in this study (see Section 3.1 for definitions). An empirical study con-
ducted in the domain of smart PV panels, using a similar testbed [45], serves as a basis
for selecting three specific KPIs: functionality loss, minimum performance, and recovery
time. To calculate these R-KPIs, it is essential to first construct a resilience curve [46] (see
Section 3.1). Given that the collected data are inherently noisy, we apply two methods em-
pirically implemented and evaluated for noisy data in [47]: Support Vector Machine (SVM)
and polynomial fitting via least squares (Polyfit) (see Section 3 for definitions). Although
SVM was identified in the reference article as the superior method for accurately reflect-
ing system behavior, both methods are employed in this study to allow for comparative
analysis. As a practical recommendation for monitoring system resilience, it is advised that
once a method is chosen, it should consistently be used throughout the system’s lifecycle to
construct its resilience curve.

3.1. Resilience Curve and Selected R-KPIs

Resilience curves are widely applied across various fields in resilience engineering,
encompassing applications in critical infrastructure resilience [48,49], resilience index
development [50–53], recovery reviews [54–57], system component criticality [58–60], post-
disturbance activities [61–63], and measurements and/or benchmarking for resilience
assessment [64–66].

In this article, the resilience curve will be used to calculate the selected R-KPIs. In
the following section, the three R-KPIs that are chosen for further analysis will be defined
in detail.

3.1.1. Recovery Time

The primary objective of resilience-enhancing metrics is to enhance the three core
capacities of resilience: absorption, adaptation, and restoration. This goal is achieved
through the implementation of diverse strategies aimed at strengthening the functionality
and performance of critical infrastructure, such as incorporating redundancy.

Redundancy in critical infrastructure refers to integrating duplicate or backup com-
ponents and systems to ensure that essential functions can persist even in the face of
disruptions. By incorporating redundant elements, the system gains the ability to absorb
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shocks, adapt to unexpected challenges, and facilitate quicker restoration. Redundancy
serves as a safeguard against single points of failure, minimizing the impact of disruptions
and significantly contributing to reducing recovery time. It plays a pivotal role in enhanc-
ing overall resilience by providing alternative pathways and resources, thereby fortifying
the infrastructure’s ability to bounce back swiftly and effectively from unforeseen events.
Moreover, shorter recovery times can also be achieved through the implementation of
measures that prioritize the swift restoration and replacement of impaired infrastructure
components. This proactive approach not only accelerates recovery but also contributes to
the overall enhancement of resilience, as it minimizes downtime and fortifies the system
against prolonged disruptions.

The recovery time after a disruption is a crucial index for critical infrastructure re-
silience, particularly in sectors like energy, due to its direct impact on overall operational
resilience. In the aftermath of a disturbance within critical infrastructure, performance
inevitably experiences a decline, reaching its minimum level. Following this critical de-
crease, there are essentially two potential outcomes. Firstly, the performance may reach
zero, resulting in a complete system shutdown—a scenario that is universally deemed
unacceptable in any disturbance situation for critical infrastructure.

Conversely, the system’s response to the disturbance may trigger a recovery phase,
characterized by an upward trajectory in performance levels. This recovery phase is crucial
as it signifies the infrastructure’s ability to rebound and stabilize after the initial level in
performance. The stabilized performance level, as illustrated in Figure 1, can assume one
of three forms: it may be equal to the prior stable level, higher than the pre-disturbance
level, or lower than the pre-disturbance level. This phase is termed the recovery phase,
representing a critical aspect of the system’s resilience.

Figure 1. Illustration of recovery time. The red box highlights the point on the resilience curve where
the recovery phases duration can be identified.

The concept of recovery time encompasses both the degrading phase, where perfor-
mance declines, and the subsequent recovery phase, where performance improves and
stabilizes. As illustrated in Figure 1, the recovery time spans from the occurrence of the
disturbance to the point of stabilization after the recovery phase. The duration of this
recovery time is indicative of the system’s overall robustness and its ability to efficiently
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restore and stabilize its performance following disruptions, which is vital for the sustained
and reliable operation of critical infrastructure systems, especially in the energy sector.

3.1.2. Minimum Performance Level

The determination of the minimum performance level in critical infrastructure de-
pends on the inherent design features of the system and the severity of the encountered
disturbance. Monitoring this minimum performance level holds crucial significance as
it ensures the preservation of essential services vital for the system’s proper functioning.
The minimum performance level is intricately defined by the indispensable thresholds
associated with the societal needs for that particular service. In the event that the minimum
performance of a critical infrastructure (CI) descends below this predefined level following
a disturbance, it becomes imperative to reassess the response strategy to this risk. Such
a proactive approach is essential for safeguarding the reliability and functionality of the
critical infrastructure system, aligning its performance with the crucial needs of the society
it serves. Continuous monitoring and adaptive strategies are thus indispensable to maintain
the resilience and effectiveness of critical infrastructure in the face of dynamic challenges.
Figure 2 shows the minimum performance level after disturbance.

Figure 2. Illustration of minimum performance level. The red box highlights the point on the
resilience curve where the minimum performance level can be identified.

3.1.3. Functionality Loss

Resilience curves are applied across the critical infrastructure literature this shows
two kinds of curve: a typical representation with a semi-linear degradation and semi-linear
recovery phase, or non-idealized system behavior (Figure 3). Since the complex systems
can show the irregular behavior after disturbance because the interdependences between
other CIs and the dynamic nature and natural complexity of the system, it is important to
have a index to cover the loss during the lifecycle of recovery time. This loss is called Loss
of Functionality [67]. Figure 4 shows a graphical illustration of Loss of Functionality.
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Figure 3. (a,b) Graphical illustration of different behaviors after disturbance [68].

Figure 4. Graphical illustration of Loss of Functionality [67].

The method that is used in this research is adopted from a developed comprehensive
framework for assessing the resilience of infrastructure in response to specific events,
such as earthquakes [69]. The framework aims to measure the impact of an earthquake by
estimating the predicted degradation in the quality of service provided by the infrastructure,
denoted as Q(t). We can break down the process:

Assuming a disturbance occurs at time t0, the degradation in service quality is assessed
from the moment of the shock (t0) until the service quality (Q(t)) fully recovers to its pre-
disturbance levels at time t1. This period represents the recovery phase.

The measure of Loss of Functionality, denoted as LF, is determined by considering
how much the service quality degrades during the recovery period, regardless of the
behavior of the system shown in Figure 3. The calculation can be expressed as follows:

FL =
∫ t1

t0

[100 − Q(t)] dt
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In simpler terms, Loss of Functionality is the difference between the initial service
quality at the time of the disturbance (t0) and the service quality once it has fully recovered
(t1). This provides a quantifiable metric for understanding the impact of the disturbance on
the infrastructure’s ability to maintain its continuity of service.

4. Implemented Statistical and AI Methods
In the current research, Rolling Average is used for raw data time series smoothing

and Polynomial Fitting is employed to model a polynomial that accurately represents the
dataset obtained from the testbed during disturbance scenario testing.

Polynomial fitting is a regression technique that fits a polynomial (a mathematical
expression consisting of variables raised to powers and multiplied by coefficients) to a set of
data points. The goal is to find the polynomial that best captures the relationship between
the independent variable(s) and the dependent variable. The degree of the polynomial
determines its complexity, and higher-degree polynomials can capture more complex
relationships but may also be prone to overfitting.

For Polynominal Curve Fitting, Least Squares Regression and Support Vector Regres-
sion (SVR) with a Radial Basis Function (RBF) Kernel model are used. Support Vector
Regression (SVR) is a regression algorithm that uses support vector machines to model the
relationship between variables. In SVR, the goal is to find a hyperplane that best fits the
data while allowing for a certain degree of error. The RBF kernel is a specific type of kernel
function used in SVR, and it is particularly effective in capturing non-linear relationships.
In the following section, the theoretical foundation of the methods is explained.

4.1. Moving Average

The moving average is a statistical technique used to analyze data trends by smoothing
out short-term fluctuations, providing a clearer view of the underlying direction in a
dataset [70]. It is particularly useful in time series analysis, where data may exhibit high
volatility due to random variations. The most basic form, the Simple Moving Average
(SMA), calculates the average of a fixed number of consecutive data points, or “window
size”. As new data points become available, the average recalculates by including the most
recent observation and excluding the oldest one, effectively “moving” along the dataset [71].
For instance, the SMA over a window size N is calculated using the formula:

SMAt =
Xt + Xt−1 + . . . + Xt−N+1

N

where Xt represents the current data point, and N is the window size.
Moving averages have extensive applications across various fields, such as finance,

where they are used to identify stock price trends [72], and economics, where they help
analyze indicators like GDP and inflation rates [73].

Sensor data from photovoltaic (PV) panels for DC power often exhibits noise due to
environmental fluctuations, electromagnetic interference, and sensor limitations. Variations
in sunlight, temperature, and shading cause inconsistencies, while electronic components
introduce interference, affecting data stability. Sensor inaccuracies, often due to limited
sensitivity issues, further contribute to this variability, making it challenging to obtain clean
data directly from sensors [74,75].

Implementing a rolling average for smoothing time series data is a widely adopted
technique (39,529 documents in SCOPUS used key term rolling average OR moving
average) with its own set of pros and cons. Rolling averages are a commonly used method
for data smoothing and trend analysis [76], offering distinct advantages. Rolling aver-
ages have been introduced as a convenient method for regulating power-time curves in
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renewable and conventional energy profiles [77–80], which served as the main motivation
for considering rolling averages in the current study. Nevertheless, their simplicity may
sometimes limit their ability to capture complex patterns in data, highlighting the need to
explore alternative or complementary approaches for more intricate analyses.

Recent studies have demonstrated that implementing a rolling average is inefficient
for resilience curve construction when data are affected by significant noise [47]. However,
in this article, moving averages are used to provide essential smoothing for noisy datasets,
making it easier to detect underlying patterns and inform forecasting models [81].

4.2. Least Squares Regression

The polyfit function in NumPy is used for polynomial fitting, which involves finding
the coefficients of a polynomial that best fits a set of data points. The theoretical foundation
of polynomial fitting lies in the concept of least squares regression.

The goal to minimize the sum of squared differences

minimize
N

∑
i=1

(yi − P(xi))
2 (1)

In the Matrix form, it can be represented in this way:

X =


1 x1 x2

1 . . . xn
1

1 x2 x2
2 . . . xn

2
...

...
...

. . .
...

1 xN x2
N . . . xn

N

 C =


c0

c1
...

cn

 Y =


y1

y2
...

yN


Finally, a solution is gained using least squares

C = (XTX)−1XTY (2)

4.3. Support Vector Regression (SVR) Model with a Radial Basis Function (RBF) Kernel

f (x) =
n

∑
i=1

αiK(x, xi) + b (3)

where f (x) is the predicted output, n is the number of support vectors, αi is the coefficients
associated with the support vectors, K(x, xi) is the kernel function, which measures the
similarity between x and the support vectors xi, and b is a bias term. The RBF kernel is
defined as follows:

K(x, xi) = exp
(
−∥x − xi∥2

2σ2

)
(4)

where σ is a parameter that controls the width of the Gaussian distribution.
This equation captures the non-linear relationship between input features and output

in the SVR model. The specific form of the kernel function, in this case, the RBF kernel,
contributes to the model’s ability to capture complex patterns in the data.

It should be noted that the SVR model is designed to handle non-linear relationships
and may not have a simple linear equation like traditional linear regression.

5. Cyber-Physical System
This section includes the discussion of a real case study that we have implemented

to assess the energy CP framework that we propose. Being a prototype, the case study
should be considered as an experiment in which the building blocks were implemented
according to the essential functionalities and features they must provide. As already
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mentioned, our ambition is to perform a complete testbed of the proposed framework
in order to assess the same framework. The architecture adopted for the case study is
shown in Figure 5. According to the proposed energy CP framework, it includes the
three main building blocks: Physical Asset, Data Infrastructure, and Digital Twin. The
Physical Asset consists of a portable power-generating infrastructure in an autonomous
Smart PhotoVoltaic Station that features a PV panel equipped with sensors to assess the
placement surrounding’s conditions, along with actuators to control the orientation of the
panel. The Data Infrastructure is limited to implement two fundamental services for the
framework, which are data streaming and data persistence. For the case study, the device
we have adopted for deploying these services is a fog node implemented by a Raspberry PI
4B. Finally, the Digital Twin was implemented in the form of a virtual world interactive
model of the SPVS. According to the proposed framework, the overall Digital Twin includes
its four fundamental services, which are Dynamic Environment, Operation, Ideal State, and
Demand. Considering the processing and storage resources the Energy DT needs, these
services are deployed on a workstation. Such a workstation represents the cloud backend
of the framework we propose, but with more limited resources in terms of processing and
storage capabilities.

Figure 5. Conceptual model of the proposed system [82].

5.1. Physical Asset: Smart PhotoVoltaic Station

The models discussed in this case study are applied in the PV power generation system
called a Smart PhotoVoltaic Station (SPVS). Such a system is part of the real testbed we
have conducted and which is detailed in the present section. The list of components that
are presented in Table 1 was used for assembling the CP infrastructure (Figure 6a,c) and for
evaluating our experimental setup.

Table 1. List of sensors, actuators, and other components [45,82].

Category Component Specification

Sensors Air quality Bosch BME280 (Bosch Sensortec
GmbH, Reutlingen, Germany)

Power INA3221

Actuators Servo motors 2× (0°–180°)

Other Components

MCU 2× ESP32
Voltage converter 2×
MPPT
Battery LiFePo4 12 V 6 Ah
PV panel 20 W monocrystalline
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(a) (b) (c)

Figure 6. SPVS physical asset implementation. (a) Control system (Table 1). (b) Motion mechanism.
(c) Assembled view (back view).

The logical model of the SPVS is shown in Figure 7, where the physical components
and the connections between them are represented. In particular, it includes two types of
physical connections: power delivery and data delivery. The former is used to highlight
the electric circuit to power the SPVS components, whilst the latter maps the data streams
between the components.

Figure 7. The logical model of the smart PV system [45,82].

5.1.1. PV Panel

For the purposes of this work, the choice of a suitable PV panel plays a critical role.
Since the module is used for a portable SPVS as a testbed, a 20 W monocrystalline solar
module has been chosen. Moreover, durable ESG glass is another relevant requirement
to avoid the degradation of the module due to microfractures during installation and
movements of the PV panel.

The 20 W Mono Solar Module from Offgridtec (MPN 3-01-001560), whose datasheet
is shown in Table 2, operates with high-efficiency monocrystalline solar cells (>18%), and
thanks to its operating voltage of 20 V, it is ideal for 12 V systems. “Monocrystalline”
refers to a type of solar cell or module where the silicon used in the construction is made
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up of a single crystal structure. In contrast, polycrystalline solar cells are made from
multiple crystals, and thin-film solar cells are made using different materials altogether.
Monocrystalline solar cells are known for their higher efficiency and greater space-efficiency
compared to other types.

Table 2. Offgridtec Mono20W3-01-001560 PV module specifications.

Parameter Value

Maximum Power (Pmax) 20 W
Open Circuit Voltage (Voc) 22.3 V
Short Circuit Current (Isc) 1.21 A
Voltage at Maximum Power (Vmpp) 17.8 V
Current at Maximum Power (Impp) 1.12 A
Module Efficiency of Voc −0.45%
Module Efficiency of Isc −0.45%
Module Efficiency of power −0.45%
Nominal Operating Cell Temperature (NOCT) 45 (± 2) ◦C
Operating Temperature Range −40 ◦C to +85 ◦C
Cells type/Array 2 × 18
Maximum system voltage 600 VDC

Values are measured at Standard Test Conditions (STC), with Irradiance 1000 Wm−2, Air Mass (AM) 1.5 Spectrum
and Temperature 25 ◦C.

5.1.2. Sensors and Actuators

The SPVS features a set of sensors and actuators used to perceive and interact with
the surrounding environment. On the sensors side, the device is equipped with sensors to
assess the air quality (temperature, atmospheric pressure, and relative humidity) and a DC
power sensor that is used to collect data on the live power production of the PV panel, the
power stored in the battery, and the power used by the system in performing its operations.

The station is also capable of tracking a desired orientation. To do so, on the actuators
side, the device’s mechanical gear work is actuated through a couple of servo motors. One
of them is devoted to control the pitch angle of the panel, whilst the other one controls its
yaw angle (as shown in Figure 8).

5.1.3. Service Modules

The brain of the SPVS physical asset is implemented through ESP32 micro-controller
units (MCU). The choice of this chip is motivated by its good performance, relative to the
requirements posed by tasks it is intended to perform and the services it should expose,
at a low price and bundled in a tiny board. The ESP32 board also includes an antenna
module that allows it to establish wireless communication (either WiFi or Bluetooth) on the
2.4 GHz band.

The device is powered using the energy generated by the PV panel and stored in the
accumulation system. In particular, a Maximum Power Point Tracker (MPPT) is used to
monitor the output of the PV panel and adjust the voltage and current so as to keep the
system always at the point of maximum power. The output of the MPPT feeds the battery,
but it is too high to power the logical components that require at most 5 volts. Additionally,
it is also important to split the power sources to use for low power (sensors and control
devices) and high power (servo motors) devices, respectively. Therefore, two step-down
voltage converters are installed between the system’s power source output (the battery)
and the modules that need to be powered. These step-down voltage converters are tuned
to output constant 5 volts. By keeping the power sources separated, it is possible to avoid
undesired power drops when performing power intensive tasks that would result in the
reboot of the MCU board or even the damage of the most sensitive components.
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Figure 8. Dynamic 3D model with 2 degrees of freedom (Dof) that is used to visualize the current
gradient of the PV module [45,82].

5.2. Data Infrastructure: Data Streaming and Persistence Middleware

For the purpose of the present case study, the Data Infrastructure component of the
proposed framework is delegated to the exclusive management of data streaming and data
persistence. The Data Streaming and Persistence Middleware (DSPM) is crucial because it
allows the exchange of data within the CP system by determining how these data must
persist and how they must be made available to both the Energy DT’s services and the
SPVS. Moreover, the DSPM is responsible for retrieving additional data by issuing specific
requests to external data sources. For the present case study, the contributions obtained by
these external data sources are related to services like open weather APIs (for obtaining
instantaneous weather metrics), but also additional IoT sensors, such as local weather
stations and pyranometers. The software module that implements the interface with
external data sources is called Web API Connector.

A detailed discussion about the services corresponding to data streaming and data
persistence is reported below.

5.2.1. Data Streaming

The data streaming service makes it possible the interaction between the SPVS and
the virtual world interactive model. Such an interaction was implemented by adopting the
Message Queuing Telemetry Transport (MQTT) protocol that enables the publish/subscribe
paradigm. The efficiency of MQTT at an industrial scale has been demonstrated in previous
studies [83]. In this regard, an instance of message broker was made available to support
the communication between MQTT publishers and subscribers. Clients subscribe to MQTT
topics to secure sensor data payloads, ensuring timely data reception, concurrent with the
publishing activities. Incoming messages undergo a deserialization process, transforming
payloads into manipulable JSON objects for data extraction and subsequent processing.

On the service side, the software module of the case study architecture that is delegated
to support data streaming between services is called Data Connector. The Data Connector
operations flowchart is reported in Figure 9. So, all the services of the framework that
must be enabled for the data streaming needs to integrate such a module. In addition,
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the data streaming service is responsible for managing communication via the message
broker and the reference database instance, as well as acquiring data from the SPVS and
the Energy DT’s services. This result is achieved by using an approach to a data fetching
request that can be configured to be synchronous or asynchronous, as needed. In this way,
it is possible to integrate a controller to the software components of the edge device which
can regulate the data transmission rate by monitoring specific indicators related to the state
of the system, such as the battery level of charge. A specific service of the middleware
called persistence service intercepts the MQTT traffic between the SPVS and the virtual world
interactive model in order to persist the corresponding data entities.

Figure 9. Data Connector flowchart.

5.2.2. Data Persistence

The Data Persistence service consists of two microservices that make it possible to
store historical records of data flowing back and forth between the the SPVS and the Energy
DT’s services, namely sensor readings and action commands. These two microservices
implement the interface and the interaction with the reference DBMS instance. Among
the possible database solutions, MongoDB was identified as the most suitable for the case
study, thanks to its document-based nature that fosters high performance querying of IoT
data [84] alongside an efficient handling of several insert queries. When comparing to
relational DBMSs such as MySQL, MongoDB allows to outperform in terms of resources
usage and overall latency [85,86].

MongoDB’s document-based approach allows to store and process heterogeneous data
types, such as sensor data, time-series data, and metadata, in a single document. Supporting
an efficient and effective local data storage on edge devices, MongoDB allows to reduce
the need to stream data towards remote servers or cloud infrastructures. Concerning the
DBMS interface microservice, a Python script represents the most suitable solution for the
present case study in terms of disk usage and responsiveness performance. Indeed, the
usage of state-of-the-art software solutions, such as Apache NiFi, can be counterproductive
and challenging due to the high computational needs they require to run on the resource-
constrained fog device used for the testbed. A Python script provides a subscription for
each MQTT topic related to both the physical and the digital counterpart, acting as a man
in the middle. In this sense, it intercepts the corresponding data flows exchanged by the
two counterparts and prepares the carried data entities for storage by interacting with the
MongoDB microservice.

5.3. Energy Digital Twin: Virtual World Interactive Model

According to the CP framework proposed in this work, the DT corresponds to the
digital counterpart of the physical asset. For the aim of the case study, we have implemented
the DT as the Virtual World Interactive Model of the SPVS. Such a model corresponds to an
interactive and graphical representation of the SPVS within the Unreal Engine virtual world.
By following the specification of the framework we propose, the Energy DT provides four
interconnected services called Dynamic Environmental Service (DES), Operation Service (OS),
Ideal State Service (ISS), and Demand Service (DS), respectively. A detailed description for
each of these services is provided in the following section.
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5.3.1. Dynamic Environment Service

For the present case study, the DES service is delegated to gather environmental data
detected by the sensors installed on the SPVS, along with meteorological data retrieved by
the DSPM, using a Web API Connector. Regarding this former aspect, DES collects basic
environmental parameters like temperature, pressure, and humidity, but also additional
weather information, including cloud coverage and solar irradiance relative to the location
where the SPVS is installed. The DES service processes the collected data to perform pre-
dictions on temperature and irradiation using ML approaches. Finally, it assimilates solar
radiation metrics, which encompass values related to Direct Radiation, Diffuse Radiation,
and Direct Normal Irradiance.

5.3.2. Operation Service

The OS service is driven by the system’s functioning based on embedded sensors
and real-time data to simulate production and the current state of the physical asset.
Such a service carries out a series of tasks such as the following: (1) ensuring the real-
time simulation of dynamic environmental conditions by referring to environmental data
detected from its deployment location, (2) employing AI methods to forecast the values of
environmental parameters, and (3) feeding these predicted values to the ISS to estimate both
the ideal state of the system and the corresponding actual production, using real-time data
analytics. The OS service represents a central node for the CP system that interfaces with
the SPVS’s physical components and synthesizes data from various Energy DT services,
external APIs, and embedded sensors. The OS service utilizes software modules for
implementing system interaction and data visualization. By observing Figure 5, it is
possible to note that the OS includes a software module called Game Engine (GE). The GE
consists of an instance of Unreal Engine and is responsible for rendering the high-fidelity
virtual model. It offers a real-time graphical representation of the physical asset’s digital
counterpart. This graphical representation is more than a mere visual representation,
considering that it enables functional simulations, providing an interactive platform that
mirrors the SPVS’s physical state and behavior. The GE component plays a pivotal role for
the proposed framework because it provides a graphical representation of the DT and the
corresponding digital representation of the current state of the physical asset at the same
time. It merges field data obtained from the SPVS and data received from other Energy DT’s
services to process and exhibit the corresponding results, using intuitive dashboards and
illustrative charts. These dashboards and charts provide a detailed snapshot of real-time
data, enriched by the valuable predictions generated by the Energy DT’s services dedicated
to the delegated predictive analytics to achieve this goal.

The OS service operates a convergence between data directly obtained from embed-
ded sensors of the SPVS and data streams coming from other Energy DT’s services. It
orchestrates this information into detailed analytical visualizations and an accurate rep-
resentation of the physical state. Among the assimilated data, the OS receives detailed
anomaly effects such as shading and soiling on the PV panel. This specific information,
coupled with weather-related data retrieved from the DSPM component, prompts the
OS service to render an approximate cloud condition and its consequent impact on light
physics. Moreover, it utilizes forecast data from the other services of the Energy DT to
perform simulations predicting future conditions. This predictive information is effec-
tively used to generate visual comparisons through specialized graphics and dashboards
(see Figure 10). These visualizations enable a direct comparison of real-time operational
data with predicted outcomes, providing a layered and comprehensive perspective on the
system’s functionality.



Appl. Sci. 2025, 15, 2092 16 of 33

Figure 10. Interactive Platform Interface [82].

The OS service establishes a real-time bi-directional communication with the SPVS to
facilitate the monitoring of the current state of the physical asset and the manual tuning
of a set of parameters. In this way, both the state of the digital and physical assets are
synchronized and it is possible to interact with the physical SPVS by executing direct
commands through the dashboard made available by the user interface rendered in the
Unreal virtual world.

Finally, the OS service facilitates bidirectional communication with the SPVS, enabling
its direct control. In this way, it becomes possible to (1) accentuate the synergy within the
CP infrastructure, (2) empower the dynamic interaction with the SPVS, and (3) ensure opti-
mized performance through continuous monitoring and immediate control adjustments,
based on the system’s data-driven insights.

5.3.3. Ideal State Service

The ISS provides anomaly detection functionality within the SPVS. Anomalies are
characterized by a number of factors such as soiling, shading, CP attacks, and compo-
nent malfunctions, which require fast and accurate detection in order to optimize the
performance of the system and guarantee the service continuity.

The ISS is meant to estimate the ideal production parameters for a given set of real-time
factors, including temperature, solar irradiation, and energy demand. Such an estimate can
be carried out either analytically, i.e., using a mathematical model of the SPVS equivalent
circuit [87], illustrated in Figure 11, or using a ML model trained on real-world data.

The ISS compares the estimated values of current (I), voltage (V), and power (P) with
the measured set of corresponding parameters provided by the OS. If a gap between the two
sets of parameters crosses certain defined tolerance thresholds, an anomaly is detected. The
event diagram illustrated in Figure 12 illustrates the process of estimation and comparison
implemented by the present service.
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Figure 11. The equivalent circuit of the PV module with the load.

Figure 12. The block diagram of Kalman filter method that is used in current approach.

In particular, the estimation of production values involves numerical models based on
the solution of the set of differential equations reported below (note: In Equation (5), Ipv is
the output current of the PV cell, Ig is the actual photocurrent, Id is the current of the diode,
and Ish is the current of the shunt resistor, Ki is a parameter provided in the datasheet or
technical documentation of a specific photovoltaic device or solar cell, Ign is photocurrent
STC (Standard Test Condition), G is the actual irradiance, Gn = 1000 [W/m2], the irradiance
at STC, Ki is the temperature coefficient, and T is the actual temperature in Kelvin. T0 is the
temperature STC (typically 298 Kelvin), VT is the thermal voltage, calculated as (K ∗ T)/q,
K is the Boltzmann constant = 1.3806503 × 10−23, J/K, T is the actual temperature of the
p-n junction in Kelvin, and q is the elementary charge = 1.60217646 × 10−19, C).

Ipv = Ig − Id − Ish

Id = I0

(
e

V
nVT − 1

)
Ig = Ign

(
G
Gn

)
(1 + Ki(T − T0))

Ish =
Voc

Rsh

(
1 − exp

(
qV

nKT

))
(5)

By solving these equations, it is possible to assess the data for the system function-
ing in totally ideal conditions. However, real-world data are inherently dynamic and
non-linear. Data collected from real-world systems inevitably contains noise, introducing
uncertainty around the signal value. To enhance the robustness of the estimation pro-
cess, a real-world-similar synthetic data generation approach is employed, based on the
methodology introduced and described in [88,89]. This approach helps with ensuring
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that there is a more reliable estimation of production values, simulating the impact of
noise in data acquisition systems into data. In particular, the process involves a Rolling
Window Regression algorithm that is initially trained with noise-free synthetic data. Noise
is then introduced to the estimated data using various distributions and, subsequently, a
Kalman filter is applied to filter the noisy data, as illustrated in the flowchart in Figure 12.
Finally, the optimal distribution is selected based on the best Mean Squared Error of the AI
algorithm, recognizing that different distributions may better suit each parameter. As a
result, a dataset that contains I, V, and P values for different temperatures and irradiation is
built. Then, by using a Python script, the nearest temperature and irradiation in the dataset
are identified and the corresponding ideal I, V, and P for the given conditions are extracted.
Eventually, these values are compared with the actual values from OS to discern distur-
bances in the system and trigger anomaly detection warnings in the interactive platform’s
interface (Figure 10).

5.3.4. Demand Service

The DS is responsible for forecasting the energy consumption of appliances and
attached AC devices and inferring the configuration of the SPVS to optimize a given cost
function, improving the energy management task. This data-driven approach requires
means to collect valuable field data to be used, in turn, as the input for properly tuned ML
models. To enable this functionality, on the physical asset side, the basic setup of the SPVS
described in Section 5.1 should be expanded with an inverter module connected to the
output of the MPPT module. The inverter enables DC to AC current conversion, allowing
to feed AC loads. An AC power sensor can be installed on the load to monitor and collect
data regarding the energy demand footprint.

Data from DES and OS (discussed in Sections 5.3.1 and 5.3.2, respectively) are merged
with field data from AC power sensors to feed ML models capable of forecasting the
evolution of the power demand and enabling the analysis of what-if scenarios to support
the decision-making process and optimize the power generation in different conditions.

5.3.5. Service Deployment

The framework services of the SPVS architecture (see Figure 13a) were organized and
distributed by following the principles of the edge cloud continuum [82] and according to
the European Scope of the Cloud-Edge computing [90]. In particular, the CP infrastructure
was developed in the works of [82,91] as a testbed and features the physical asset, an
on-premise edge node, and a desktop data center (as illustrated in the simplified logical
schema in Figure 13b).

By following the original approach, data monitored by the SPVS are upstreamed to
the on-premise edge node, which acts as a proxy between upstream data consumers and
downstream physical entities. The role of such node is to perform the preliminary data
preparation pipelines, enhancing the data quality and making data available in the right
format. Upstream, the desktop data center models a far edge (near-premise) data center,
as presented in [90]. Offering more computational resources, this data center can perform
heavy and complex analyses and predictions on relatively limited batches of data streamed
by on-premise edge nodes. Following this approach, it becomes possible to implement a
local-level policy decision tool, whose purpose is to perform informed decisions based on
analyses, other than implementing fine-grained strategic actions. The results obtained by
these strategic actions can be then translated to commands for the managed downstream
physical devices.
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When required, heavier analyses can be delegated to the cloud infrastructures and
eventually using the corresponding results to provide global insights and assess optimiza-
tion policies on an aggregated level-scale.

(a)

(b)

Figure 13. Mapping of the Edge-cloud architectural framework. (a) Scope of the European Industrial
cloud and edge Roadmap [90]. (b) Edge-cloud architecture of the system [82].

Furthermore, the high flexibility and scalability of such a distributed design fosters
the development and deployment of resilient cyber-physical systems, encouraging the
implementation of efficient resilience boost techniques tailored to the requirements of the
specific edge-to-cloud layer that they are applied to.

The R-KPIs encompass three key metrics, as reported in Table 3.

Table 3. Selected R-KPIs.

R-KPI Definition Significance

Recovery Time
(T)

Represents the duration re-
quired for the system to re-
cover from a disturbance
occurrence.

Provides a quantitative measure,
shedding light on the system’s ability
to rebound following an event.

Functionality
Loss (FL)

Illustrates the extent of
functionality loss in the
system, irrespective of the
system’s behavior during
degradation and recovery.

Offers insights into the overall impact
on system functionality, encompass-
ing both observable and latent effects.
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Table 3. Cont.

R-KPI Definition Significance

Minimum Perfor-
mance (Pmin)

Indicates the minimum
level of performance
achievable by systems.

The rationale for utilizing this index
lies in the complexity of fitting the re-
silience curve to the dataset derived
from IoT sensors embedded in the
system. The intricate behavior of the
system post-disturbance may lead to
the loss of local and global minimums
in performance degradation during
the polynomial fitting of the curve
(refer to Figure 2). The Minimum
Performance Index is instrumental
for decision-makers, enabling them
to consider the critical threshold of
minimum acceptable performance in
crucial infrastructures.

The justification for employing the Minimum Performance Index underscores the
challenges associated with fitting resilience curves to IoT sensor data and the intricate
behavior of the system post-disturbance. This index serves as a vital reference point for
decision-makers, allowing them to factor in the minimum performance crucial for the
resilience of CI.

6. Case Study
In the present section, we analyze the outcomes of the implementation of the selected

R-KPIs to evaluate the overall functionality of the system by examining data gathered
from the embedded sensors of a smart PV panel. Various tests were conducted during
brief periods throughout the day, encompassing diverse time frames and varying weather
conditions. The current section synthesizes the data collected on December 18th. The
remainder of this section is structured as follows: Section 6.1 presents the daylight and
other pertinent environmental conditions on the test day; the test procedure is documented
in Section 6.2 and the disturbance scenario is detailed in Section 6.3; Section 6.4 discusses
the testbed functionality validation; finally, the resilience quantification is analyzed in
Section 6.5.

6.1. Test Condition

The date of 18 December 2023 was selected for the tests because the weather remained
generally clear with occasional cloud cover. We go into more detail in the following section:

Overall, the weather conditions were suitable, with no significant variations in temper-
ature or visibility. The day featured mostly clear skies, transitioning to partly cloudy
in the afternoon, and the wind speeds remained moderate throughout the observed
period. These conditions were favorable for conducting tests and collecting data as
part of the system implementation (the detailed environmental data are collected from
https://weatherspark.com/).

• Temperature: Ranged from 11 °C to 14 °C.
• Atmospheric Pressure: Maintained at around 1030 to 1034 hPa.
• Wind: Predominantly from the NW direction, with speeds varying from 17 to 31 km/h.
• Visibility: ≥10 km throughout the day.
• Cloud Cover: Mostly clear and partly cloudy, with occasional cloud layers at 450 to

600 m.

https://weatherspark.com/
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• Dew Point: Varied between 9 °C and 11 °C.

Figure 14 shows the elevation of the center of the Sun above (positive) or below
(negative) the horizon (black line). Yellow and gray fills indicate day and night, respectively.
Light gray lines are the corresponding curves for the winter and summer solstices. Civil
twilight and night are indicated by shaded overlays. Figure 15 provides more details
related to Monday, 18 December 2023 in Lecce (Italy) (the portable smart PV power station
testbed is situated within the Ecotekne complex, located in Lecce, Italy. The geographical
coordinates are 40°19′59.2′′ N latitude and 18°06′51.3′′ E longitude). These details can be
defined as follows: cloud coverage (color coded by percentage of sky covered), height of
dominant cloud layer (black dots: report time; lines: inferred duration), and any other
cloud layers (gray dots and lines). Finally, Figure 16 details the following: measured
temperature at approximately 2 meters above the surface of an open field (black dots); 6-,
12-, and 24-hour lows (horizontal blue lines) and highs (red lines), placed above the hourly
average temperature (faint purple line), with 25th to 75th and 10th to 90th percentile bands.
The thin dotted line is the perceived temperature. Civil twilight and night are indicated by
shaded overlays.

Figure 14. Solar Elevation on Monday, 18 December 2023 in Lecce.

Figure 15. Cloud Cover on Monday, 18 December 2023 in Lecce.

Figure 16. Temperature on Monday, 18 December 2023 in Lecce.
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6.2. Test Procedure

The smart PV panel is positioned at the position that is in Section 6.1 for evaluating
its general functionality. The testing procedure involves comprehensive data collection
throughout the day, which is subsequently compared against solar energy availability and
prevailing weather conditions. This comparative analysis aims to ascertain whether energy
production aligns with daylight patterns and adapts to the dynamic environmental factors
such as the cloudiness.

Given the system’s design to trace the sun’s trajectory, the hypothesis posits that
the smart PV panel is supposed to achieve peak capacity throughout the day until sun-
set, coinciding with a general reduction in irradiation. Correspondingly, a decline in
energy production is expected along with diminishing irradiation. Conversely, during
periods of cloudiness or partial cloud cover, an observable oscillation in energy production
is anticipated.

The verification of these hypotheses in the experiment involves a visual examination
of the dynamic environmental conditions alongside energy production. Future studies
to assess production accuracy could involve constructing data-driven or physical models
of the system, utilizing tools such as MATLAB Simscape or PVlib Python toolbox. The
comparison of actual production against the model-based simulation of production will
provide a method for evaluating system performance.

Furthermore, these future studies will offer the potential to gain insights into the noise
present in data originating from embedded sensors. Therefore, such further exploration
can unveil the real-world behavior of the system under dynamic environmental conditions,
shedding light on the impact of various sources of noise. In the next subsection, the results
of the tests and the collected data are reported and discussed.

The test began at 7:46 in the morning and ended at 17:08, involving continuous data
collection. Figure 17 illustrates the bus voltage values of the panel in volts. The data were
recorded at a frequency of every 30 seconds. In Figure 18, the original dataset is depicted
alongside a line plot that incorporates a rolling average (with a window size of 10). This
rolling average ensures a smoother curve, facilitating a more nuanced analysis of the data.

Figure 17. The voltage of the panel on Monday, 18 December 2023 in Lecce influenced by a dy-
namic environment including sunrise and sunset Figure 14, cloud cover Figure 15, and temperature
Figure 16.
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The sunrise, occurring at 7:04 (Figure 14), leads to an initial surge in voltage as the test
begins, eventually stabilizing at 22 volts, albeit with noticeable noise. This gradual increase
can be attributed to the soft, ambient light during the early stages of sunrise, characterized
by the sun on the horizon and the lingering twilight effect resulting from the sun’s rays
reflecting in the atmosphere. This stable condition persists until noon.

Figure 18. Panel voltage (on Monday, 18 December 2023): comparison between original data and
rolling average.

Around 12:00 p.m., cloud cover emerges, introducing a decline in production. By
2:40 p.m., the sky becomes partly cloudy, further impacting the voltage, causing a decrease.
As the test progresses towards sunset at 4:22 p.m., and twilight ensues, there is a dramatic
effect on production, ultimately stabilizing at 3 volts.

The nocturnal production, observed post-sunset, is attributed to light contamination
from the building’s surroundings. Yet, such a contamination does not yield any significant
contribution to the power output and the system, no longer being able to sustain itself,
and keeps operating until the residual battery power is no longer sufficient. At that point,
observable at about 17:00, the power suddenly drops as an effect of the lack of power to feed
the system. This synthesis affirms the system’s functionality under real-world dynamic
environmental conditions.

In a nutshell, the comprehensive analysis of the smart PV panel’s functionality un-
der real-world dynamic environmental conditions provides a robust understanding of
its behavior throughout the day. The system’s ability to adapt to varying light intensi-
ties, to respond to cloud cover, and to exhibit stability in the presence of noise and light
contamination poses it as a reliable and resilient solution for solar energy production in
diverse settings. The findings also pave the way for future studies, such as building data-
driven or physical models, in order to further enhance our understanding and optimize the
system’s performance.

In next section, we will identify the disturbance scenario and quantify the resilience of
the system using the method detailed in Section 3.1. The Resilience KPIs are scenario-based
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indices. For each risk, the R-KPI must be calculated separately. This is essential because the
behavior of complex systems following disturbances of varying natures will differ across
different scenarios. In this section, the R-KPIs of the system are calculated in the presence
of the scenario that is detailed in Section 6.3.

The disturbance was applied at 9:00 a.m. on 18 December 2023. The environ-
mental conditions of the test day are described in Section 6.1. Subsequent subsections
provide an explanation of the disturbance scenario and the calculation of R-KPIs for
resilience quantification.

6.3. Disturbance Scenario

For the testing phase, we have chosen the False Data Injection risk [92], a scenario
characterized by its cybersecurity nature. This selection is motivated by the pervasive
adoption of distributed computing in decentralized energy systems, where IoT device
networks and smart grids play a crucial role in automating industrial control, modern
power systems, and other CIs. This risk is pivotal, as attacks on power systems operating
within smart grids lead to the loss of control over management devices, causing operational
issues, power outage, and significant power disruptions [93]. These systems heavily rely
on sensors and actuators to generate and transmit sensory data through various nodes.
While providing substantial benefits for different industries, these systems are vulnerable
to cyber-attacks.

False Data Injection Attacks (FDIA) represent a specific category of malicious data
attacks targeting CIs managed by Cyber-Physical Information Systems [94], including Digi-
tal Twins. FDIA strategies involve attackers compromising sensor readings, introducing
undetected corrupt data into calculations of values and variables crucial for defining the
system’s state. In this particular scenario, the focus is on injecting false angle data into
the system.

To simulate the attack, we manually alter the angle of the panel (the direction in
which the panel rotates around the horizontal axis) and force the panel to return to its rest
angle—the position it assumes when the system is turned off. Following this command, the
panel undergoes a change in orientation that deviates from the optimal angle. Consequently,
the ideal state service of the Digital Twin, as elucidated in Section 6, should recognize this
erroneous position and issue a command to the system to optimize its orientation.

In the subsequent section, we will present and discuss the test results, accompanied
by the calculation of R-KPIs.

6.4. Testbed Functionality Validation

The system has been validated in various scenarios, reflecting the impact of variable
real-world conditions on the performance of power generation along with validation of
mDTs integration with each other and with sensor readings and action commands along
with the Communication and Persistence Layer. In the validation scenario discussed in
this work, the DT has been set up to update the panel orientation in near real-time to make
it face the sun directly (rotating with two DoF in Figure 8). Command messages travel
from the Digital Twin to its physical counterpart every minute, and the MPPT is tuned
to keep the battery LoC between 10.25 and 10.5 volts. The observations were gathered
at a frequency of one batch of sensor data every 30 s over a time span of 30 min. These
collections occurred at various times of different days, encompassing an external perimeter,
and were conducted under sunny weather conditions, sunny weather conditions with
occasional periods of partial cloudiness, and cloudy conditions. As a result, the panel
orientation was updated to match the (solar azimuth, solar elevation) couples of angles. For
instance, in the sunny sky scenario, the panel spans from (175◦, 27◦), respectively, to (183◦,
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27◦). The plot illustrated in Figure 19 is a sample of the evolution of PV output voltage and
battery level of charge (LoC). The irregular pattern of the PV curve reflects the disturbance
introduced by obstacles that cause shading phenomena on the PV panel’s surface, which
are mainly characterized by the passage of clouds and some external obstacles (a tree). As
a result, the curve features a series of steep descents and ascents, but the range of the PV
output voltage is still kept relatively small (less than 1 volt) by the MPPT. On the other
hand, the curve representing the battery LoC exhibits a saw-tooth profile. In particular,
slow descents caused by the execution of edge tasks are interleaved by steep ascents, which
will represent the intervention of the MPPT in feeding the battery enough to keep its LoC
between the above-mentioned thresholds. A second scenario was simulated to observe
the evolution of PV voltage output when the panel’s pose is fixed. This test is conducted
to have a focused evaluation of the functionality of integrated mDTs with DBMS and IoT
elements and to validate the efficacy of the proposed architecture. Figure 20 plots this curve
during sunset. The temperature curve is arguably related to the solar exposition intensity,
as it smoothly goes down as the position of the sun concerning the solar panel changes.
On the other hand, the PV voltage output curve resembles a discrete descending staircase
function. This profile is given by the action of the MPPT component, whose function is
to regularize the output voltage by tracking the maximum power intensity provided by
the PV panel. The results demonstrate that the system of systems yields the anticipated
outcomes, and the overall complex system functions efficiently. However, the system is
subject to certain limitations, which will be elaborated upon in the next section along with
the proposed future steps.

Figure 19. PV panel output and battery level.

Figure 20. Sunset: PV output and air temperature.
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6.5. Resilience Quantification and Synthesis Results

The false position was applied at 9:00 a.m., and as shown in Figure 21, the collected
data after the disturbance reveals a decline in voltage starting from 9:00 p.m. Figure 21 pro-
vides a clearer depiction of the system’s behavior post-disturbance, unveiling its irregular
response (Figure 3).

Figure 21. Bus voltage measurement during the disturbance (voltate in volts).

In the initial phase, we can determine the recovery time using Figure 22 as around
10:20 p.m.; the system’s behavior stabilizes again, hovering around a panel voltage value
of 22 volts. The observed recovery time of 80 min appears to be lengthy. However, it is
essential to note that the test was conducted on a testbed constructed with basic elements,
with the primary goal being to assess the functionality of the Digital Twin (DT) and establish
a sample process for quantifying resilience. Conducting the test in a facility equipped with
industrial hardware would likely result in a shorter recovery time.

Figure 22. The irregular behaviour of the system after disturbance.
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The minimum production level the system reached after the disturbance was 16.1 volts.
Although the decrease was dramatic, the system quickly initiated the recovery period and
did not linger at the minimum level, showcasing a positive characteristic for a critical
infrastructure system.

In this stage, two types of polynomial fitting to the dataset are employed: Support
Vector Regression (SVR) and Least Squares. The utilization of these two methods aims
to highlight the difference between the straightforward second-degree polynomial least
squares calculation and the more intricate SVR, with the objective of overfitting the re-
silience curve to demonstrate its behavior and calculate the Functionality Loss (Figure 23).

Figure 23. The resilience curve (fitted by SVR).

Even though SVR attempts to fit the curve to the dataset more precisely than least
squares, measurements lower than 20.5 volts still do not have an impact on the fitted
curve (Figure 23). This is attributed to the closeness of the points and congestion of the
measurements above 20.5 volts. However, a more complex solution could involve using
the moving average to decrease the density and incorporate the effects of global and local
minimums into the fitted curve. Nevertheless, since the system starts to recover very
quickly—the global minimum occurs in less than 10 min with values under 19 volts—this
additional modification is deemed unnecessary.

Considering that the stable value before the disturbance was 22 volts and the system
stabilized again at 22 volts after 10:30 a.m., a horizontal line is considered on the Bus Voltage
Value axis (shown in green), and the area between the fitted curve and the horizontal area
is calculated (in the figures the area that shows the Functionality Loss is highlighted in
yellow). Figures 24 and 25 depict the results.

The results of calculating the Functionality Loss for the Least Squares-fitted resilience
curve is 6957.07, and for SVR is 5385.83. The Least Squares-fitted resilience curve shows
higher Functionality Loss; however, it does not represent the behavior of system. On the
other hand, the SVR curve shows less Functionality Loss. Considering the absence of the
global minimum voltage in the SVR curve, the the Least Squares-fitted resilience curve
sounds closer to reality. However the graphical representation of the behavior is crucial,
and in this case, we select the SVR-fitted resilience curve.



Appl. Sci. 2025, 15, 2092 28 of 33

Figure 24. Functionality Loss calculation using the resilience curve fitted by SVR.

Figure 25. Functionality Loss calculation using the resilience curve fitted by Least Squares.

7. Limitations, Challenges, and Future Study
The current article represents a scoping review of knowledge synthesis. It employs

a systematic and iterative approach to identify and report on the existing or emerging
body of literature related to the quantification of R-KPIs for modeling critical infrastructure
resilience. However, for a more comprehensive analysis, a deeper exploration of real-life
cases, extensive discussion, and validation of the reported R-KPIs in the literature require
scenario-based validations. This, therefore, stands as a potential avenue for future research.

Similarly, the prioritization of R-KPIs also necessitates a scenario-based approach
and an in-depth examination through real-life case studies, criteria extraction, and R-KPI
prioritization. Unfortunately, there is currently no literature available that identifies the
criteria for critical infrastructure resilience in a general context. This study has the potential
to pave the way for future research to fill this gap and further enrich the knowledge base
for the quantitative modeling of critical infrastructure resilience.
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Finally, future studies should investigate the challenges associated with highly noisy
real-time data from embedded sensors, as this is a common occurrence in real-world
scenarios involving diverse machine types. In the current study, the sensors provide data
with relatively low natural noise. However, the issue of highly noisy data is a potential
topic for future research.

8. Conclusions
In conclusion, this study has successfully addressed the critical question of real-time

resilience monitoring for IoT-integrated CIs. By developing and validating a robust frame-
work, this research contributes significantly to the resilience engineering domain. The
integration of R-KPIs, including Functionality Loss, Minimum Performance, and Recovery
Time, has enabled a targeted approach to resilience quantification. Using a Digital Twin-
integrated smart PV panel, we demonstrated the effectiveness of IoT-based, real-time moni-
toring for assessing the resilience of cyber-physical systems under simulated disturbances.

The findings underscore the importance of continuous, real-time data acquisition in
supporting actionable insights for resilience enhancement, providing a systematic approach
to resilience quantification for CIs. This framework and testbed model are not only practical
but also reusable, offering researchers and industry professionals a solid foundation for
further resilience studies in IoT-integrated infrastructures. These contributions advance
resilience monitoring, support secure service continuity, and address the growing need
for robust resilience in essential services, paving the way for more resilient, IoT-enabled
infrastructures that can better withstand and recover from future disturbances.
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resilience of healthcare infrastructure exposed to COVID-19: Emerging risks, resilience indicators, interdependencies and
international standards. Environ. Syst. Decis. 2020, 40, 252–286. [CrossRef]

68. Rosales-Asensio, E.; Elejalde, J.L.; Pulido-Alonso, A.; Colmenar-Santos, A. Resilience framework, methods, and metrics for the
prioritization of critical electrical grid customers. Electronics 2022, 11, 2246. [CrossRef]

69. González, C.; Niño, M.; Ayala, G. Functionality Loss and Recovery Time Models for Structural Elements, Non-Structural
Components, and Delay Times to Estimate the Seismic Resilience of Mexican School Buildings. Buildings 2023, 13, 1498.
[CrossRef]

70. Brown, R.G. Smoothing, Forecasting and Prediction of Discrete Time Series; Prentice-Hall: Hoboken, NJ, USA, 1963.
71. Chatfield, C. Time-Series Forecasting; CRC Press: Boca Raton, FL, USA, 2000.
72. Murphy, J.J. Technical Analysis of the Financial Markets: A Comprehensive Guide to Trading Methods and Applications; Penguin: London,

UK, 1999.
73. Maddala, G.S. Introduction to Econometrics; Wiley: Hoboken, NJ, USA, 2001.
74. Shaker, H.; Alba, E. Noise modeling for photovoltaic systems using real-world data. IEEE Trans. Sustain. Energy 2017, 8, 1–10.
75. Korpela, T.; Rossi, M.; Lehtonen, M. Noise and signal interference in photovoltaic power data. Renew. Energy 2016, 92, 139–150.
76. Pratama, I.; Prasetyaningrum, P.T.; Setyaningsih, P.W. Time-Series Data Forecasting and Approximation with Smoothing

Technique. In Proceedings of the 2019 International Conference on Information and Communications Technology (ICOIACT),
Yogyakarta, Indonesia, 24–25 July 2019; pp. 439–444.

77. Li, D.; Yu, X.; Chen, J.; Lin, Z.; He, S.; Liu, J.; Yao, Y.; Wu, Y. Typical Load Analysis and Forecast of a Provincial Power Grid in
Mid-Southern China. In Proceedings of the 2021 IEEE 5th Conference on Energy Internet and Energy System Integration (EI2),
Taiyuan, China, 22–24 October 2021; pp. 3352–3357.

78. Raj, R.P.; Kowli, A. Characterizing the ramps and noise in solar power imbalances. Sol. Energy 2022, 247, 531–542. [CrossRef]
79. Ernst, B.; Wan, Y.H.; Kirby, B. Short-Term Power Fluctuation of Wind Turbines: Analyzing Data from the German 250-MW Measurement

Program from the Ancillary Services Viewpoint; Technical Report; National Renewable Energy Lab.(NREL): Golden, CO, USA, 1999.

http://dx.doi.org/10.3390/su16104143
http://dx.doi.org/10.1109/ACCESS.2018.2881949
http://dx.doi.org/10.1007/s10479-017-2705-y
http://dx.doi.org/10.1002/eng2.12716
http://dx.doi.org/10.1016/j.jnlssr.2024.01.001
http://dx.doi.org/10.1111/mice.12882
http://dx.doi.org/10.1109/TPWRD.2022.3187162
http://dx.doi.org/10.3390/w11061222
http://dx.doi.org/10.1016/j.ress.2019.04.017
http://dx.doi.org/10.1016/j.ijcip.2021.100481
http://dx.doi.org/10.1061/(ASCE)IS.1943-555X.0000522
http://dx.doi.org/10.1016/j.strusafe.2019.101920
http://dx.doi.org/10.1016/j.ress.2023.109200
http://dx.doi.org/10.1016/j.ress.2019.106506
http://dx.doi.org/10.1109/JPROC.2017.2691357
http://dx.doi.org/10.1016/j.scs.2016.09.005
http://dx.doi.org/10.1007/s10669-020-09779-8
http://dx.doi.org/10.3390/electronics11142246
http://dx.doi.org/10.3390/buildings13061498
http://dx.doi.org/10.1016/j.solener.2022.10.020


Appl. Sci. 2025, 15, 2092 33 of 33

80. Chhabra, M.; Lim, M.; Barnes, F. Frequency stabilization using solar smoothing, leveling and time shifting in a hybrid
renewablenetwork. In Proceedings of the ISGT2011-India, Kollam, Kerala, India, 1–3 December 2011; pp. 275–281.

81. Hyndman, R.J.; Athanasopoulos, G. Forecasting: Principles and Practice; OTexts: Melbourne, Australia, 2018.
82. Ardebili, A.A.; Martella, A.; Martella, C.; Longo, A.; Ficarella, A. Digital Twins: Case Study of Energy Metaverse and Edge-Cloud

Integration. In Proceedings of the 2024 IEEE International Conference on Big Data (BigData), Washington, DC, USA, 15–18
December 2024; pp. 5476–5485. [CrossRef]

83. Chai, B.X.; Gunaratne, M.; Ravandi, M.; Wang, J.; Dharmawickrema, T.; Di Pietro, A.; Jin, J.; Georgakopoulos, D. Smart industrial
internet of things framework for composites manufacturing. Sensors 2024, 24, 4852. [CrossRef] [PubMed]
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