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Abstract

As real-time data sources expand, the need for detecting anomalies in streaming data
becomes increasingly critical for cutting edge data-driven applications. Real-time
anomaly detection faces various challenges, requiring automated systems that adapt
continuously to evolving data patterns due to the impracticality of human interven-
tion. This study focuses on energy systems (ES), critical infrastructures vulnerable

to disruptions from natural disasters, cyber attacks, equipment failures, or human
errors, leading to power outages, financial losses, and risks to other sectors. Early
anomaly detection ensures energy supply continuity, minimizing disruption impacts,
an enhancing system resilience against cyber threats. A systematic literature review
(SLR) is conducted to answer 5 essential research questions in anomaly detection due
to the lack of standardized knowledge and the rapid evolution of emerging technolo-
gies replacing conventional methods. A detailed review of selected literature, extract-
ing insights and synthesizing results has been conducted in order to explore anomaly
types that can be detected using Machine Learning algorithms in the scope of Energy
Systems, the factors influencing this detection success, the deployment algorithms
and security measurement to take in to consideration. This paper provides a compre-
hensive review and listing of advanced machine learning models, methods to enhance
detection performance, methodologies, tools, and enabling technologies for real-time
implementation. Furthermore, the study outlines future research directions to improve
anomaly detection in smart energy systems.

Keywords: Anomaly detection, Smart energy, Cyber-physical systems, Cyber-
physical security, Machine learning application, Anomalies, Complex systems, Critical
infrastructure, Resilience

Introduction

As real-time data sources increase rapidly, the importance of detecting anomalies in
streaming data grows significantly. Critical applications such as preventative mainte-
nance (Kamat and Sugandhi 2020), fraud prevention(Pourhabibi et al. 2020), and fault
detection (Jin et al. 2016) are found across diverse industries. Real-time anomaly detec-
tion presents unique challenges, nevertheless, the necessity for unsupervised, automated
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systems that can continuously adapt to evolving data patterns is crucial, given the
impracticality of human intervention.

The focus of the current study is energy systems (SES). Disruptions in SES, pose signif-
icant risks, including power outages (Toshev 2016), financial losses (Kamat and Sugan-
dhi 2020), impacting sectors like healthcare (Stewart and Stewart 2024), Banking (Shibu
et al. 2024). These disruptions stem from natural disasters, cyber-attacks, equipment
failures, or human errors, leading to economic and environmental damage as well as
compromised energy infrastructure service continuity. Early detection is vital for ensur-
ing energy supply, and reliability, minimizing disruption impacts, maintaining efficiency,
preventing safety hazards, and enhancing system resilience against cyber threats, thus
securing the energy infrastructure (Vegesna 2024; Yao et al. 2024; Mazumder et al. 2024).

Data-driven anomaly detection in energy systems (ES) is essential as ES evolves into
smart CPS Systems (CPSS) (Klaes et al. 2020). As Critical Infrastructures (Cls), energy
systems play a vital role in maintaining societal functions. Therefore, it is crucial to
detect any anomalies promptly to ensure the reliability and continuity of the vital ser-
vices that ES provides to society (Narayan et al. 2023). This is the main motive for con-
ducting the current systematic literature review to identify the trends, opportunities,
and challenges to open future study lines in this domain.

This article contributes various aspects to advance the field of real-time anomaly
detection in smart energy critical infrastructures. The study explores anomaly types that
machine learning can detect and the factors influencing its success. the article examines
deploying these algorithms at the Edge for efficiency and lower latency, alongside essen-
tial security measures. The discussion covers the role of advanced machine learning
models, performance improvement methods, and the methodologies and tools used in
the field. It also outlines areas for future studies to achieve accurate anomaly detection,
addresses scalability, reliability, and service continuity challenges, and identifies enabling
technologies for real-time implementation.

The paper is organized into five sections as follows: Sect. "A general background" covers
general background information on real-time anomaly detection and provides prelimi-
nary definitions. Section "Systematic review methodology" offers a detailed description
of the systematic review process, including the formulation of research questions, the
selection of primary studies, the databases used, search queries, as well as the criteria for
inclusion, exclusion, and quality assessment. Section "Quantitative and statistical analy-
sis of selected papers" presents the search results and general statistics about the final list
of the selected articles. Section "In-depth synthesis of results and discussion” synthesizes
the review data, addressing the research questions. Finally, Sect. "Conclusion" concludes
the paper and discusses the study’s limitations and potential validity threats.

A general background

This section dives into the background knowledge about the complex world of NextGen
energy infrastructures, where cyber (information technology), physical (hardware and
grids), and social (human behavior and societal needs) aspects converge. Subsequently,
the challenges that arise from this intricate interplay and delve into data-driven solutions
for anomaly detection that can address issues within the context of Smart Energy Infra-

structures are explored.
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CPS challenges in nextgen energy infrastructures

In the context of NextGen energy infrastructures, Cyber-Physical Systems (CPS) inte-
grate advanced technologies, physical energy infrastructure, and the social behaviors of
energy consumers and producers, presenting unique challenges for sustainable opera-
tion. The dynamic nature of energy generation, distribution, and consumption neces-
sitates continuous monitoring and adaptive control strategies to maintain stability and
optimize performance (Sankey et al. 2014). For instance, in microgrids, real-time moni-
toring of power generation, consumption, and grid parameters is crucial for efficient and
reliable operation (Veerakumar et al. 2023). Similarly, in large-scale power systems, real-
time state estimation using phasor measurement units (PMUs) is essential for monitor-
ing and controlling the grid (Mak-Hau et al. 2022). The complexity of the system even
increases in the presence of prosumers and decentralized energy generation (Weinand
et al. 2020). Due to this complexity, data-driven solutions offer promising approaches for
ensuring service continuity. They excel in detecting anomalies and potential disruptions,
enabling timely responses (Wang et al. 2024; Chou and Telaga 2014a; Capozzoli et al.
2018; Singh et al. 2024).

Another significant challenge is integrating diverse technologies and data sources.
NextGen energy infrastructures involve a variety of technologies, such as renewable
energy sources, energy storage systems, and smart grid devices Urishev (2019); Wein-
and et al. (2020); Schifer et al. (2011); Leal-Arcas et al. (2020). Ensuring their seamless
interoperability requires standardized protocols, communication interfaces, and data
exchange formats (Mak-Hau et al. 2022). Additionally, the vast amounts of data gener-
ated by these technologies need to be effectively managed and analyzed to derive mean-
ingful insights and enable informed decision-making. Considering the socio-ecologic
and socio-technical evolution of energy infrastructures, data-driven solutions, and real-
time anomaly detection can address the challenge of integrating diverse technologies
and data sources by ensuring seamless interoperability through standardized protocols
and efficient data management.

Finally, the social aspect of NextGen cyber-physical-social energy infrastructures also
presents significant challenges. Human behavior and social interactions are critical in
shaping energy consumption patterns and the adoption of new energy technologies. For
example, engaging consumers in demand response programs and promoting energy-sav-
ing behaviors can significantly impact overall energy consumption and grid stability (Pan
et al. 2022; al Rashid et al. 2022; Yin et al. 2022). Furthermore, regulatory and cybersecu-
rity frameworks are paramount as infrastructures become more interconnected and reli-
ant on digital technologies. The integration of distributed energy resources and the use
of advanced metering systems introduce new vulnerabilities, while the implementation
of machine learning and artificial intelligence in energy management systems raises con-
cerns about data privacy and potential cyber-attacks. Balancing innovation with security
is crucial. Therefore, studying adaptable and comprehensive regulatory frameworks is
essential for fostering a secure and resilient energy ecosystem (Yin et al. 2022; Ekti et al.
2022). Addressing these cyber-physical-social challenges through real-time anomaly
detection algorithms in a trustable environment requires a multidisciplinary approach
to create a more resilient, efficient, and sustainable energy future. In the next subsection,
the necessity of investigating real-time anomaly detection in SES will be detailed.
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Anomaly detection for smart energy infrastructures

With the rapid advancement of information technology and the Internet of Things
(IoT), traditional power grids are evolving into Smart Grids (SGs) (Xu et al. 2019).
SGs feature Advanced Metering Infrastructure (AMI), which facilitates two-way com-
munication between utility providers (UPs) and consumers, enabling functions like
automatic meter reading and demand response (Yip et al. 2018a).

While traditional monitoring methods like checklists and even predictive mainte-
nance fall short of providing real-time insights and enabling agile responses for smart
grids (Colak et al. 2016), these very systems are fundamentally reliant on data-driven
solutions for control. This underscores the critical role of real-time, data-driven
anomaly detection for smart energy infrastructures.

By leveraging data-driven real-time anomaly detection, utilities can gain valuable
insights from this vast amount of data. This enables them to identify and address
issues like meter malfunctions (Yip et al. 2017), potential energy theft (Haq et al.
2023), and unexpected surges in demand (Tang et al. 2023). Early detection and
response to these anomalies can improve grid reliability (Olatunde et al. 2024), pre-
vent outages (Khediri and Laouar 2018), optimize energy consumption (Albogamy
et al. 2022), and ultimately lead to a more resilient and secure smart energy infrastruc-
ture. In a nutshell, conducting the current systematic review on anomaly detection in
smart energy infrastructures is fundamental to comprehensively understanding cur-
rent methodologies, identifying gaps in existing research, and guiding the develop-
ment of more robust and effective solutions for ensuring the resilience and efficiency
of future SES.

Systematic review methodology

This section outlines the methodology used to conduct a systematic literature review
(SLR) on the design, development, and implementation of real-time anomaly detec-
tion, specifically within the energy domain. The review aims to evaluate and interpret
all available research relevant to the research questions outlined in sects. "Planning
phase”.

The research design of this study is Mixed-Methods Research Design including
quantitative and qualitative synthesis of the results. Longitudinal Design features are
considered to involve studying anomaly detection over an extended period to track
changes or developments over time. Finally, the extracted articles (79 articles) are sub-
jected to Descriptive, Exploratory, and Comparative study to focuses on describing
real-time anomaly detection state of the art, challenges and opportunities. Figure 1
outlines the systematic plan for conducting the study, encompassing key elements
such as research resources and objectives, methodology, sampling strategy, data col-
lection methods, and analysis techniques. Finally, PRISMA Meta-data analysis for the
systematic literature review is illustrated in the Fig. 2.

Planning phase
To establish the necessity for a systematic review, we examined existing literature
on real-time anomaly detection from the SCOPUS digital library. The focus was on
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Fig. 1 Research design flowchart for systematic literature review

articles published in English, specifically in the subject area of Energy Systems. Our
preliminary search revealed a gap in the literature concerning the development and
deployment, and performance of real-time anomaly detection systems in energy
applications.

The following research questions (RQs) were formulated to guide our review:

+ RQI: What types of anomalies can be detected using real-time machine learning
algorithms, and what methodologies and tools are most effective for achieving accu-

rate detection?
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+ RQ2: What key factors and methods contribute to the success or failure of real-time
anomaly detection, and how can performance be optimized?

+ RQ3: How can anomaly detection algorithms be effectively deployed across the Edge-
cloud continuum, and what enabling technologies support these deployments?

+ RQ4: What security measures are essential for protecting real-time anomaly detec-
tion systems from cyber threats?

+ RQ5: What advancements and future directions are needed to enhance the accuracy

and effectiveness of real-time anomaly detection systems?

A review protocol was defined to reduce the risk of researcher bias. The protocol
includes criteria for article collection, selection, quality assessment checklists, data
extraction, and synthesis strategies. This approach ensures the review is objective and

transparent, enhancing the validity and reliability of the results.

Conducting phase
The conducting phase of this systematic review involved several steps: article collection,

article selection, screening process, and quality assessment.

Article collection

Articles were collected from the SCOPUS digital library using predefined search
criteria and keywords related to real-time anomaly detection in the energy domain.
The search strategy involved decomposing research questions into individual terms,

Page 6 of 39
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Table 1 Article selection criteria

Criteria Details

Primary exclusion Limit subject area to Energy, language to English, exclude non-
research articles, and casual use of terms.

Primary inclusion Includes peer-reviewed documents, various document types,
and a focus on real-time anomaly detection.

Stage 2 inclusion Include documents that answer at least one research question.

Table 2 Screening stages

Stage Description

Stage 1: Abstract Read Initial screening based on abstract content.

Stage 2: Full Paper Study In-depth review to ensure inclusion criteria are met.
Stage 3: Snowballing |dentify additional articles by reviewing references

from selected papers.

collecting keywords from known primary articles, identifying synonyms, and defining
search strings using Boolean operators.

Article selection
The selection and filtration process involved three stages, as detailed in Table 1.

Screening process
The screening process involved three stages, as detailed in Table 2.

Quality assessment

The quality of the selected articles was assessed using adapted questions rated on a
scale from O to 1 (Yes = 1, Partially = 0.5, No = 0). Articles scoring at least 6 out of 10
were included. The assessment focused on ten criteria, as shown in Table 3.

Data extraction and synthesis

For each selected paper, data were extracted on anomaly types detected, contributing
factors to detection success or failure, deployment strategies at the Edge, essential secu-
rity measures, use of advanced machine learning models, performance enhancement
methods, methodologies and tools used, future advancements and studies needed, scal-
ability, reliability, and service continuity challenges, and enabling technologies for real-
time anomaly detection. The extracted data were synthesized to answer each research
question, providing a comprehensive overview of the current state of real-time anomaly
detection in the energy domain.
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Table 3 Quality assessment criteria

Criterion Description

Clarity of research questions or objectives Assess if the research questions or objectives are clearly
stated.

Contextual placement within other studies Evaluate how well the study is placed in the context of
existing research.

Definition of detection or prediction methods Determine if the methods used for detection or predic-
tion are clearly defined.

Comparison of proposed methods with other tech- Check if the proposed methods are compared with

niques other existing techniques.

Specification of method parameters Verify if the parameters of the methods are specified.

Availability of datasets Confirm if the datasets used in the study are available.

Description of anomaly data sources Examine if the sources of anomaly data are described.

Definition of features used Assess if the features used in the study are defined.

Justification of evaluation metrics Ensure that the evaluation metrics are justified.

Evidence-based answers to study questions or objec-  Determine if the study provides evidence-based
tives answers to the research questions or objectives.

Supporting methods and tools

For text classification task (in this case topic classification), BERT transformer is used
(Zhu et al. 2020). These algorithms learn patterns in text data to classify them into
predefined categories (Van Aken et al. 2019). The next step of data analysis, text sum-
marization, involves condensing a piece of text while retaining its key information.
Generative Al is used for this part(Alli-Balogun 2024). Extractive summarization algo-
rithms select and stitch together important sentences or phrases from the original text.
Techniques include ranking sentences by importance (using graph-based methods that
are very common in Large Language models (Nguyen and Nguyen 2015; Mihalcea and
Radev 2011)) and then selecting top-ranked sentences. Abstractive summarization algo-
rithms generate summaries that may contain new phrases and sentences not present in
the original text.

Quantitative and statistical analysis of selected papers

In this section, we present a detailed quantitative analysis of the selected documents,
emphasizing publication trends, key technologies, and application domains within the
domain of real-time anomaly detection in energy systems. This comprehensive review
aims to provide a clear understanding of the evolving landscape in this critical research
area and identify key trends and potential gaps that warrant further investigation.

Figure 3 illustrates the annual trends in the number of papers published on real-time
anomaly detection in energy systems from January 2014 to May 2024. The data reveals a
notable upward trajectory, reflecting a growing scholarly interest in this field. The num-
ber of publications saw a modest increase from 2014 to 2017, followed by a significant
surge starting in 2018, peaking in 2022. This sharp rise aligns with the increasing global
emphasis on enhancing the resilience and efficiency of energy systems through advanced
technological interventions. The slight decline observed in 2023 and early 2024 may be
attributed to the lag in the publication process or a shift in research focus towards other
emergent areas within the broader scope of energy systems.
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Figure 4 provides a statistical breakdown of the technologies utilized in the collected
papers. The analysis identifies Machine Learning (ML) as the most dominant technol-
ogy, being utilized in approximately 23.3% of the reviewed papers. This prominence is
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likely due to ML’s robust capability to analyze vast datasets and its adaptability in devel-
oping models that can detect complex patterns indicative of anomalies. The Internet of
Things (IoT), featured in 21.9% of the papers, underscores the importance of real-time
data collection and monitoring through interconnected devices, which is crucial for
timely anomaly detection. Deep Learning (13.7%) also plays a significant role, reflecting
its advanced capabilities in handling high-dimensional data and extracting intricate fea-
tures for anomaly detection.

Other noteworthy technologies include Digital Twins (5.5%), Artificial Intelligence
(AI) (5.5%), and Big Data Analytics (2.7%). These technologies highlight the integration
of real-time simulation, predictive analytics, and large-scale data processing in modern
anomaly detection systems. The diversity in the technological approaches, as depicted
in Fig. 4, showcases the multidisciplinary nature of this research field and the varied
methodologies employed to enhance the accuracy and efficiency of anomaly detection
in energy systems.

The analysis of application domains, as shown in Fig. 5, reveals that a substantial por-
tion of the research (30.9%) is concentrated on Power Generation. This focus highlights
the critical need for ensuring operational reliability and safety in power generation facili-
ties, where undetected anomalies can lead to severe disruptions and safety hazards.
Power Distribution (21.3%) also emerges as a significant area of application, reflecting
the ongoing efforts to improve the monitoring and control of distribution networks to
prevent outages and maintain service quality.

The category labeled 'Others’ (29.4%) includes diverse applications such as industrial
automation, environmental monitoring, and smart city infrastructure, indicating a broad

scope for anomaly detection technologies beyond traditional energy domains. Smaller

Domains with most Application of Real Time Anomaly Dectection

Others

Power Grid
Smart Cities
2
Energy Consumption
3.7%
‘ oil and Gas Industry
5.9%

Power Generation

Power Systems

Power Distribution
Fig. 5 Distribution of application domains in real-time anomaly detection
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but noteworthy segments include Power Systems (5.9%), Oil and Gas Industry (4.4%),
Energy Consumption (3.7%), Smart Cities (2.2%), and Power Grid (2.2%). These findings
suggest that while the core focus remains on power generation and distribution, there
is a growing interest in extending these technologies to other critical infrastructures,
which are equally susceptible to anomalies that could impact operational efficiency and
safety.

Overall, this statistical analysis provides a comprehensive overview of the current
state of research in real-time anomaly detection for energy systems. It highlights the
predominant technologies and application areas while also identifying gaps and oppor-
tunities for future research. The continued evolution of this field is likely to be driven
by advancements in ML, IoT, and Al technologies, alongside increasing applications in
diverse domains beyond traditional energy systems, as researchers seek to enhance the
resilience and efficiency of critical infrastructures worldwide.

In-depth synthesis of results and discussion

Real-time anomaly detection

Table 4 presents a comprehensive overview of various anomalies within different catego-
ries of energy and power systems, along with the specific detection algorithms employed
to identify these anomalies in the literature. The table aims to highlight the diverse types
of anomalies that were subject to research. It also underscores the various methodologi-
cal approaches taken by researchers to detect and address these anomalies, showcas-
ing the extensive efforts in enhancing the reliability, security, and efficiency of energy
systems.

The analysis of the Table 4 reveals a distinct trend in the research focus on particu-
lar types of anomalies within the energy and power systems domain. This trend high-
lights the specific anomalies that are most frequently studied by researchers. Among the
identified categories, power system faults—including power supply issues, faults in grid
voltage, and short, duration voltage anomalies, etc—emerge as the most highly studied
anomalies (Fig. 6 shows the highly studied anomalies).

This prevalent focus suggests a significant research interest in ensuring the reliability
and stability of power systems, likely due to their critical impact on energy distribution
and consumption. Additionally, other anomalies such as electricity theft, cybersecurity
threats, and faults in solar panels and batteries also receive considerable attention in
Fig. 6. This pattern underscores the researchers’ tendency to prioritize anomalies that
directly affect the efficiency, security, and sustainability of energy systems, reflecting
broader industry and societal concerns.

In order to provide a deeper understanding of the practical applications of ML in
realtime anomaly detection (classified in Table 4), a detailed case studies with reusable
approach from each anomaly category has been selected for further exploration. Below,
the applications of these algorithms are briefly described to highlight their significance
in different contexts.
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Transportation and Industrial Equipment

Faults _
Battery Faults _
Cybersecurity Threats [ NN
solar Panel Issues [N
Power System Faults and Data Anomalies [N N
Electricity Theft [N
0 2 4 6 8 10 12

Fig. 6 Distinct trend in the research focus on particular types of anomalies inferred from Table 4

o Electric Power Generation and Distribution:
Reference: Jiang et al. (2022a)
Application: Electricity Theft Detection

This paper introduces a method for diagnosing faults in power lithium batteries
using an isolation forest algorithm. The process begins by applying Variational
Mode Decomposition (VMD) to the voltage data collected by the Battery Man-
agement System (BMS). This step extracts static components linked to aging
inconsistencies and dynamic components that indicate abnormal behavior. Next,
key features such as autocorrelation and cross-correlation are identified and fed
into the isolation forest algorithm, which then detects faulty battery cells. Fig-
ure 7 illustrates the complete workflow of this fault diagnosis approach using the
isolation forest algorithm. The approach of this case-study can be used for util-
ity companies as it helps identify irregular consumption patterns and fraudulent
activities, thereby preventing revenue loss and improving the efficiency of energy
distribution.

+ Battery Faults and Performance:
Reference: Cadini et al. (2019)
Application: Battery Performance Monitoring
This research focuses on detecting irregularities in battery performance and safety
using a combination of neural networks and particle filters. Equation 1 shows the
diagnostic index based on the particle mean likelihoods, which is introduced by
Cadini et al. (2019) and can be implemented in electric vehicles and energy stor-
age systems, ensuring reliable battery operations and extending the lifespan of
these systems:

1 Ns ()

N ic L2
WRe=In{ =8 — @

N 2uim1 Lk
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Processing IMFs to obtain a series of
battery voltage eigenvalues

Obtain a sample set and split it
randomly into a training set ¥  Test set

and a test set

Y

Training set

v
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v

Calculate the anomaly score of sample point
X to determine if it is an anomaly

Y

Battery x voltage
abnormality, issue
warning

End

Fig. 7 Workflow of this fault diagnosis approach using the isolation forest algorithm proposed by Jiang et al.
(2022a)

where the numerator and the denominator are the mean likelihoods of the particles
(i.e., the MLP network parameters) at the cycles kK — 1 and k, respectively. Opera-
tively, if the mean likelihood of the particles at cycle k is equal to that at cycle k — 1,
ie, Ly = Li_1, then LLR; = 0 and, probably, the observed capacity behavior does
not differ significantly from that predicted by the Nj particles, i.e. the Ny MLP net-
works. At each cycle k the posterior pdf of the end of life time, p(EOLy | z1.x), is
estimated by letting the Ny MLP networks, associated to the N parameter samples
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(particles) x,(f),i =1,---, N, evolve until their capacity predictions reach the prede-
fined threshold, following a simple particle projection strategy.

+ Abnormal Pattern detection:
Reference: Cheng et al. (2023)
Application: Anomaly Detection in Distribution Systems
The study uses the Local Outlier Factor (LOF) algorithm to detect abnormal sensor
readings in the distribution networks. This paper uses the K-means clustering algo-
rithm to propose an improved algorithm K-LOF of the density-based local abnor-
mal factor detection algorithm LOF, and optimizes the neighborhood query process.
Figure 8 shows flow chart of abnormal information detection; and Fig. 9 illustarates
Large-scale network abnormal behavior detection based on cluster pattern recogni-
tion that can be used for reducing the time complexity of the anomaly detection pro-
cess while enhancing detection accuracy.

o Resource Extraction and Transportation:
Reference: Ramba et al. (2021)
Application: Anomaly Detection in Drilling Operations
The paper employs mathematical models for real-time detection of drill string fail-
ures during rotary drilling operations. This application is essential in the oil and
gas industry for preventing costly equipment damage and improving safety during
resource extraction. The Decision Support System proposed by Ramba et al. (2021)
is shown in Fig. 10. The proposed hookload model can be reused in detecting the
downhole complications in real-time drilling operations to reduce the NPT.

« Industrial Production and Maintenance:
Reference: Guillen et al. (2020)
Application: Failure Analysis in Nuclear Power Plants
This research utilizes Long Short-Term Memory (LSTM) recurrent neural net-
works in combination with the RELAP5-3D model to analyze cooling fan failures at
a nuclear power plant. The application ensures the early detection of critical faults,
enhancing plant safety and reliability. Guillen et al. (2020) proposed a methodol-

Early Warning
Distribution

D. 1 Standardized Load et istorical Autocorrelation
ata stream . P> detection »{ exception [P .
processing . i Matching
rules information
y
Data stream 2

Detection Historical
rule abnormal feature Normal data
configuration information flow
Data stream 3

Fig. 8 Flow chart of abnormal information detection Cheng et al. (2023)

Abnormal
data flow
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of normal that are not clustered normal behavior
behavior patterns into classes patterns

Fig. 9 Large-scale network abnormal behavior detection based on cluster pattern recognition (Cheng et al.
2023)

ogy named “RELAP5-3D solution methodology” (See Fig. 11) that showcased viable
approach to predict the expected FCU outlet temperature.

This combined approach offers a valuable method for detecting anomalies using
data from existing plant sensors. The main objective is to equip nuclear power
plants with the ability to identify hidden issues within process data, anticipate
potential catastrophic failures, and take preventive measures. By proactively
identifying unusual system behaviors that might signal upcoming problems,
operators can respond before serious issues arise. Approaches like this are essen-

tial for ensuring the long-term reliability and safety of light water reactors.

Factors in anomaly detection success

Studying the success factors of digital twins, even in its early stages, is crucial.
Understanding what makes this technology thrive allows ongoing researches to
avoid pitfalls and maximize the technology’s potential. By analyzing past imple-
mentations, we can identify key areas that are essential for achieving the desired
outcomes. This knowledge helps us develop a road-map for research society for suc-
cessful integration, ensuring digital twins. Table 5 generalizes the success factors
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Fig. 10 Proposed decision support system for etecting the downhole complications in real-time drilling
operations (Ramba et al. 2021)
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Fig. 11 RELAP5-3D solution methodology (Guillen et al. 2020)

that are mentioned in the articles into common terms (detailed in Secti.5.1) and lists
the references that mention each factor.

Distributed deployment

Deploying anomaly detection systems benefits greatly from a hybrid edge-cloud
approach. Edge computing allows for real-time data processing and immediate detection
of anomalies close to the data source, minimizing latency and reducing bandwidth usage.
Cloud computing, on the other hand, offers the scalability and computational power
needed for analyzing large datasets and improving detection algorithms. Combining

Page 19 of 39
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Table 5 The success factors for real-time anomaly detection

Qty References Success factor Description

12 (Huetal. 2022; Smiatkowski and Data Quality Clean, accurate data feeds the
Czyzewski 2022; Mohammad- digital twin, ensuring a reliable rep-
pourfard et al. 2021; Pandey et al. resentation of the real system.

2020; Kirbas and Kerem 2021;
Wang et al. 2023b; Pei et al. 2022;
al Rashid et al. 2022; Singh et al.
2024; Xu et al. 2023; Guillen et al.
2020; Krishna et al. 2013)

3 (Sleiti et al. 2022; Mak-Hau et al. Algorithm Choice and Efficiency Choosing the right algorithms

2022; Wyss et al. 2023) optimizes performance and allows
the digital twin to react effectively
to changes.

5 (Tehrani et al. 2022; Yin et al. 2022;  Computational Resources Sufficient processing power ensures
Pan et al. 2022; Brahma et al. 2016; the digital twin can handle complex
Vikram et al. 2020) simulations and real-time data

analysis.

6 (Yan et al. 2022; Sun et al. 2022; Pei  Accuracy and Sensitivity A high-fidelity digital twin mini-
et al. 2022; Davarifar et al. 2014; Yip mizes discrepancies between the
etal. 2018b; Jiang and Zhao 2022) virtual model and the physical

system.

6 (Wang et al. 2022; Wong et al. Sensor Quality and Integration  Reliable sensors provide valuable
2021; Pan et al. 2022; Vikram et al. data for the digital twin, and seam-
2020; Azhar et al. 2022; Xu et al. less integration ensures smooth
2021) information flow.

5 (Wen et al. 2022; Liu and Aldrich Integration of Multiple Methods Combining various data sources
2023; Wen et al. 2022; Jin et al. and analytical techniques creates
2011; Sun et al. 2022) aricher and more comprehensive

digital twin.

5 (Baker and Shadmand 2023; Real-time Processing Real-time data analysis enables the
Ramesh et al. 2022; Sun et al. 2022; digital twin to reflect the physical
Abedi et al. 2023; Sleiti et al. 2022) system’s current state and predict

future behavior.

5 (Wyss et al. 2023; Jiang et al. System Robustness A robust digital twin can withstand
2022a; Wang et al. 2022; Mak-Hau data fluctuations and unexpected
et al. 2022; Tehrani et al. 2022) events, and guarantee the resilience

of DT.

6 (Abdelmoula et al. 2023; Wang Scalability The ability to handle growing
et al. 2023a; Ramesh et al. 2022; data volumes and evolving needs
Jiang and Zhao 2022; Wang et al. ensures the digital twin remains
2019; Jietal. 2021) valuable in the long term.

both methods leverages the strengths of each, ensuring efficient data processing and
robust anomaly detection capabilities.

Table 6 compares various studies on KPIs and deployment models for anomaly detec-
tion in edge-cloud environments.

The table reveals diverse KPIs such as accuracy, energy efficiency, and latency, reflect-
ing the multifaceted evaluation of anomaly detection systems. It shows the frequent use
of edge computing for real-time processing to address privacy and latency issues, and
highlights hybrid models that integrate edge and cloud resources for improved system
performance. These insights inform the trade-offs and complementarities between edge
and cloud computing, guiding future system designs and research.

Based on KPIs that are used to evaluate the efficiency of the system, the highest used
KPIs are: Cost Efficiency, resource Utilization, Operational Efficiency.
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Table 6 Comparison of key performance indicators (KPIs) and deployment models for edge-cloud
continuum in various research articles (part 1)

Article

KPIs

Edge-cloud deployment

(Alsalemi et al. 2022)

(Siatkowski and Czyzewski 2022)

(Ekti et al. 2022)

(Shoman and Burr 2023)

(Ramesh et al. 2022)

(Wang and Bu 2020)

(Bushehrietal. 2021)

(Nur et al. 2019)

(Anagnostou et al. 2018)

(Giunta et al. 2019)

(Krishna et al. 2013)

(Abedi et al. 2015)

Accuracy of Appliance Identifica-
tion, Accuracy of Anomaly Detec-
tion, Energy Savings, Data Collection
Efficiency, Response Time, Cost
Efficiency, User Engagement

Efficiency of energy, System reliabil-
ity, Timeliness of intervention, Safety

Efficiency and Productivity, Quality
Control, Resource Utilization

Accuracy and Uncertainty, Detec-
tion Sensitivity, Cost Efficiency

Fault Detection Time, Cost Savings

Latency, Throughput, Resource
Utilization, Energy Efficiency, Quality
of Service (QoS)

Energy Consumption, Operational
Efficiency, Over-Consumption
Detection, Accuracy Metrics

Detection Accuracy of Bad Data,
Baseline Establishment, Real-Time
Detection Capability, Impact on
Operational Efficiency

Anomaly Detection Accuracy, Guar-
anteed Absence of False Alarms,
Real-Time Implementation Suitabil-
ity, System Model Adaptability

Anomaly Detection Accuracy,
Sensor Data Integrity, Operational
Efficiency Improvements, Integra-
tion of Data Sources

Occupancy Estimation Accuracy,
Energy Wastage Tracking, Consump-
tion Anomaly Detection, Visualiza-
tion of Energy Breakdown

Real-Time Monitoring KPI, Cyberse-
curity KPI

Edge computing is used for process-

ing tasks closer to end-users, enhanc-
ing real-time responses and reducing
latency.

Algorithms allow for practical indus-
trial implementation with relatively
low equipment requirements.

Digital twins are enhanced through a
hybrid deployment integrating edge
computing and cloud resources for
real-time processing and scalability.

Utilizes unattended monitoring
methods at the edge integrated
with centralized cloud analysis for
improved safeguards.

Utilizes a distributed architecture with
loT gateways and sensor modules

for real-time data collection and
processing.

The design focuses on optimizing
resource utilization across edge and
cloud continuum for efficient service
delivery.

Introduces a new architecture for
real-time execution trace analysis
using edge computing forimmediate
anomaly detection.

Deploys edge computing for real-
time data processing to detect and
respond to anomalies, complemented
by cloud-based analytics for historical
data.

Uses edge computing for real-time
monitoring and anomaly detection in
dynamic operational environments,
supported by cloud resources for data
management and analytics.

Implements edge computing for
real-time monitoring along with
cloud-based analytics for large-scale
data management and predictive
modeling.

Employs edge technologies for
real-time energy usage analysis and
optimization, enhancing responsive-
ness and efficiency in energy manage-
ment.

Integrates edge and cloud processing
to manage complexity and scale in
energy consumption models.

Since these 3 KPIs are identified as high-frequency KPIs across the analyzed articles,

their prominence indicates their critical importance in evaluating and optimizing vari-

ous systems and technologies discussed in the literature.

Cost Efficiency: Edge computing can reduce costs associated with data transmission

and storage by processing data locally (Wang and Bu 2020), thus minimizing reliance
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on expensive cloud resources (Nur et al. 2019). However, Alsalemi et al. (2022); Shoman
and Burr (2023) raised the importance of system’s cost-effectiveness while maintaining
measurement accuracy. on the other hand, the effectiveness of the system in reducing
energy consumption through the implementation of edge-cloud architecture in real-
time monitoring is studied by Alsalemi et al. (2022).

Resource Utilization: Efficient use of edge and cloud resources ensures optimal per-
formance and scalability of applications(Wang and Bu 2020; Giunta et al. 2019). It
involves balancing workload distribution, minimizing latency, and maximizing the
use of available computing power and storage capacity.

Operational Efficiency: edge-cloud continuum aims to enhance operational effi-
ciency by leveraging edge computing for real-time data processing and decision-mak-
ing (Bushehri et al. 2021; Nur et al. 2019; Giunta et al. 2019).

An in-depth investigation of the reported results shows significant improvement in
various KPIs through edge-cloud deployment. However, while some articles provide
quantitative measurements of these KPIs, others report improvements qualitatively.
For instance, (Smiatkowski and Czyzewski 2022) deployed the M2SP-EdgeloE frame-
work, which enables edge computing capabilities for applications such as data col-
lection, energy disaggregation, and appliance identification. This system integrates
mobile applications for automation and visualization, providing real-time responses
to anomaly detection, achieving a 95% accuracy rate in detecting anomalies in energy
consumption and a 98.49% accuracy in identifying appliances based on their energy
consumption patterns.

Conversely, other articles report improvements qualitatively. For example,
Smiatkowski and Czyzewski (2022) describes enhancements in:

1. Energy Efficiency: Measured by the reduction in overall energy consumption of the
lighting system.

2. System Reliability: Assessed by the ability to detect and resolve anomalies in the
operation of street lamps.

3. Safety: Evaluated by the ability to ensure adequate and constant illumination of
streets for the safety of pedestrians and vehicles.

Security of anomaly detection ecosystem
Anomaly detection systems are a critical shield against cyber-attacks for future
digital infrastructures (Aghazadeh Ardebili et al. 2024). Unlike traditional methods
that focus on known threats, anomaly detection identifies unusual activity in real-
time, catching novel attacks and reducing false alarms. However, deploying them in
a trusted environment is crucial (Eichler et al. 2024). This is especially important
for Digital Twins and other future technologies that rely on anomaly detection as a
microservice to safeguard the integrity of data and simulations.

On the otherhand, Data security, confidentiality, and integrity provide the detec-
tion ecosystem with accurate and complete information to identify the disruptions.
In cyber security domain, for instace, the system might be working with misleading
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Table 7 Anomaly detection security measures

Security measure References

Data encryption (Hu et al. 2022; Smiatkowski and Czyzewski 2022; Chen et al. 2023, 2022b;
Leng and Qiu 2023; Wong et al. 2021; Ramba et al. 2021; Guillen et al. 2020;
Li et al. 2020; Kirbas and Kerem 2021; Wang and Bu 2020; Xu et al. 2021; Yip
et al. 2018b; Noureen et al. 2019; Funde et al. 2019)

Access control (Hu et al. 2022; Smiatkowski and Czyzewski 2022; Tehrani et al. 2022;
Ramesh et al. 2022; Leng and Qiu 2023; Wong et al. 2021; Ramba et al.
2021; Guillen et al. 2020; Li et al. 2020; Kirbas and Kerem 2021; Wang and
Bu 2020; Xu et al. 2021; Yip et al. 2018b; Noureen et al. 2019; Funde et al.

2019)

Resource assessment (Smiatkowski and Czyzewski 2022)

Data confidentiality (Wang et al. 2022; Sawas and Farag 2023; al Rashid et al. 2022; Guillen et al.
2020; Xu et al. 2021; Abedi et al. 2015)

Intrusion detection (Hu et al. 2022; Ramesh et al. 2022; Wang et al. 2022; Veerakumar et al.

2023; al Rashid et al. 2022; Liu and Aldrich 2023; Wen et al. 2022; Ramba
etal. 2021; Guillen et al. 2020; Li et al. 2020; Kirbas and Kerem 2021; Wang
and Bu 2020; Chahla et al. 2020; Yip et al. 2018b; Rosch et al. 2019; Hong
etal.2011)

Secure data collection (Sawas and Farag 2023; Ramesh et al. 2022; Xu et al. 2023; Yip et al. 2018b;
Funde et al. 2019; Shapsough et al. 2020)

Deployment in trusted environment (Sawas and Farag 2023; Abedi et al. 2023; Chen et al. 2023; Xu et al. 2023;
Leng and Qiu 2023; Wong et al. 2021; Pandey et al. 2020; Shapsough et al.
2020; Anagnostou et al. 2018; Rosch et al. 2019)

Secure communication (Chen et al. 2023, 2022b; Ramesh et al. 2022; Xu et al. 2023; Wen et al. 2022;
Smiatkowski and Czyzewski 2022; Kirbas and Kerem 2021; Xu et al. 2021;
Chahla et al. 2020; Noureen et al. 2019; Rosch et al. 2019)

Compliance with standards (Chen et al. 2022b; Ramesh et al. 2022; Guillen et al. 2020; Yip et al. 2018b;
Wen et al. 2022; Abedi et al. 2015; Giunta et al. 2019)
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clues or even fabricated evidence, making it impossible to detect a cyber attack. By
protecting these critical entities from cyber threats, anomaly detection ensures the
smooth operation of future digital infrastructures, acting as a vital service for society.

Table 7 lists the anomaly detection Security Measures to safeguard the anomaly detec-
tion ecosystem. These measures are extracted from the full article read of the final list.

The network graph of articles and security measures in Fig. 12 provides valuable
insights into the interconnections between different security measures employed in the
anomaly detection ecosystem. The insights inferred from the graph is detailed in the fol-
lowing categories: Central Measures, Article Overlap, Sparse Connections, Clustered
Measures, Research Gaps.

Central measures: Security measures that have many connections (edges) to vari-
ous articles are central in the graph. These central measures are the most commonly
employed security measures across the studied articles. For instance, if “data encryption”
and “access control” have numerous connections, it suggests that these measures are
fundamental components in securing anomaly detection systems.

Article overlap: Articles connected to multiple security measures indicate a compre-
hensive approach to security. These articles implement a variety of security measures,
suggesting a robust and multi-layered security strategy. Identifying these articles can
highlight best practices and exemplary research in the field. Based on the network graph,
here are five articles that exemplify best practice approach: (Hu et al. 2022; Ramesh et al.
2022; Sawas and Farag 2023; Chen et al. 2022b, 2023)

Sparse connections: Security measures with fewer connections may indicate niche
or specialized measures that are less frequently employed but could be significant in
specific contexts or emerging areas of research. The sparsely connected measures are:
Secure Data Collection, Compliance with Standards, Resource Assessment. Future
researchers can focus on these less-explored measures to contribute to the field’s growth.

Clustered measures: Groups of security measures that are frequently implemented
together can be identified through clusters in the graph. These clusters suggest com-
mon security strategies or frameworks that are popular in the literature. For example,
if “intrusion detection,” “secure communication,” and “deployment in a trusted environ-
ment” frequently appear together, it indicates a common security strategy.

Research gaps: Measures with few or no connections might point to areas that
are under-researched or newly emerging, suggesting opportunities for future work.
Researchers can focus on these less-explored measures to contribute to the field’s
growth. The most significant gap is the implantation of Resource Assessment. Notwith-
standing, assessing and managing data resources is essential in securing any data-driven
systems (Goodhue et al. 1988; Graber and Kleinhammer 2016; Mead 1982).

In summary, the network graph not only highlights the most commonly used security
measures. Notwithstanding, measures like block chain is missing in the implemented
measures(Xiong and Xiong 2020; Liang et al. 2020; Kannan et al. 2020), but yet the
results reveal the depth and breadth of security strategies employed in different research
articles. It provides a comprehensive overview of how various security measures are
interlinked and offers insights into potential areas for further investigation.
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Anomaly category Ref. Algorithms type Description
Electric power genera- (Shapsough et al. Siamese neural Supervised Siamese neural net-
tion and distribution  2020) network works learn similarity

(Pei et al. 2022)
(Abedi et al. 2023)
(Yip et al. 2018b)
(Kirbag and Kerem
2021)

(Mondal et al. 2019)

Electric power genera-
tion and distribution

Jiang et al. 2022a)
Leng and Qiu 2023)
al Rashid et al. 2022)
Shapsough et al.
2020)

(Smiatkowski and
Czyzewski 2022)

Road Lighting and
Distribution Systems

Battery Faults and
Performance

(Jiang et al. 2022a)

Water Quality and
Distribution

(Cheng et al. 2023)

(Ramba et al. 2021)
(Cheng et al. 2023)

Resource Extraction
and Transportation

k-Nearest Neighbors
(kNN)

Improved Support
Vector Machine (SVM)
Random Forest
Seasonal Autoregres-
sive Moving Average
(SARMA)

Logistic Regression
(LR)

Hidden Markov Mod-
eling (HMM) multi-
layer perceptron

Isolation Forest
algorithm

Fuzzy C-means
algorithm
CNN-LSTM based
auto-encoder
Latent space NN

LSTM

Isolated forest algo-
rithm

Local Outlier Factor
(LOF) algorithm

N/A

N/A (the results from
paper screening are
just mentioning ML in
general)

Unsupervised

Unsupervised

Unsupervised

Unsupervised

measures to detect
unusual patterns. kNN
compares new data to
known sets, flagging
deviations. SVM and
Random Forests use
advanced modeling
and ensemble learning
to identify anomalies.
SARMA handles time-
series data by account-
ing for seasonal vari-
ations.HMM estimate
sequence probabilities
to detect anomalies,
and MLP leverage
deep learning to learn
complex patterns.

Isolation Forest isolates
anomalies by partition-
ing data, Fuzzy C-means
clusters data with
varying membership
degrees, CNN-LSTM
auto-encoders capture
spatial-temporal pat-
terns to flag deviations,
and Latent space

neural networks detect
anomalies by learning
compact data represen-
tations.

Continuously feeding
new data and flagging
anomalies as they
occur.

After training, establish
a threshold for anomaly
scores to distinguish
between normal and
anomalous data points.
Points with scores
above this threshold are
considered anomalies.

Calculates the local
density of each data
point and compares it
to the densities of its
neighbors. Points that
have a significantly
lower density than their
neighbors are consid-
ered outliers.
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Anomaly category Ref. Algorithms type Description

Industrial Production  (Guillen et al. 2020) Long Short-Term Supervised Capturing tempo-

and Maintenance (Chen et al. 2022b) Memory (LSTM) and ral dependencies,
(Jiang and Zhao 2022) RNN dynamically adjusting

Industrial Production
and Maintenance

Monitoring and
Security

Monitoring and
Security

Energy Consumption

Energy Consumption

HVAC and Condition-
ing Systems

(Chakraborty et al.
2008)

(Azhar et al. 2022)

(Pandey et al. 2020)

(Sawas and Farag
2023)

(Yin et al. 2022)
(Park et al. 2023)
(Alsalemi et al. 2022)

(Chou and Telaga
2014b)

Neural network with

adaptive threshold
Attention classifica-
tion-and-segmenta-
tion network

Symbolic Dynamic
Filtering (SDF)

CNN, LSTM

DBSCAN, UKF

LSTM

Rain Flow-based
Connectivity Outlier
Factor algorithm
GCNNs
M2SP-EdgeloE

Hybrid neural net
ARIMA / two-sigma
rule

Unsupervised

Supervised

Unsupervised

Supervised

Unsupervised

Supervised

sensitivity, and local-
izing anomalies within
complex data.

Uncovers hidden pat-
terns and anomalies
without relying on
predefined labels.

Spatial and temporal
patterns in complex
data

Clustering transaction
data and identifying
unusual patterns or
behaviors that deviate
from normal customer
activity, signaling
potential fraudulent
activity.

Continuously feeding
new data and flagging
anomalies as they
occur.

The Rain Flow algo-
rithm detects irregulari-
ties in cyclical patterns.
GCNNs effectively
identify anomalies in
graph-structured data.
M2SP-EdgeloE enables
real-time anomaly
detection in loT envi-
ronments by integrat-
ing multi-sensor data
and edge computing.

Used for time series
data, combining
statistical modeling
with machine learning
to identify unusual pat-
terns and deviations.
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Table 8 (continued)

Anomaly category Ref. Algorithms type Description

Renewable Energy (Mallor et al. 2017) Siamese neural net- Supervised The Isolation Forest
(Shapsough et al. work, NN Unsupervised algorithm identifies
2020) Isolation Forest algo- potential outliers,
(Mak-Hau et al. 2022)  rithm, Latent space, then Siamese neural
(Pandit and Infield NN, kNN networks assess the
2018) similarity of these outli-

ers to known patterns.
Latent space repre-
sentations are used to
reduce the dimension-
ality of the data, aiding
in visualization and
subsequent analysis.
Neural networks are
used to detect complex
patterns, while kNN
provides density-based
estimations to confirm
the anomalous nature
of the identified data
points.

Machine learning: integration and applications

Understanding the AI algorithms behind anomaly detection in research papers allows us
to grasp their strengths and weaknesses, which is crucial for choosing the right tool for
the job. This knowledge can also help improve existing algorithms by identifying areas
for development and customization.

The results of this study provides a comprehensive overview of various algorithms
used for anomaly detection, their features, classification (supervised or unsupervised).
These information along with a brief description of how these algorithms function and
associated references are reported in Table 8. The categories cover a wide range of sub-
sectors in SES, and the algorithms listed, such as Siamese neural networks, k-Nearest
Neighbors (kNN), Support Vector Machine (SVM), and Long Short-Term Memory
(LSTM), showcase the diversity of techniques employed to detect anomalies.

The results of investigating the implement algorithms provide insights into the mecha-
nisms of each algorithm, highlighting their unique approaches to identifying deviations

from normal patterns.

Enhancing anomaly detection performance

Recent studies have demonstrated various effective methods for improving anomaly
detection in complex energy systems. This section explores key approaches through
empirical evidence and real-world implementations.

Data preprocessing and feature engineering

Hu et al. (2022) conducted a study on smart grid data from 10,000 sensors, showing that
proper feature engineering improved anomaly detection accuracy by 18%. They used
Principal Component Analysis (PCA) to reduce 500 initial features to 50, resulting in a

30% reduction in computational time without sacrificing accuracy.
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In a study of industrial IoT data, Li et al. (2022) applied Independent Component
Analysis (ICA) to separate mixed signals from 1,000 sensors. This preprocessing step
increased the precision of anomaly detection by 22% compared to using raw sensor data.

Xu et al. (2021) demonstrated the importance of data cleaning in a smart building
study. By addressing missing values and outliers in a dataset of 5 million readings from
500 sensors, they reduced false positives in anomaly detection by 35%.

Advanced machine learning and hybrid models

Wang et al. (2023b) employed Bidirectional Long Short-Term Memory (Bi-LSTM) net-
works in an industrial control system, achieving 98.7% accuracy in anomaly detection on
a dataset of 100,000 data points from a simulated water treatment plant.

In cybersecurity, Azhar et al. (2022) compared neural network architectures using the
NSL-KDD dataset. Their results showed Gated Recurrent Units (GRUs) outperforming
other models with 97.2% accuracy in detecting network intrusions.

Alsalemi et al. (2022) developed a hybrid model integrating statistical methods with
neural networks for smart building anomaly detection. Testing on 1 million sensor
readings, their approach reduced false positives by 15% compared to standalone neural
networks.

Chahla et al. (2020) explored hyperdimensional computing (HDC) for IoT security,
demonstrating a 30% reduction in computational resources while maintaining accuracy
comparable to deep learning models on a dataset of 50,000 IoT device interactions.

Real-time processing and adaptive methods
Yen et al. (2019) showed a 25% improvement in anomaly detection accuracy by increas-
ing smart meter data collection frequency from hourly to 15-minute intervals in a study
of 1000 residential meters over 6 months.

Tehrani et al. (2022) implemented adaptive thresholds in an industrial IoT setting with
500 sensors, reducing false positives by 20% compared to static thresholds.

Jiang et al. (2022a) applied transfer learning to wind turbine anomaly detection, reduc-
ing training time for new turbine models by 60% while maintaining detection accuracy.

Signal decomposition and statistical techniques

Jiang et al. (2022a) used Variational Mode Decomposition (VMD) on smart grid power
quality data, improving anomaly detection accuracy by 22% compared to methods using
raw signals.

Veerakumar et al. (2023) employed Bayesian networks for anomaly detection in a
10,000-node smart grid, achieving a 12% higher F1-score in identifying cyber-attacks
compared to traditional threshold-based methods.

Yin et al. (2023) utilized Markov models to detect anomalies in energy consumption
patterns of 5,000 households, identifying unusual behaviors with 93% accuracy, a 15%
improvement over simple statistical approaches.

Context-specific and domain knowledge integration
Shahid et al. (2023) developed a context-specific anomaly detection system for a solar
power plant, integrating expert knowledge about panel degradation and weather effects.
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This approach improved detection accuracy by 28% compared to generic machine learn-
ing models.

Wong et al. (2021) demonstrated the importance of sensor calibration in a study of 200
urban air quality sensors. Their Al-driven calibration system maintained 95% accuracy
over a year, compared to 75% for non-calibrated sensors.

Li et al. (2020) highlighted the significance of expert judgment in anomaly definition
for nuclear power plant operations. Involving domain experts in initial data labeling
improved their machine learning model’s accuracy by 20% compared to purely statistical
definitions.

These case studies demonstrate the effectiveness of various techniques in enhancing
anomaly detection performance. From advanced data preprocessing and machine learn-
ing models to real-time adaptive methods and domain knowledge integration, these
approaches significantly improve accuracy, reduce false positives, and adapt to dynamic
conditions in complex energy systems. However, they also underscore the need for care-
ful implementation, continuous refinement, and validation by domain experts to achieve
optimal results in real-world scenarios.

Standard tools for anomaly detection

Machine learning and statistical methods for anomaly detection

Abnormality detection is widely used by machine learning algorithms because they can
handle large and complex datasets. Isolated Forest is a common algorithm for identifying
anomalies by isolating observations from a dataset (Hu et al. 2022; Li et al. 2022; Chen
et al. 2022b; Ramesh et al. 2022; Shapsough et al. 2020), and Support Vector Machines
(SVM), effective for fault classification and anomaly detection in various applications
(Tehrani et al. 2022; Pei et al. 2022; Yip et al. 2018b; Chou and Telaga 2014b). K-means
and other clustering algorithms are used for grouping similar data points and detecting
outliers (Hu et al. 2022; Tehrani et al. 2022; Pandey et al. 2020; Chahla et al. 2020). Long
Short-Term Memory (LSTM) networks are applied for time series analysis and anomaly
detection (Li et al. 2022; Baker and Shadmand 2023; Sawas and Farag 2023; al Rashid
et al. 2022; Azhar et al. 2022; Xu et al. 2023). Convolutional Neural Networks (CNN)
are utilized for feature extraction and pattern recognition in images and time-series data
(Jiang et al. 2022a; Azhar et al. 2022).

Traditional statistical methods are also prevalent, often used in combination with
machine learning techniques. Principal Component Analysis (PCA) is employed for
dimensionality reduction and anomaly detection (Bhaskar et al. 2023; Chen et al. 2022a;
Wadi and Elmasry 2021). Kalman Filters are applied for state estimation and filtering
noise from data (Veerakumar et al. 2023; Xu et al. 2023; Ren et al. 2018). The chi-square
test is used for model-based anomaly detection (Abedi et al. 2015).

Hybrid, ensemble models and real-time processing

Combining multiple methods can enhance detection performance. Hybrid models,
such as combining CNN and LSTM for stability detection (Azhar et al. 2022), or using
ARIMA and ANN for time series data (Chou and Telaga 2014b), are effective. Ensem-
ble methods leverage the strengths of different models to improve robustness and accu-
racy (Smiatkowski and Czyzewski 2022; Chen et al. 2022b; Wang et al. 2023b; Chen et al.
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2022a; Liu and Aldrich 2023). Despite the fact that hybrid methods have more complex-
ity and require more processing time, they still play a crucial role in real-time anomaly
detection.

Advanced tools and platforms facilitate the implementation and scaling of anomaly
detection systems. Apache Spark and Flink are used for distributed processing and
real-time data analysis (Abedi et al. 2023; Pei et al. 2022). GridLab-D software is uti-
lized for simulating power systems and analyzing anomalies (Sawas and Farag 2023).
IoT devices and sensors enable real-time data collection and monitoring, integrated
with machine learning algorithms for anomaly detection (Wong et al. 2021; Ramba
et al. 2021).

Deep learning techniques provide powerful tools for handling complex data pat-
terns. Autoencoders are used for learning representations and detecting anomalies
in various data types (Abedi et al. 2023; Chen et al. 2022b; Yan et al. 2023; Shahid
et al. 2023). Deep Neural Networks (DNN), including Transformer models and other
architectures, are employed for sophisticated anomaly detection tasks (Chen et al.
2022b; Wang et al. 2023b; Chen et al. 2023; Yan et al. 2023).

Real-time processing capabilities are essential for timely anomaly detection. Real-
time monitoring systems are implemented using platforms like Apache Kafka and
Spark Streaming for continuous data flow and analysis (Pei et al. 2022). Big data ana-
lytics utilizes large datasets for training and improving anomaly detection models,
often through distributed systems (Abedi et al. 2023; Li et al. 2020).

Certain methodologies are tailored for specific applications within anomaly detec-
tion. Rain Flow-based algorithms are used for point and collective anomaly detec-
tion in specific contexts (Yin et al. 2022). Tomographic Inversion Algorithms are
applied in detecting anomalies in power systems (Yan et al. 2023). Motif-based asso-
ciation rule mining is used in analyzing smart meter datasets for pattern recognition
and anomaly detection (Funde et al. 2019).

These tools and methodologies are used in literature for anomaly detection in
complex energy systems. By integrating machine learning algorithms, statistical
methods, hybrid models, advanced platforms, and real-time processing capabilities,
robust and reliable anomaly detection systems can be developed. These methods
ensure the systems are adaptable, accurate, and efficient in dynamic and complex
environments.

Despite significant advancements in anomaly detection methodologies and tools,
several gaps need to be addressed to improve the reliability and practical implemen-
tation of these systems in complex energy environments. One of the primary gaps is
the lack of evaluation and deployment of advanced anomaly detection techniques in
real energy system factories. Many studies focus on theoretical developments and
simulations without validating their findings in practical, real-world settings. This
gap highlights the need for extensive field trials and industrial collaborations to
ensure that these advanced methodologies can effectively handle the complexities
and dynamic nature of actual energy systems.

Furthermore, there is a noticeable dependency on cutting-edge technologies
which, although promising, require time to mature and become reliable through
extensive testing and iterative refinement. This maturity process is often overlooked,
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leading to premature implementation and potential inefficiencies. It is crucial to
adopt a cautious approach, starting with offline deployments to validate new algo-
rithms before integrating them fully into live systems.

Addressing these gaps through comprehensive evaluations, iterative development,
and close collaboration between academia and industry will be crucial for advancing
the field of anomaly detection in complex energy systems.

Enabling technologies for real-time anomaly detection

Recent advancements have significantly enhanced real-time anomaly detection across
various applications. This section explores key enabling technologies through empirical
studies and real-world implementations.

Sensor technologies and data acquisition

Advanced sensor technologies and IoT devices form the foundation of real-time data
collection and monitoring. Veerakumar et al. (2023) demonstrated the efficacy of high-
speed Phasor Measurement Units (PMUs) in a smart grid pilot project. Their study,
involving 50 PMUs across a regional power network, achieved a 99.9% accuracy in
detecting voltage anomalies within 100 milliseconds, a 40% improvement over tradi-
tional methods.

In the realm of smart metering, Ramba et al. (2021) conducted a large-scale deploy-
ment of Advanced Metering Infrastructure (AMI) in a city of 500,000 residents. The
AMI system, collecting data at 15-minute intervals, enabled the detection of water leaks
within 2 hours of occurrence, reducing water loss by 30% over a one-year period com-
pared to previous systems.

Data processing and machine learning algorithms
Machine learning algorithms have revolutionized anomaly detection capabilities. Sawas
and Farag (2023) applied Long Short-Term Memory (LSTM) networks to network traffic
data from a major telecommunications provider. Their model, processing 1 million pack-
ets per second, achieved a 96% accuracy in identifying cyber attacks, a 15% improve-
ment over traditional signature-based methods.

Chen et al. (2022b) utilized Convolutional Neural Networks (CNNs) for anomaly
detection in industrial IoT settings. In a factory with 1000 sensors, their CNN model
reduced false positives by 40% compared to threshold-based approaches, while main-
taining a 98% true positive rate.

Edge and cloud computing
The integration of edge and cloud computing has significantly enhanced real-time pro-
cessing capabilities. Liu and Aldrich (2023) implemented an edge computing solution in
a smart manufacturing plant. By processing data from 500 sensors locally, they reduced
response time to anomalies from 5 seconds to 200 milliseconds, crucial for preventing
equipment failures.

Hu et al. (2022) leveraged cloud computing for a city-wide traffic anomaly detection
system. Their cloud-based platform, processing data from 10,000 traffic sensors, scaled
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to handle a 500% increase in data volume during peak hours while maintaining a consist-
ent anomaly detection latency of under 1 s.

Advanced machine learning frameworks

Chen et al. (2023) demonstrated the potential of TinyML in resource-constrained envi-
ronments. They deployed TinyML models on 1000 low-cost sensors in a smart agricul-
ture setting. Despite having 100 times fewer parameters than cloud-based models, these
edge devices achieved 92% accuracy in detecting crop diseases, with a 60% reduction in
power consumption.

Jiang et al. (2022a) applied transfer learning techniques to anomaly detection in wind
turbines. By transferring knowledge from models trained on 50 older turbines to 10 new
turbine models, they reduced the required training data by 70% while maintaining a 95%
detection accuracy for mechanical faults.

Communication networks and data transmission

Advancements in communication technologies have been crucial for real-time data
transmission. Shapsough et al. (2020) implemented an MQTT-based communication
system in a smart building with 5000 IoT devices. Their approach reduced data trans-
mission latency by 65% compared to HTTP, enabling real-time anomaly detection in
energy consumption patterns.

Hong et al. (2011) developed a Distributed Intrusion Detection System (DIDS) for a
network of 1000 IoT devices. By enabling devices to share threat information in real-
time, they improved overall anomaly detection accuracy by 25% compared to isolated
device detection.

Visualization and user interface

Effective visualization tools have proven essential for interpreting anomaly detection
results. Yin et al. (2023) developed a real-time visualization platform for a power grid
control center, monitoring 100,000 nodes. Their interface reduced operator response
time to critical anomalies by 40%, from an average of 5 to 3 min, significantly improving
grid stability during fault conditions.

These case studies illustrate the transformative impact of enabling technologies on
real-time anomaly detection. From advanced sensors and sophisticated algorithms to
edge-cloud integration and improved communication networks, these technologies have
dramatically enhanced the speed, accuracy, and scalability of anomaly detection systems
across diverse applications. However, the studies also highlight ongoing challenges, such
as managing increasing data volumes and ensuring system reliability in dynamic envi-
ronments, pointing to areas for future research and development.

Advancements and future research lines in real-time anomaly detection

Advancements and future studies in real-time anomaly detection are essential to
enhance the accuracy, efficiency, and reliability of these systems in complex environ-
ments. This section synthesizes the key areas of improvement based on the literature.
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Improving data quality and sensor accuracy

Improving data quality and sensor accuracy is fundamental for enhancing anomaly
detection. Strategies include using accurate sensors, mitigating the impact of meas-
urement errors, and exploring statistical testing with multiple cell anomalies Hu et al.
(2022); Shoman and Burr (2023); Bhaskar et al. (2023). Enhanced data cleaning and
dimensionality reduction techniques are also crucial for better detection performance
Chen et al. (2022b).

Optimization and integration of advanced technologies

Optimizing fault diagnosis methods for real-time efficiency is necessary Jiang et al.
(2022a). Integrating edge computing, enhancing data fusion, and developing adaptive
algorithms will improve system maintenance and anomaly detection Smiatkowski and
Czyzewski (2022). Future studies should explore robust Hyperdimensional Comput-
ing (HDC) methods Wang et al. (2022) and advanced machine learning algorithms
such as deep learning, LSTM networks, and hybrid models combining CNN and
LSTM Tehrani et al. (2022); Sawas and Farag (2023); al Rashid et al. (2022); Azhar
et al. (2022); Chen et al. (2022a). Additionally, improving anomaly detection capabili-
ties against challenging scenarios like malicious data attacks and topology changes is
crucial Veerakumar et al. (2023); al Rashid et al. (2022).

Developing robust and adaptive algorithms

Future research should focus on developing robust and adaptive algorithms that can
handle dynamic environments and diverse data sources. This includes implementing
multi-fault diagnosis, considering environmental factors, enhancing model-free/data-
driven methods, and further developing fault prediction methods using deep learning
techniques Sun et al. (2022). The creation of a unified framework with data-efficient
training, automatic adjustment mechanisms, and reduced computational costs will
also be beneficial Wang et al. (2023b).

Enhancing real-time processing and scalability

Advancements in real-time anomaly detection should aim to reduce the Mean Time
to Detection (MTTD), improve model enhancements, and estimate onset time Sawas
and Farag (2023). Optimizing real-time model training, integrating anomaly detection
models with manufacturing processes, and using advanced clustering algorithms like
K-means are necessary for better performance Yan et al. (2023); Chahla et al. (2020).
Implementing big data infrastructure for accommodating and analyzing unstructured
data from smart grids, and incorporating optimization algorithms and explanatory
variables into building management systems will enhance anomaly detection Chou
and Telaga (2014b).

Ensuring security and resilience

Improving the resilience of anomaly detection systems to false alarms and cyber
threats is crucial Hong et al. (2011). Developing more sophisticated algorithms,
enhancing coordination between distributed agents in a network, and incorporating
security measures to protect against cyber threats are essential Abedi et al. (2023);
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Hong et al. (2011). Additionally, future studies should focus on improving the accu-
racy and reliability of intrusion detection methods and exploring advanced ML mod-
els for anomaly detection Abedi et al. (2015).

Integrating domain knowledge and adaptive control strategies

Integrating domain knowledge into anomaly detection algorithms, exploring novel
data sources and feature extraction techniques, and researching automated model
retraining and adaptation are critical areas for future research Guillen et al. (2020);
Pandey et al. (2020). Improving the accuracy and reliability of sensor data, enhancing
the robustness of anomaly detection algorithms against false positives, and develop-
ing adaptive control strategies that can dynamically adjust system parameters based
on real-time conditions will improve the accuracy and reliability of anomaly detection
systems Li et al. (2020); Pandey et al. (2020).

This synthesis highlights the diverse array of advancements and future studies needed
in real-time anomaly detection to ensure accurate functioning. By focusing on improving
data quality, optimizing advanced technologies, developing robust algorithms, enhanc-
ing real-time processing, ensuring security, and integrating domain knowledge, anomaly
detection systems can become more effective and reliable in complex environments.

Conclusion

This systematic literature review examined real-time anomaly detection within complex
energy systems, revealing critical trends, methodologies, and essential security meas-
ures. The review methodology encompassed a mixed-methods approach, combining
quantitative and qualitative analyses, and a longitudinal design to track developments
over time. By rigorously evaluating 79 articles through descriptive, exploratory, and
comparative studies, we aimed to provide a comprehensive understanding of the state-
of-the-art, challenges, and opportunities in this field.

Our findings highlight the growing reliance on machine learning and deep learning
techniques to identify novel and sophisticated cyber threats for anomaly detection in
Energy Systems (Aghazadeh Ardebili et al. 2024). However, the successful deployment
of these systems necessitates robust security measures to protect data integrity and con-
fidentiality. Key security measures identified include data encryption, access control,
intrusion detection, and deployment in trusted environments. The network graph of
the articles in the Sect. "Security of anomaly detection ecosystem" illustrates the rela-
tionships between the methods that are employed. The results show that data encryp-
tion and access control are widely implemented security measures. However, significant
research gaps exist in areas such as resource assessment and compliance with standards.
Addressing these gaps is crucial for developing more comprehensive and resilient anom-
aly detection systems.

In conclusion, real-time anomaly detection is integral to the security and efficiency of
complex energy systems. Implementing diverse and layered security strategies is essen-
tial to safeguard these systems from evolving cyber threats. Future research should focus
on underexplored areas, such as resource assessment and blockchain integration, to fur-
ther enhance system robustness and reliability.
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Nevertheless, it is important at this point to respect the intrinsic limitations incorpo-
rated in this study: The selection criteria, as well as subjective interpretation of findings,
one should consider, so some bias might be introduced in this work. Another point to
consider is that this area is rapidly developing; such recent achievements in technology
for anomaly detection might not be fully described in the literature. Non-uniformity of
studies conducted based on the field of anomaly detection through Al, the combination
with inconsistent KPIs, and differences in the design studies themselves might altogether
be contributing to bias in the quality and heterogeneity of the included studies.

The review, therefore, focuses mainly on peculiar features of resilience and anomaly
detection properties of the energy systems as configured in the selection phase pre-
sented in Sect. "Conducting phase". This does, presumably, have the result of exclud-
ing wider or cross-disciplinary approaches which might provide valuable insights and so
may limit the generalizability of findings to other contexts. Similarly, for technical disci-
plines, there is potential for publication bias because grey literature, including important
material such as technical reports coming from industry, is not included; these reports
are not usually peer-reviewed or formally published.
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